Network Video Recorders
User Manual

V3.00






Contents

About this ManUal..........coiiiiiiiiiiiiii st r s s s s s s e e s s a e s e s s s e e s s naasssassssanens 1
1 (00T oEs 10 T o Tt 1 T o 3N 1
O O = 1Y o T I oYU =TT =y 1o SR 1

O Ko Tor-| N 0o T=T = AT o -SSP TP PO TP PPTOPRTOPPTO 1

2 INItIal CONFIGUIAtION ... iiieniiieieieeitieeertreeeeteeeaereeeaseeeeenaseereenssessenaseesesnssessesassessenassesesnnsensannnnes 4
2.1 [ E=] o =T - 1] o FS SO S OSSO OR PO POROOROON 4
2.2 [ = {1 IO PP TP PP PP PP 4
2.3 WIZAI ettt s h e Rt bt e e e ae e h e e b e e b e e Rt e reenesanesneenas 8

3 LIVE VIBW ceuuiiiiiiiiiiiiiiiiiriin st rr s e s s e s e s s st s e ae st e aasssssesassssasnsssstennsssssennssssennssss 10
3.1 LIVE VIEW STAtUS ...oiiiiiiiiiiiiiiiiiic s 11

3.2 WINAOW TOOIDAI ..ttt ettt e st e st e st e s b e e e bt e st e e saneesabeesaneesn 11

3.3 SCrEEN TOOIDAT ..ttt ettt sttt sb et e et eae e s bt e s b e e b e e bt e b s aaesaeesheenhee bt enreens 12
I Y To T o ol U L 1Y/ =Y o T TSRS 16

4 Channel ConfigUration ........ccceiiiiieiiiiiiiiiiiiiiiiieiessesieseiesnessssirsssessessssssssssssssesssssses 19
4.1 Channel ManageMENT ........cciciuiiii ettt ettt e e re e e st e e e et e e e e e tbae e sbbee e e abaeesessaeesssaaeeastseeeantaeesansenas 19
4,11 IPC CONFIGUIAtION .ottt ettt et e bt e st e sat e e st e e sab e e sabeesnbeesabeeenneess 19

4.1.2  Fisheye CoNfigUration ........cccccuiiiiiiiii ettt st e e e e ta e e e e ate e e s ttae e e sabaeeeentaeeeenraeas 26

0 S T Vo LV T o Tt T N o0 o T Lo o 1SS 28

Y N O [ =T - T RV o 1PNt 29

4.2 ENCOING SEELINGS ..eoueiiiiiiiiieiieeete ettt ettt ettt e st e bt e st e e s bt e e s bt e e bt e e sabeesnteesaneesnseesaneennees 30
e T XU T [To X @oY oY i 7={¥ ] =Y o] TSR 32
Y =Y 1] T | SR 33
T 0 Y D N 0 o} VT =1 4 o Yo WO SRS SRR 34
I 10 F= Y= {= IR Y= ] T~ PP PPPPPRRPNE 35
4.7 IV [V AV - T U SPTN 40
s S A 0 o1 T= U T 4 o] o ISR 41

5 YL N 46
5.1 VCA CONFIGUIALION «.eviiiiiiiie ettt ettt e e e e e ettt e e e tte e e e abaeeesabaeeeenstaeeeaasaaeessseaeanstaeeeansanaessrenanns 46
5.1.1  Alarm-trig8ered ACTIONS ....coouii ettt ettt ettt e st e b e sb e s re e s beeenaeeeane 47

Lo A Vg 4 Y1 V=AYl o 1= T [ SRR 54

5.1.3  FACE DELECLION c..eiiiiiiiiiii ettt 55

o0 B A o (ol -l 0o 04T o 1= 1§ £ o] E TP 58

5.1.5  Cross LiNe DEteCioN .....ccccuiiiiiiiiiiiiiiiii et 60

5.1.6  INtruSion DeteCHION ..ccoivviiiiiiii ittt 62

5.1.7  ENter Area DeteCiON ....coocviiiiiiiiiiiiicti et 64

5.1.8  Leave Area DeteCtioN......ccooviiiiiiiiiiiiiciti e e 67

5.1.9  UItra Motion DEtECTION.....ccuiiiiieeeieecricreee ettt e e s sreesneen e e 69

5.1.10 DEfOCUS DETECTION ..ottt ettt st e s bt e s b e s b e sbeeeneeeane 70

5.1.11 Yo=Y ol O ¥ o =Ll D L] <ot o R 71

5.1.12 (0] Y [=Tot A Y=Yy {o )V =Te D= =T u o] o[PS USPRN 72

5.1.13 (0] o [=Tor d =] il 211 oY [T I D =Y o =Tt f [ ISR 73



5.1.14 F T o I N = Tol 1oV =TSR 73

5.1.15 [YoT o] =B [o XYV o TU ] o] [T~ RS 74
5.1.16 Crowd Density IMONITOMING.....cciutiieiiiiiieeiee ettt et st s be e s e s beesanee 76
5.2 ANalyzer CoONFIGUIAtioN .....ccoiiiii ettt e e et e e st e e et e e e saea e e e s taeeeesataeesennaaeessreeenn 77
53 FACE LiSt IMIaNagem Nt . e s 78
5.3.1  FACE LiST . uiiiiiiiiiii it s e s e snre e s 78
I A Y oY Tol TN 1V, oY Y o) 1o V-SSP 80
5.4 1 Plate LISt eeeeeiieiiieeeeeee et st e st sa bt e st s b e e ean e sabeeeareeea 80
5.4.2  Vehicle Alarm MONITOMING .....viiiiiiee ettt e e re e e et e e e sta e e e s ete e e snree e e staeessnsseeesnsseeean 82
5.5 WCA SAICN ..ttt ettt bbbt e e bt bt e bt e s b e e e bt e s b e e ne e s be e e neesares 84
LT T8 A o= Vol Y g - [0 1 4 VoY d YT [ of o PSR 84
5.5.2  Face COMPAriSON SEAICH ....ccouuiiiiiiiiieeiee ettt sttt s e s e sbeesnee e 86
5.5.3  VEhICIE SEAICH .o s e et 88
5.5.4  BENhAVIOr SEAICH .eeeiii ettt e e st e e et ae e e eateaesareeean 90
5.5.5 [ YoT o1 [l @le YU Lo N uT V= Y=Y o Yo ] o RS USSR 92
I Y o o = L fl o Y =P PUPPPR PP 93
Network Configuration ........ccicieeiiiiiiiiiiiiiiiniiii s sressssssesassessessssssesnsssssenes 96
6.1  Platform CoNfiGUIAtION .....cccciiiiiiiiee ettt ettt e e e et e e e et e e e e easae e e satbeeeesataeeeennsaeesnsraeann 96
6.1.1  Network CoNfigUration......coiueiiiieiiieeee ettt sttt st e s e b e sanee e 96
B.01.2 PP ettt b s bbbt at e bt e b e e bt e bt ea bt saaesheesbe e bt e bt eneeenteennenbeen 97
6.1.3 D7\ A PP PP P PP P PP PPPPPPPPPPPPPPPRY 99
B.0.4  EMAleiitiiiieiee et h e bt et a e bt e b b e e b e b s abe s et e sheenreenreereenes 100
6.2 BasiC CONFIGUIALION ..eeiiiiiiieee ettt st e st e st e e st e st e sabeesabeesbeesaneesas 101
B.2.1  SNIMIP ettt et h e bbbt e a et bt e e b e e b e e b e et e eate s et e sheesbeenbeebeenee 101
6.2.2  AlGIM SEIVICE .ottt sttt s et ae s 102
6.2.3  CONFIGUIE VIID LOCAI ..cicetiieeeiieee ettt ettt e e ettt e e e ettt e e e sta e e e e tb e e e eeabaeeesabbeaeessaeeennees 103
6.2.4  CONFIGUIE VIID SEIVE ....eiueieiiieeetee ettt ettt sttt sttt e st e e sat e e sab e e st e e sabeessteesateessseesaneennneas 105
(SR T Vo V7 [ o Tol=Yo I @foY o} iT={U] =Y o] o S SRR 106
B.3.1  PPPOE e et e e sr e sreene s 106
6.3.2 POttt e e s 107
(S0 0 T o 1 o 1Y/ - T o] o 11 = PP PPPPP 108
6.3.4  IMIUITICAST ..ottt ettt e s e ba e et rne e nee s 109
LT RS T o I PO PP PO P PR PRSP 110
6.4  Wireless Local Area NEEWOIK .........coviiiiiiiiiieiiic e e s 112
B.5  WIFI AP ettt a ettt e et et s seeenreene s 113
B.5.1  WWIFT AP ettt ettt ettt st s h e bbbttt eh e e bt e b e e b e et e e atesatesheenbeenaeenbeenes 113
6.5.2  WIFi CaSCAUE ..eeiieerieerieete ettt sttt e e reene s 114
SysStemM CONFIGUIAtION ..cccuuiiieniiiiiieeiiteenieertteneereenaneereenseessenasessernssesssnassesesnssessesnssesssnasessannnnes 115
7.1 [ T (ol o] g} T={ =) 4 o] o S U SURR 115
7.2 Y oA A @o] ) 7= L= o o R 116
7.2.1 Preview ConfigUIratioN...... ... et e e e e e e et ar e e e e e e s e artaaeeeeeeeenanees 116
V22 2 Vo \VF- [ o Tol=Yo I @fo] oY i1 ={U = o 1RSSR 118
7.3 TimMeE CONFIGUIATION ..uviiiiiiiee ettt e et e et e e e ettt e e e ettt e e e eabaeeeeabaeeseataeeeebbeeeenraeeennnees 118



10

2 T R 1T o T @eT o] 1 F={U] =Y d [ o U UPPRN 118

7.3.2  Camera Time SYNChronization ........ccccuiiiiiciir s e et e e s e e e ntae e e enneeas 119
7.3.3  Holiday CoNfigUIation ...ccc.eiiiuiiieiieiieee ettt st s s e e s 119
28 TR S b 1 L PP PSP P PRSP 121
2 S o O L o} 7={ U] =1 o PSR 121
7.4.1  POS OSD CONFIBUIATION .euutiiiiiiiiieiteeett ettt sttt sttt e st esan e sreeearee s 121
2 S R o O L o] o T={ [ = o [ PR 122
7.5  Serial Port CoNfiUIation .....cocuiiiiiiiiieiiee ettt st st s saee e 124
2 IV EY =T g @o Y0 7] =Y o o SRR 125
7.7 SecUrity CONFIGUIAtION c...oiiuiiiiiieiteee ettt sttt st e s bt e st e s bt e sb e e e bt e sbeeenneenane 128
2 % T 1 o Vo o [T o1 1= = SRS 128
7.7.2  ONVIF AUThENTICAtION ..oeiiiiiiiieie ettt sttt st st e e e sbeesaree s 128
7.7.3 821X cureeureiieieenieete ettt sttt st ettt et h e b e bR et s aa e sae e sheenre e bt et en e e eneenreerean 129
T.7.4  ARP PrOtECTION ettt e e ettt e e e e e s ettt e et e e e se bbbt e e e e e e s e s araeaeeeeeanaan 129
7.7.5  WAtBIMAIK . .oo oottt ettt st bt sheesb ettt ea b beenbee b s 130
7.8 HOT SPAIE et e e e e e s 130
BACKUP «iieeiiiiiiiiiiiiieiiiiriin st sresassstesaesestesessssesssssssenssssssensssssesnsssssenesssssensssssannnssssanes 131
< N (= Tolo T ¢o [T = d1 = 7= Yol (U o SRR 131
8.2 IMAGE BACKUP ittt ettt ettt st ettt e s bt e aee e be e e st e s beeennee et 135
) o - - 138
9.1 RECOMAING SCNEAUIE ..ottt et sbee s bt e s satesbeeesaeesbeeesneesane 138
LI A o T-Y o1 g To ] Yol T=To [ ] L SRR 141
S G T Vg - | PP PP PO PTPPPTRTRRPP 142
Lo I b 11 [\ Y ==Y 5 0 T=T o U PUPPIt 146
L T 0 111 Q€ o 10« J PSR 148
LS B I o - Vol I A | T Tor= 1 o] o PR UPURPNE 149
LI A Vo V- o ToT Yo BT =1 [ =& PSR 150
Alarm ConfigUratioN.......ciiieeiiiiiiiiiiiiii i sresse s srsesseseesessssesssssssensssssesnsssssennsssnes 151
10.1 MOLION DETECTION ..eiiiiiiiiiiiii i s 151
10.2 TamMPEriNg DETECTION ...eeiiiiiiiiiiii et e e s s e e s sre e s e nr e e e snnnees 152
10.3 HUMAN BOAY DEEECTION ...uvviiieii ittt et e e e e e et e e e e e e e e anbae e e e e e e e eennsraaeeeens 152
10.4 VOO LOSS ettt ettt ettt et s s st st r et re e 153
10.5 Alarm INPUL aNd OULPUL ..eeeiee e e e e e st tr e e e e e s e e b e e e e e s eeenantaaneeeans 154
10.5.1 o =T 0 0T T LU RSP 154
10.5.2 FANF- 1 0 s O U1 4 o 10 | U UPPUROt 156
10.6 B =T a0 = I L0 == T =SSR 157
10.7 BT 000 o T LU LI A =T o o USRS 159
10.8 Y =T o TSP TSP PRSP 160
10.9 FAY 0o [ o TN D=1 =T £ o] o O TSP P PP PR TRPROP 160
10.10 5T 2T P 161
10.11 [ ToT o (ol M T =Y oYl A F- T o o FO PP 162
10.12 ONE-KEY DiSAIMMINE .. .uviiiieiiiiiiiiiiiiet et eieiiiteeeeeesestreeeeeessesartareeeessesssrseaeeeesssanssssraeeesssssssnsseneeessennas 163
10.13 MANUAT ATBIIMN ettt st s bttt e s bt s bt e s bt e s b et e bt e s beeebee s beeeneesane 165



11

12

13
14

System MaiNtENANCE ...ccuuuiiiieiiiiiiiiiirrn s s r s e s e s e s e s aa s s enassssesnnnes 166
11.1 3V (T 4 1 o) (o TSR 166
11.1.1 BaSIC INTO. .ttt s e e e n e 166
11.1.2 CaMIEIA STATUS eeeiiiii ettt e e e e 167
11.1.3 R oo T o I g =] =1 (U SRR 168
11.1.4 ONIINE USEI 1.ttt ettt ettt e s bt e et e e st e e s ab e e sabeesabeesabeesabeesabeesaneenas 168
11.1.5 HDD SEAtUS ..ttt sttt st e bt et e ese e s b e b e e r e b e e anesmeesaeenreeneenes 169
11.1.6 DeCOMING Card StatUS ... .ceiieeeiieiieeeie ettt et e st st e bt e sabessne e e saneenneeas 169
11.2 NEetWOrk INFOrMation .....co.e i s e s 170
11.2.1 NEEWOIK TFaffiC c.uveeitieeieeiieeee et st e e e saee s 170
11.2.2 Yol ] A OF: o AU 1 USRS 170
11.2.3 NEEWOIK ChECK . ....eeitieeiieittee ettt st st e sare e sate e saneesaeees 172
11.2.4 NEEWOIK SEATUS ©eeveiieiieieeeee et s s e sreene e 173
11.2.5 NetWOork RESOUICE SEAtiSTICS ...eevveieiieiiieeiee ettt 174
11.2.6 POE and NetWork POrt STAtUS ......cccueieerieeiieierienee sttt s s s ee e 174
11.3 (oY= Y =TT o E POV P PP PPPRRUPPTOTRPRTPO 175
11.4 SYSEEM BACKUP .. etiii ettt ettt e e e st e e e ette e e s tbe e e e abaeeeebtaeeesbaeeeantaeeeesaeeeenreeaan 176
11.4.1 SYSEEM BACKUD «.eeeeiiiee ettt e e e ee e e et e e e et e e e e e abae e e sbbeeeesataeeeeasaaeesnreeann 176
11.4.2 DIABNOSIS INFO ettt st st st s nnee s 177
11.5 RESTOIE SYSTIM Lttt aan 178
11.6 F AT} o R B [ol 4 o] o F PO PPTT PP 178
11.7 NV =T U o= =T LTSS 179
11.7.1 NVR UPBIade ..ceeeeeeiiieeiieiitteeiee sttt ettt sttt et e st e st e e sat e e sabeesae e e saseesbseesabeesnteesaneennneas 179
11.7.2 1O U o = =T LU UPPRE 180
11.8 HDD CRECK ...ttt st st et e r et sene s st saeene e 181
11.8.1 RUN SIMLALR.T. TS ittt e e ar e s 181
11.8.2 2 To Y=Yl do Tl D=1 d =T d o] o U PP P TSP RPN 182
11.9 OPEN SOUICE NOTICES iiiiiiiiiiiiiiiiieiieeieeereeeeeee et e e e e e e e e e et et et e e e ee e et e ee e st e e e e e e e e e e s e s e e e s s aesesesesasesererane 184
11.10  ONE-Click COIECION...c..eiiiiiieiieiceteee e e s e st sre e 184
[ 1Y < T T RPN 185
12.1 TaI = TNl o o1V o - Tl PSR 185
12.2 [N FoTg 0 T 1 o - 1Y o T- Yol SRR 185
12.3 N e F: [ a1V o - ol PSR 188
12.4 (0o T[0T gl o =1V =T PSP 189
125 EXternal File Playback .........ueeeiiiiieeieiieee sttt e e e et e e e e e e et b e e e e e e e e nnraaeeas 190
12.6 LI T3 20 = 1Y o Y- ol 190
12.7 Playback DY SEAICH ..o e e e e e et e e e e e e aaraaeeas 192
12.8 e LY T =TT o =T o S 192
SRULAOWN ... e s e s saaa s s s s e s e e s naaa s sssaeens 193
Web-Based OPerations........ccccceeieeeneereennnerreeaseereensneesernsessenssessesnssessssassesesnssessesnssesssnassssannnnes 194
14.1 [ T 0T 1 L o o PP PP 194
14.2 0 =1 o N 194
143 LIVE VIBW .ttt et s s 195



15

144 [ 1Y o = Yol <SRRI
14.5 (@010 7 ={V ] =1 o P SRSN
14.6 ) 1 PP PP PP OPPPROTPRN

F1Y o T 1Ty Ve [ Q8 27 - Y O






About this Manual

Copyright Statement

Thank you for purchasing our product. Contact your local dealer if you have any questions or feedback. No part
of this manual may be copied, reproduced, translated, or distributed in any form or by any means without prior
consent in writing from our company.

Disclaimer

Due to such reasons as product version upgrade or regulatory requirement of relevant regions, this manual will
be periodically updated.

This manual is only for informational purpose, and all statements, information, and recommendations in this
manual are presented without warranty.

The illustrations in this manual are for reference only and may vary depending on the version or model. The
screenshots in this manual may have been customized to meet specific requirements and user preferences. As a
result, some of the examples and functions featured may differ from those displayed on your monitor.

Safety Symbols

The symbols in the following table may be found in this manual. Carefully follow the instructions indicated by the
symbols to avoid hazardous situations and use the product properly.

Symbol Description
@NOTE' Indicates useful or supplemental information about the use of product.
@CAUTION! Indicates a situation which, if not avoided, could result in damage, data loss or

malfunction to product.

iWARNING! Indicates a hazardous situation which, if not avoided, could result in bodily
injury or death.

1 Local Operations

This chapter introduces operation methods and matters needing attention on the local interface.

1.1 Before You Begin
e Please be aware that functions may vary with NVR model.
e The figures in this manual are for illustration purpose only and may vary with NVR model.

e The parameters that are grayed out on the local interface cannot be edited. The parameters and values
displayed may vary with NVR model and version.

1.2 Local Operations
This section introduces mouse operations and front panel buttons.
You can refer to Initial Configuration and complete a quick configuration.

@ Note: Unless otherwise specified, all operations described in this manual are performed with a mouse by the
right hand.
Mouse Operations

Table 1-1: Mouse Operations

Name Operation Description

Left button Click e Select or confirm an item.
e Select to edit digits, symbols, uppercase or lowercase letters in a field.

Double-click Switch single window or multi-window in live view.




Drag

e Draw or move a rectangle on the screen.
e Sort windows in a multi-window layout.

Right button Click

e Show the shortcut menu.
e Exit digital zoom.
e Exit the current window when Cancel or Exit is displayed.

Scroll wheel Scroll up

e Scroll up a list, window, or scroll bar.
e Zoom in on the screen when digital zoom is enabled.

Scroll down

e Scroll down a list, window, or scroll bar.
e Zoom out on the screen when digital zoom is enabled.

Long press

Restore to the lowest resolution.

Front Panel Buttons

The front panel buttons may vary with NVR model.

Table 1-2: Front Panel Buttons 1

Button Description
— Display the main menu.
=)

— Switch to the next tab on the screen or switch the input method.
(&)

AN
Y Auxiliary function button.
l [F"ﬂJ
I

— Exit the current window.
&)

N—

Button Description

D)
—/
¢

Direction button: Switch windows or menu items; or control rotation direction
of a PTZ camera when the PTZ toolbar is closed. PTZ stands for pan, tilt, and
zoom.

OO

: Rewind or forward 30 seconds in full screen.

oo

: Variable-speed forward or rewind in full screen.

@

Npi/

Confirm an operation, or start/pause the playback.

(®)
Y

Long press at least 3 seconds to start up or shut down the NVR.




Table 1-3: Front Panel Buttons 2

Button Description
(t:@:j Enter 1; or display the main menu.
)
T@*\‘ Enter 2, A, B, or C; or start instant playback.
N\
) Enter 3, D, E, or F; or start manual recording.
\3””)
(r m“n Enter 4, G, H, or |; or enter the PTZ control interface.
(e |
—
”f' @\‘ Enter 5, J, K, or L; or switch the screen layout in live view or playback mode.
\CE)

Enter 6, M, N, or O; or enable or disable arming.

Enter 7, P, Q, R, or S; or take a snapshot.

Enter 8, T, U, or V.

Enter9, W, X, Y, or Z.

Enter O or a space.

Delete.

Switch the input method.

(=)

Auxiliary function button.

) Exit the current window.
I

N—

) Switch to the next tab.
©

Button Description

=)

o NN >/<]. switch windows or menu items; or control rotation
directions of a PTZ camera when the PTZ toolbar is closed. PTZ stands for
pan, tilt, and zoom.

. IKIQ/DD”: Rewind or forward 30 seconds in full screen.

. [>|>/<KI: Variable-speed forward or rewind in full screen.

oK
™




: Confirm an operation, or start/pause the playback.

()
©,

Long press at least 3 seconds to start up or shut down the NVR.

2 Initial Configuration

This chapter describes the initial configuration of the NVR.

2.1 Preparation

Make sure that at least one monitor is correctly connected to the VGA or HDMI interface on the rear panel of
the NVR, otherwise, you cannot view the local interface.

@ Note: If no images are displayed after the NVR is powered on, it may be because the monitor does not
support the current output resolution of the NVR. Please press and hold the scroll wheel of the mouse
to restore to the lowest resolution.

Make sure that the hard disk(s) are correctly installed. For detailed installation steps, please refer to the quick
guide shipped with the NVR.

2.2 Login
Device Login

1. The login page appears after the NVR starts up. Select the default username and enter the password
(admin/123456), and then click Login.




2.

3.

admin

Remember Password
Login

Forgot Password?

Unlock Pattern

@ Note: If you enable Remember Password, the username and password will be automatically filled in
the next time.
Click Yes in the pop-up window to change the password into a strong one.

Login

Please change the default password. Change now?

In the Change Password page, enter the old password, new password, and confirm the new password. You
may check Email to enter your email address, and then click OK.



Change Password

Username
Old Password
Password

Confirm

) Email

@ Note:
[ )

Use the default username and password (admin/123456) to log in for the first time. After login, you
have to change the password, and use the new password to log in the next time.

e For security, you are strongly recommended to set a strong password with at least 9 characters
including all three elements: letter, digit, and special character.

e |tis recommended to enter your email address in case you need to reset the password. You may
also enter it when you need to retrieve the password. See Reset Password for details.
4. (Optional) Set an unlock pattern, or click Skip to proceed.

Set Pattern

'lease draw unlock patterr

O O

O O O
O O O

@ Note:

¢ You can set the unlock pattern later at anytime or disable it under Menu > System > User.
e If an unlock pattern is set, it will replace the password at login.



Reset Password
1. If you forgot the admin password or want to reset the password, click Forgot Password in the login page.

admin

Remember Password

Login

Forgot Password?

Unlock Pattern

2. (Skip this step if you have already entered your email address) Enter your email address so as to receive the
security code, that is, the temporary password.

Set Retrieve Mode

Email

Please enter your email address used to reset password

Cancel

3. Follow the instructions on the screen to obtain the security code.



Retrieve Password

Serial No. 123456ABCDE987654321
Email xyz@email.com

Security Code

Please scan the QR code to obtain the security code:

APP : Me > Tool > Forget Device Password or Local
Config > Forget Device Password

For admin only

@ Note: The app may vary with NVR model.
4. Enter the security code received from the email address, and click OK.
5. Enter the password, and confirm the password, and then click OK to reset the password.

Change Password

Username admin
Password

Confirm

1-32 characters.A strong password is recommended: at least 9 characters
including letters, digits and special characters

Note: If NVR is added to managing platform, you also need to edit the
password on the platform.

6. Use the new password to log in again.

2.3 Wizard

The wizard page appears after you login. Follow the wizard to complete the most basic setup, or click Exit to skip

this step.

@ Note: You can also go to Menu > System > Basic to set the basic parameters.



|
QR Code TCP/IP IP Camera

Step 1
Scan QR code to get APP

Step 2
Scan QR code with APP to add device

Step 3
Scan QR code with the app to add the device

1. Scan the QR code and follow the on-screen instructions to add the NVR to your app, and then click Next or
click 2.
2. Set the time parameters, including time zone, date format, time format, and system time, and then click
Next.
Wizard

2
Time TCP/IP

Time Zone (UTC-06:00) Central Standard Time(C

Date Format MM-DD-YYYY

Time Format 12-hour

System Time 01-16-2023 10:05:23 AM

Previous

3. Configure TCP/IP. Select the working mode and NIC. Check Enable DHCP to automatically obtain the IP
address, subnet mask and IP default gateway. You can also enter the information manually. Then, click Next.



Wizard

1 2

QR Code Time IP Camera

Working Mode Multi-address

Select NIC NIC1

(DJEnable DHCP

IP Address
Subnet Mask
IP Default Gateway

Default Route

Previous

4. Add IP devices. Select the IP devices to add in the discovered device list, and click Add.

Wizard

Mode Proto: 4 Manufacturer S

OO KX Private @ XXXXXX

HKAHHNAKX Private & XXNNNN

XN KXX Private @ XXXKXX
XOOXXHXXXX Private # XXNAXX

XHXHHXAKKXK Private #0 XHAAAK

@ Note:
[ ]

To add IP devices through PoE ports, see Option 6: Connect via Cable in Add IPC for details.

e The added IP devices can go online and start live view only if the password is still the default

password. If the password has been changed, you need to enter the correct password for the
camera to go online.

¢ If the desired IP device is not in the device list, you may add it in a preview page or under Camera >
Camera > Camera. See Channel Management for details.
5. Click OK.

3 Live View

This chapter introduces the live view page, including window toolbar, screen toolbar, shortcut menu, digital
zoom, sequence operation, etc.

@ Note: The operations may vary with NVR model.
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3.1 Live View Status

The following icons are used to indicate alarms, recording status, and audio status in a live view window.
Table 3-1: Live View Window Icons

Icon Description Icon Description

m Tampering alarm - Recording

Motion detection alarm i Two-way audio

3.2 Window Toolbar

Click a window to display the window toolbar for quick configuration.

Table 3-2: Window Toolbar

Button Name

Description

. PTZ Control

e Available for PTZ cameras only. Click to display the PTZ control window.
¢ You can also configure PTZ under Menu > Camera > PTZ. See PTZ
Configuration for details.

. Fisheye Mode

Set the mount mode and display mode for fisheye cameras. This button
appears only for fisheye cameras.

- Local Recording

Record live video in the window to the hard disk. Click. to stop recording.

[E” Note: Similar to manual recording, local recording is a scheduled recording
and has higher priority over other video recording schedules. You can play
the local recording in normal mode.

Instant Playback

Click to play the video recorded during the past 5 minutes.

Digital Zoom

Zoom in on an area of interest in the window. See Digital zoom for details.

Image Settings

¢ C(Click to set the image mode and parameters so as to get optimal images in
the window.

¢ You can also edit image settings under Menu > Camera > Image > Image
Settings. See Image Enhancement for details.

Take Snapshot

Click to take a snapshot. The window borders will flash white. You may view
and back up snapshots under Menu > Backup > Image.

0osD

e Click to set OSD.
* You can also set OSD under Menu > Camera > OSD. See OSD Configuration
for details.

. Two-way Audio

Start two-way audio with the camera. The sound volume is adjustable. Click

. to stop.

[E” Note: Correct audio input and output (AUDIO IN/OUT) connections
between NVR and IPC are required.

. Turn Audio On

Click to turn on audio. The sound volume is adjustable. Click .to turn off
audio.

E Note: When you turn on audio in the current window, audio of the
previous window is turned off.
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. Camera Info Hover over the button to view the bit rate of the current window; click the
button to view the camera information.

Digital zoom
Zoom in on an area of images in a window for details.

In the preview page, click the window, and then click

:

Move your mouse to the area you want to zoom in on, then use your scroll wheel to zoom in. The enlarged
image is as follows.

UZPEADLOR
¥ i

Right-click to exit zoom.

3.3 Screen Toolbar

Move your mouse to the bottom of the preview page to display the screen toolbar. Click m to lock the toolbar.

Table 3-3: Screen Toolbar

Button Description

12



Click to select menu, playback, logout, restart, shutdown.

Select the screen layout, including single window and 4/6/8/9/16/25/36 windows.

Previous or next screen.

B E B
=
o
S |

Description

Start or stop sequence. See Sequence for details.

69

(=)

Click to go to the Playback page.

€] B

Click to go to the Face Recognition page. See Face Recognition for details.

=l
©,

Click to go to the Vehicle Recognition page. See Vehicle Recognition for details.

D)

5 © Switch to multi-sensor preview mode.

=

[E” Note: This function is only available for dual-channel cameras.

Click to go to the Epidemic Control page. For temperature measurement results,
see Thermal Imaging for details.

GY

Click to display the cloud service window. You may scan the QR code and
download an app to manage your NVR.

0]0]
0]

[E” Note: This function is only available to certain NVR models.

Click to view camera information, including camera status and alarm status.

Click to view NVR alarm and camera alarm.

Hover over the button to view the NIC information; Click to edit network settings.

EE®E

0:31 Show device time. Hover over the button to view the date; Click to edit time
settings.
/ Lock/hide the screen toolbar.

Sequence

Use sequence when you want to view live videos from different cameras at the same time and ensure the image
clarity. The function requires you to configure the screen layout, windows, linked cameras, and the sequence
interval.

The following example describes how to configure sequence for five cameras based on a 4-window screen
layout.

1. Inthe preview page, right-click and select Multi-Window > 4 Windows.
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@ Note: The number of windows that can be displayed may vary with NVR model.

2. Click K=l on the screen toolbar to start sequence.

The system starts to display images of four cameras in four windows on the first screen, and then display the
fifth camera’ image on the second screen after the set interval.

@ Note: The default sequence interval is 8 seconds. You can set it under Menu > System > Preview. See
Preview Configuration for details.

(‘\
3. Click to stop sequence.

Face Recognition

To view face snapshot records, you need to configure Face List, Face Comparison, and Face Detection first.
=)

L click I

In this page, you can view the historical face comparison records on the left, and view face snapshots,

snapshot details, and prompt message on the right. 1 view is displayed by default, and you can switch to 4 or

9 views to view more face snapshots in the page.

on the screen toolbar.
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Face recognition

History

Time Status

14:20:21 Match
14:20:21 Match
14:20:19 Match
14:20:18 Match
14:20:18 Unregistered

14:20:17 Match

Welcome Welcome

ch Face List - 1ID Match Face List

Welcome - Welcome

14:39 2022-09-29

5 Click , configure face recognition parameters, and then click OK.

Configuration

Page Name Face recognition

® Show
Match Message

Welcome

® Show
Unregister Message

Stranger

Cancel

Item Description
Page Name The default is face recognition. Set it as needed.
Match Message If the face has a match in the face library, the default match message

Welcome appears. You can customize the message as needed.
Click Hide, the page will not show the match message.

Unregister Message If the face does not have a match in the face library, the default message
Stranger appears. You can customize the message as needed.

Click Hide, the page will not show the message.

3. Cm to exit the face recognition page.

Vehicle Recognition
To view vehicle recognition details, you need to configure Plate List and Vehicle Alarm Monitoring first.

L Click on the screen toolbar, and then you can view pass-through records, vehicle snapshot information,

etc.
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Vehicle Recognition

[Vehicle Records [TVehicle Snapshot Info [ Details

Plate No Time Status ) ¥ Vehicle Cof
14:40:50 Not Match
14:40:46 Not Match
14:40:44 Not Match
14:40:41 Not Match
14:40:37 Not Match
14:40:33 Not Match
14:40:32 Not Match

14:40:31 Not Match

14:40 2022-09-29

2. Click to exit the vehicle recognition page.

3.4 Shortcut Menu

A shortcut menu as shown below appears when you right-click in a window.

Menu

Common Menu
Single Window
Multi-Window
Corridor
Main/Aux Monitor
Playback

Preview Mode
VCA Search

Light Config

Qutput Mode

VEGIEL

POS

Shortcut Menu
Table 3-4: Shortcut Menu

Item Description

Menu Display the main menu.

Common Menu Go to the Camera, Network Config, and Backup page.
Single Window Switch to single window.
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Multi-Window Select the screen layout, including 4/6/8/9/16/25/36 windows.

Corridor Display video images in corridor mode. You can set the number of windows from
the Preview Windows drop-down list under Menu > System > Preview. See
Preview Configuration for details.

= Note:
e To display images in corridor mode, make sure the camera is installed
correctly (rotated 90° clockwise or counterclockwise), and then set the
Image Rotation parameter under Menu > Camera > Image to rotate
images accordingly.
e When a channelis in corridor mode, all the operations (such as digital
zoom and drawing motion detection area) are performed in corridor mode.

Main/Aux Monitor Switch live video from different video outputs. Press and hold the right mouse
button to switch between main monitor and auxiliary monitor.

Playback Play the video of the current day for the camera linked to the current window. You
can also choose to play videos from other days as needed.

Preview Mode Switch between Normal and Smart. The default is Normal mode.

VCA Search Search the VCA snapshots and recordings in the Behavior Search page. See
Behavior Search for details.

Light Config Set image parameters for the selected camera, including image enhancement,
smart illumination, exposure, white balance, and advanced configuration. See
Image Settings for details.

Output Mode Choose a video output mode, including standard, soft, bright, vivid, and custom.
Brightness, saturation, and other parameters are also configurable.

Item Description

Manual Manual settings include manual recording, manual snapshot, and manual alarm,
buzzer, let through manually. See Manual Operations for details.

POS Set POS OSD, POS protocol, etc. See POS Configuration for details.

Manual Operations
Manual operations include manual recording, manual snapshot, manual alarm, buzzer, and let through manually.
Manual Recording

@ Note: Similar to local recording - on the screen toolbar, manual recording is a scheduled
recording and has higher priority over other recording schedules. You can play manual recordings in normal
mode.

1. Right-click and select Manual > Manual Recording.
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Manual

Manual Recording

C]Select Camera Name NEITH

(Jbp1 D01 ® Enable
(OJDb2 400W Stop
(Jb3 NS Stop
(J D4 N3 Stop
(J D5 Stop
(D6 Stop
(b7 s Stop

(Jps8 Stop

(o WaYoY N .

Stop

2. Start or stop manual recording.

e Start recording: Select the desired camera(s) and then click Start.

e Stop recording: Select the camera(s) being recorded and then click Stop.
Manual Snapshot
1. Right-click and select Manual > Manual Snapshot.

Manual

inua r Snapshot

(OJselect Camera NEITH
(Jb1 D01 ® Start
(Jb2 Stop
(Jb3 Stop
(J b4 Stop
(D5 Stop
(D6 Stop

(JDb7 Stop

(JD8 Stop

~ nn a .

Stop

2. Start or stop manual snapshot.
e Start snapshot: Select the desired camera(s) and then click Start.
e Stop snapshot: Select the camera(s) that has enabled snapshot, and click Stop.

Manual Alarm

Right-click and select Manual > Manual Alarm. You can trigger or clear an alarm output manually. See Manual
Alarm for details.

Buzzer

Right-click and select Manual > Buzzer. You can stop the buzzer manually. See Buzzer for details.

Let Through Manually

If a license plate not match alarm occurs, and the IPC cannot lift the barrier automatically, you can trigger the IPC
to lift the barrier manually on the NVR side as needed.

@ Note:

e This function requires you to configure plate not match alarm first. See Vehicle Alarm Monitoring
for details.

e This function is available to cameras that support controlling barrier gates.
1. Right-click and select Manual > Let Through Manually.
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Manual

Manual Alarm  Buzze Let Through Manually
Camera ID Camera Name Let Through Manually
D1 D115
D2 D118

D3 01

D4 02

D7 07
D9 09
22207

157-SP51

Cancel

2. Click the corresponding . and trigger the camera to lift the barrier.

4 Channel Configuration

Configure IPC, encoding, audio, snapshot, OSD, image, privacy mask, and PTZ parameters.

@ Note: The IP devices mentioned in this manual mainly refer to IP cameras (or network cameras).

4.1 Channel Management
Manage IP cameras.

@ Note:

e Before you start, make sure the IP cameras are connected to your NVR via network.
¢ An P camera should be connected to one NVR only. An IP camera managed by multiple NVRs may
cause unwanted issues.
4.1.1 IPC Configuration
Add and manage IP cameras.
Go to Menu > Camera > Camera > Camera.

Camera Type Camera Advan

2 Add All -+ Custom Add w Delete (@] Refres: Q Search Segme e More
(O camera Address Status Protocol Model Add/Del Cam Config Configure Details
[ D9(IP Camera 09) 192.168.12.157 Private ALI-PT40-UAIS ]

Discovered Device(s):1, Added Device(s):1;ldle Receive Bandwidth: 27Mbps

& Auto Switch to H.265 Auto Switch to Smart Encoding (@ Close
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Add IPC
The system automatically searches for IP cameras and lists the discovered. Click Refresh, the system refreshes
the list and IPC status. Choose a way to add IPCs.

e Option 1: Custom Add
1. Click Custom Add.

Add IP Camera

IP Address Status Qty Model
192.168.12.157 1 ALI-PT40-UAIS

Add Mode IP Address

Protocol Private

IP Address 192 . 168 . 12 . 157
Port 80

Username admin

Password

Total Camera Number

Cancel

2. Inthe window displayed, enter the IPC’s IP address and complete other settings, then click OK. You may
check the camera’s status.

o .
. : Camera online.

. ¢: Camera offline. Point to the icon to view the failure information.

*: The camera is added to another NVR.
3. Repeat the above steps to add other IPCs.
e Option 2: Search Segment

1. Click Search Segment. Enter the start and end IP addresses, click Search. The discovered IP devices are
listed.

Start IP

End IP

Search

2. Select the desired camera, cIick to add it to the NVR.

e Option 3: Add All
Click Add All to add all the discovered IPCs (if not exceeding the upper limit).

e Option 4: Click
Click to add the camera directly.
e Option 5: Add From the Preview Window

@ Note: This option is not applicable to NVRs with PoE ports. Some NVRs have PoE ports and non-PoE
ports, and some have PoE ports only. All these NVRs do not support this option.

e
1. Inthe preview page, click . in a window to go to the Add IP Camera page.
2. Select the desired IP camera and then click OK.
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e Option 6: Connect via Cable

1. Connect an IP camera to a PoE port or a switching port of the NVR with a network cable. The connected
camera will be added to the NVR automatically.

2. Check the camera status under Menu > Camera > Camera > Camera.

@ Note:

¢ This option is only applicable to NVRs with PoE ports, and the added camera cannot be deleted.

e If you want to add an IPC that is not connected to the NVR's with a network cable, click .
, change Plug-and-Play to Manual, and complete other parameters.

e For NVR with PoE ports only, # appears under Status if the power output from a PoE port
is below or above the rated power of the connected camera.
e Option 7: Add From Another Network

Use this option when the NVR and the IP camera are connected to different router. Make sure the NVR can
access the camera via the camera's public IP address and mapped port number.

@ Note: First you need to enable port mapping under Setup > Port > Port Mapping on the IP camera's
Web interface.

e Option 8: Use Custom Protocol

@ Note:

e Use this option when the IP camera supports the standard RTSP.

e Only live and recorded video streams are available from the camera added in this way.
Configuration operations are not supported.
1. Goto Menu > Camera > Camera > Camera.
2. Click Custom Add. Select Custom from the Protocol drop-down list.

Add IP Camera

IP Address Status Qty Model
192.168.12.157 1 ALI-PT40-UAIS

Add Mode IP Address

Protocol Custom ~ | Customl

IP Address 192 . 168 . 12 . 157
Port

Username admin

Password Faman

Total Camera Number 1

Protocol Search Cancel

3. Click Protocol.
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Custom

Protocol Name
Port

Transfer Protocol
Enable Main Stream
Resource Path
Enable Sub Stream

Resource Path

Protocol

Customl
Customl
554

ubDP

rtsp://<ip>:<port>/
]

rtsp://<ip>:<port>/

Example : rtsp://<IP address>:<Port number>/<Resource path>;

One channel:

rtsp://192.168.0.1:554/unicast/c1/s0/live

Multi-channel:

rtsp://192.168.0.1:554/unicast/c[%C]/s0/live Add selected camera ID
rtsp://192.168.0.1:554/unicast/c[%C+1]/s0/live Add selected camera ID+1
rtsp://192.168.0.1:554/unicast/c[%C+1]/s0/live Add selected camera ID-1
[%CEN] : %C means the remote camera ID selected, N means offset

Cancel

4. Set the protocol name, enter the RTSP port number, transmission protocol, resource paths, etc., and then

click OK.

Note: Contact the camera manufacturer for resource paths of main stream and sub stream.
5. Enter the IP address, username, and password, and then click OK. Check status in the camera list.

Edit IP Camera

Select the target camera and click . Edit the settings as needed, and then click OK.
Modify IP Camera

IP Address
192.168.12.157

Add Mode
Protocol
IP Address
Port
Username
Password

Total Camera Number

Status Qty Model
1 ALI-PT40-UAIS

IP Address

Private
192

80

ElInlly

ER kR K

1

Search Cancel




@ Note:

¢ To change the IP camera connected to the channel, you can edit the IP channel related parameters
(except IP address), or directly click another camera in the list above.
e The configuration items may vary with IPC model.
Delete IP Camera
You can delete IP camera(s) one by one or in batches.

@ Note: Cameras corresponding to PoE ports or switching ports cannot be deleted.

Select a camera to be deleted, click ., and click OK in the pop-up window.
Select cameras to be deleted, click Delete, and click OK in the pop-up window.

Change Window Position

Use this function to change window position of channels in the preview page, without changing the channel ID,

IP address, and display order in the channel list. Choose a way to change window position.

¢ In the multi-window preview page, drag a window to another window to swap their positions.

¢ In the Preview Configuration page under Menu > System > Preview, change window positions in the preview
page. See Screen Configuration for details.

Sort Camera

Use this function to change a camera IP bound to a channel. This will not only change the camera's position in
the camera list, but also change the position of the camera's live view window. The following example describes
how to switch camera 1 and camera 4.

@ Note:

e This function is not available to NVRs with PoE ports or switching ports.
¢ This section describes how to sort cameras on an NVR with more than 32 channels. For NVRs with 32
channels or less, you can sort cameras by dragging the mouse.
1. Click , select Sort Camera.
2. Inthe left list, select the check box for camera 1 and click

Sort Camera

Unbound

Camera Name [Jcamera Address Camera Name

D01

400W

N5

N3

=. Then camera 1 with IP 206.2.2.250 now
appears in the right list. Perform the same operations to camera 4.
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3. Inthe right list, select the camera 4 with IP 206.2.2.249 and click

Bound

[Jcamera Address Camera Name amera 2 Camera Name

01 01 D01

02 4 2 N3

]

(

(

O

1
]

O

=

]

(

O

::. Then camera 4 appears at the previous
line of camera 1 in the list. Perform the same operations to camera 1, so camera 1 appears at the previous
line of camera 4 in the list.

Bound Unbound

Ocamera dc Camera Name Ocamera Address Camera Name

01 N3
02
(W]
=24

Os

ar
Os

a9

01

4. Click Apply. IPs of camera 1 and camera 4 are swapped, and the position of preview window will also be
swapped. Repeat the above steps to sort other cameras.

@ Note:

Click n or u to move up or move down the current highlighted camera (not the selected
camera).

To move a camera left, select a corresponding check box in the left list first; otherwise the camera
will be inserted to the first blank line.

* The settings cannot be saved when the right list is not empty. You need to clear the list first.

Batch Change Password

When multiple IPCs are not added successfully due to incorrect password, and if the login passwords of these
cameras are the same, use this function to change the passwords in batches.

@ Note:

e This function only changes the password used to add cameras. It does not change the cameras' login
password.

e This function is only applicable for IPCs with the same login password. If one of the cameras still fails to
be added after you change the password, it means the camera's login password is different, and you
need to change the password separately.

1. Select the cameras with the same password. Click j, and select Batch Edit Password.

Password

Password

Confirm

Cancel

2. Enter the new password and confirm the password.
3. Click OK.
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Network Configuration

Select the camera, click . under Configure. Edit the IP address, IPv4 subnet mask, IPv4 default gateway for the
camera. Click Apply.

Net Config

Network

Camera ID
IP address w2 Gy 2w 4l
IPv4 Subnet Mask 255 I 25 SN2 S5 ()

IPv4 Default Gateway 2060 . 2 . 2 . 1

(Note: This operation will change network settings for the camera.)

@ Note: = indicates the camera does not support changing network settings.
More Info

Select the channel, click . under Details to view the detailed information, including remote camera ID,
manufacturer, and port number.

Details

Remote Camera ID 1

Manufacturer

Port

Other Operations

Item Description
Auto Switch to H.265 'When enabled, the NVR automatically chooses H.265 for a newly added
camera.
Item Description
[E? Note:

e Everytime a camera is added to the NVR, it is considered a newly
added camera. This function is not effective to cameras that are
already added or added cameras that go back online after being
offline.

e This function is enabled by default on some NVR models.

Auto Switch to Smart Select Basic Mode or Advanced Mode, then the NVR automatically chooses
Encoding basic mode or advanced mode for a newly added camera.
= Note:

e Every time a camera is added to the NVR, it is considered a newly
added camera. This function is not effective to cameras that are
already added or added cameras that go back online after being
offline.

e This function is enabled by default on some NVR models.

Refresh Click Refresh to check the camera status.
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Live View

Click . to play live video of the camera.

4.1.2 Fisheye Configuration
Set the mounting mode and display mode for fisheye cameras. Fisheye configuration is supported only by certain
fisheye cameras.

@ Note: Before using this function, make sure that a fisheye camera has been mounted and that the camera
has been added to your NVR.

Configuration

Configure the following parameters after the fisheye camera is installed.

1. Go to Menu > Camera > Camera > Fisheye.

2.
Select the fisheye camera and click .

Fisheye

IP Address

Mount Ceiling

3. Set the parameters as needed.

Item Description

Mount Select the mounting mode, including ceiling mount, wall mount, and
desktop mount. If you change how the fisheye camera is installed, change
its mounting mode so as to display proper images.

Angle of View (°) Set the viewing angle of the fisheye camera.
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Fisheye Mode The display mode of the current camera in the live view window. Set it as
needed.

4. Click Apply.

Dewarping
Fisheye cameras provide large wide-angle views, but the image captured is distorted. You may adjust the output
image by correcting the shooting angle of the fisheye.

@ Note: Dewarping is available in live view and playback (in normal and corridor playback modes). The
operations are similar. The following describes dewarping in live view.

In the preview page, click.

Fisheye Mode

Mount

ma

Display Mode

on the window. The figure as shown below appears.

2. Set the mounting mode and display mode.

Mount Display Mode Description

360° panoramic original image

Ceiling Mount-g

Desktop Mount@

360° panoramic + 1PTZ

180° panoramic

Fisheye+3PTZ

Fisheye+4PTZ

360° panoramic + 6PTZ

Fisheye+8PTZ

r\

ENEREAED
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360° panoramic original image

WA

Wall Mount

Panoramic

Panoramic + 3PTZ

Panoramic + 4PTZ

Panoramic + 8PTZ

@
EH
=
pe: 1]
| o |

3. Dewarping operations: Take Ceiling Mount and Fisheye+3PTZ as an example.
. NN

¢ Drag the mouse to rotate the image or use the scroll wheel to zoom in or out on a PTZ image. A box
appears on the fisheye image as the image rotates, and as you drag the box or move the scroll wheel on
the fisheye image, the corresponding PTZ image rotates or zooms in or out as well.

4.1.3 Advanced Functions
Change the password of online IP cameras or restore factory default settings for cameras.

@ Note: Changing camera password is available for cameras connected via the private protocol.
Go to Menu > Camera > Camera > Advanced.

WYY W R WYY
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Change Camera Password
You can change password of camera(s) one by one or in batches. 1.
Select a camera and click ., or select the target cameras and click Batch Change Password.

Password

Password
Confirm

Use Administrator Password [J

Cancel

2. Enter the new password and confirm the password.

@ Note: Select Use Admin Password, the camera’s password is changed to the admin password of the
NVR, and cannot be edited.
3. Click OK. Check if the password is successfully changed.

Restore Default Settings

Select the camera, click . A message indicating camera restart appears, click OK and then the camera’s default
settings will be restored.
4.1.4 Camera Type
You can change the camera type to analog or digital. This function is only available for hybrid NVRs.
Change Camera Type
Change camera type to analog or digital.
1. Go to Menu > Camera > Camera > Camera Type.

Camera ID (A Analog Oigital
=] O

(=] 0
(] O
(=] m]

2. Select the camera you want to change and choose the desired type.
3. Click Apply, then a message indicating device restart appears.
4. Click Yes. The camera type will be changed after the NVR restarts.

Add Analog Camera

Analog cameras can be added to hybrid NVRs only.

1. Connect the camera to the video output interface of the NVR via a coaxial cable, and connect the camera to
power. The camera will be added to the NVR.
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2. Check the camera status in the preview page.

4.2 Encoding Settings

Configure storage mode, capture mode, stream type, etc.

@ Note:

e The configuration items may vary with IPC models or versions.
¢ Some functions may be unavailable if the IPC version is too low. In this case, you need to upgrade the

IPC first.

1. Go to Menu > Camera > Encoding.

Encoding

Select Camera
Storage Mode

Capture Mode

Stream Type
Video Compression
Resolution

Bitrate Type

Bit Rate(Kbps)

fps

Image Quality
I Frame Interval
Smoothing

U-Code

D1

Main and Third Stream
1920*1080@30

Main Stream

Normal

H265
1920*1080(1080P)
CBR

2. Select the camera from the drop-down list.

3. Choose a storage mode, including main stream, sub stream, main and sub stream, main and third stream, sub
and third stream. The default is main and third stream. Only certain NVR models support all the five modes.
The storage mode determines the recording format (HD or SD). It may affect the clarity and output mode of
the recording. Set the storage mode as needed by referring to the table below. Table 4-1: Storage Mode

Sub Stream

Network Transmission
H265

720*576(D1)

CBR

512

30

Third Stream
Network Transmission
H265

352*288(CIF)

CBR

128

30

Storage Mode HD Streaming SD Streaming
Main stream Main stream No video or image
Sub stream Sub stream No video or image
Main + sub stream Main stream Sub stream

Main + third stream Main stream Third stream

Sub + third stream Sub stream Third stream

@ Note:

This configuration item only changes the storage stream of the NVR, and does not change the video
stream sent from IPC. The IPC sends the main stream by default.
4. Set the capture mode, that is, combinations of resolution and frame rate. This parameter is configurable only
when the camera is connected to the NVR via the private protocol.

5. Set the encoding parameters for different streams.

Item

Description
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Stream Type

e Main stream: Select Schedule or Event.
¢ Schedule: Set encoding parameters for scheduled recordings.

e Event: Set encoding parameters for events such as motion detection and
alarm input.

® Sub stream: Set encoding parameters for low resolution videos intended for
network transmission.

Video Compression

Choose H264 or H265. The supported video compression may vary with IPC
model.

Resolution The number of pixels in a frame.
Item Description
Bitrate Type ¢ VBR: Variable Bit Rate (VBR) is used to keep the quality of video streams as

constant as possible by varying the bit rate.
e CBR: Constant Bit Rate (CBR) is used to keep a specific bit rate by varying the
quality of video streams.

Bit Rate(Kbps)

The number of bits transferred per second. Select a value from the drop-down
list, or select Custom to set a value as needed.

Frame Rate(fps)

The number of frames per second.

Image Quality

This parameter is configurable when Bitrate Type is set to VBR. 1 to 9 levels are
available.

| Frame Interval

The number of frames between two adjacent | frames.

Smoothing

Use the slider to control the sudden change of bit rate.

Smart Encoding

Select the mode, including basic mode and advanced mode. The advanced mode
achieves higher compression ratios. You can also turn off the Smart Encoding.

6. (Optional) To apply the settings to other camera(s), click Copy and select the desired parameter(s) and
camera(s), and then click OK.

@ Note:
[ ]

Copy

(O Bit Rate (Main Stream) O Frame Rate (Main Stream) Ovideo Compression (Mai... O u-code (Main Stream)
O sit Rate (Sub Stream) OFrame Rate (Sub Stream) Ovideo Compression (Sub ... (OResolution (Sub Stream)
O u-code (Sub Stream) [ Bit Rate (Third Stream) (O Frame Rate (Third Stream) Ovideo Compression (Thir...

D1
Oo1s
D24
Op32
Op43
Obs2
Opsé1
Op71

n7a

Ob2 Ob3 Op4 Obs Ooe Obo7 Oos
Op17 Op1s Ob19 Ob2o Ob21 Ob22 Ob23
Oba2s Ob26 Oba27 Ob2s Ob29 Ob3o Ob31
Ops33 Ob34 Obss Opz7 Ob39 Op4o D41
Opas D46 O pa7 Obas D49 Opso Ops1
Ops3 Opss Obse Obs7 Obss Obs9 Ooso
Ops62 Ope3 O pe4 Opse7 Opses O pe9 Ob70
Ob72 Op73 Ob74 Oo7s Ob7e Oop77 Oo7s

Mnon Mnon non non nor no7 nna

Cancel

When you copy Storage Mode to other camera(s), if the target camera does not support the storage

mode, the operation will fail.

e When you copy Video Compression and Smart Encoding to other camera(s), Bit Rate will be
selected automatically because video compression adjusts bit rate automatically.

7. Click Apply.

31




4.3 Audio Configuration
Configure audio input and audio output of the IPCs.
1. Go to Menu > Camera > Audio.

Audio

Select Camera

Audio Input
) Audio Input

Access Mode Line/Mic

Input Volume e —
Audio Compression

Sampling Rate(KHz)

O Noise Suppression

(9 Audio Channel 1
O Audio Channel 2

Audio Output

Copy

2. Select the desired camera from the drop-down list.
3. Configure audio input parameters.

Item Description

Audio Input Check @ to enable audio input.

Access Mode Select the access method according to the IPC’s audio interface, including
Line, Mic, and RS485.

e Line-in: The IPCis connected to a sound pickup by a 3.5mm audio cable.
¢ Mic-in: The IPCis connected to a microphone.

e RS485: The IPCis connected to a sound pickup by a RS485 cable. You
need to set the port mode to sound pickup on the IPC's web interface.
See Network Camera User Manual for details.

E” Note: Only certain brands of sound pickups are supported by IPCs.
Contact technical support for details.

Input Volume Drag the slider to adjust the audio input volume.

Audio Compression Select the audio compression, including G.711A, G.711U, AAC-LC. The
supported audio compression may vary with IPC model.

Sampling Rate(KHz) Select the sampling rate based on the audio compression.
e For AAC-LC, select 8 KHz, 16 KHz, or 48KHz.
e ForG.711A or G.711U, select 8KHz or 16KHz.

Noise Suppression

Select @ to enable noise suppression.
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Audio Channel 1/Audio
Channel 2

Select @ to enable audio channel 1 or audio channel 2, and then select
the access mode from the drop-down list.

E” Note: Only certain dual-channel IPCs support two audio channels, but
the two audio channels cannot be enabled at the same time.

4. Configure audio output parameters. Only certain IPC models support audio output.

Item

Description

Audio Output

Select the audio output mode.
e Speaker: The default mode.

Item

Description

¢ Line: An external speaker or earphone is required.

Output Volume

Drag the slider to adjust the audio output volume.

5. (Optional) To apply the audio settings to other camera(s), click Copy and select the desired parameter(s) and

camera(s), and then click OK.

6. Click Apply.

4.4 Snapshot

Configure snapshot parameters.
1. Goto Menu > Camera > Snapshot > Snapshot Type.

Snapshot Type

Select Camera
Snapshot Type
Resolution

Image Quality

Snapshot Interval

D1(IP Camera 01)

lule en
704*576(4CIF) - 704*576(4CIF)
Medium High

5s | BB

2. Select the camera and set the parameters as needed.

Item

Description

Snapshot Type

Supports scheduled snapshot and event-triggered snapshot. You need set
image quality and snapshot interval for them respectively.

e Schedule: A snapshot is taken according to the set schedule.

e Event: A snapshot is triggered by an event such as alarm input and motion
detection alarm. Manual snapshots are event-triggered snapshots.

Resolution

The number of pixels in a frame. Only certain NVRs support setting
resolution.
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Image Quality

Set the snapshot quality. High, medium, or low are available.

Snapshot Interval

Select the time interval between two snapshots from the drop-down list.

3. (Optional) To apply the same settings to other cameras, click Copy and select the desired camera(s).

4. Click Apply.

4.5 OSD Configuration

Configure the characters overlaid on the preview (live view) window. On Screen Display (OSD) are characters
displayed with video images, for example, channel/camera name, date and time, and people counting statistics.

1. Go to Menu > Camera > OSD.

Select Camera D1

Camera Name

0SD Camera Name )016|

D016M2250

(=] Sync 0SD Camera Name

(Note: Up to 20 characters can be synced to OSD camera name.)

Time Name

Count People

Date Format dd/MM/yyyy

Time Format HH:mm:ss
Show Time &
Show Name (=]
Count People O

Font Size

Medium

Font Color

Date format symbol meaning: dd=Day; M=Month; y=Year
Time format symbol meaning: h/H=12/24 Hour; tt=A.M. or P.M,;

mm=Minute; ss=Second

2. Select the desired camera from the drop-down list.

3. Set the OSD parameters.

Item

Description

Camera Name

The name of the selected camera. You may customize the camera name as
needed.

Sync OSD Camera Name

Sync OSD Camera Name is enabled by default, thus the OSD camera name is
synchronized with the camera name automatically.
[’ Note:

e Up to 20 characters can be synced to OSD camera name. If the camera
name exceeds 20 characters, only the first 20 characters will be
displayed.

e |f Sync OSD Camera Name is disabled, after the camera name is
changed, the new name will not be synced to OSD camera name.

OSD Camera Name

The camera name displayed on the video image. OSD camera name is same as
the camera name by default. You can customize the OSD camera name after
disabling Sync OSD Camera Name. Up to 20 characters are allowed.

Date Format

Select the date format from the drop-down list.

Time Format

Select the time format from the drop-down list.

Show Time

When enabled, the camera time is displayed on the left side of video image.
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Show Name When enabled, the OSD camera name is displayed on the video image.

Count People When enabled, people counting statistics are displayed on the video image,

including the number of people entered and exited. This function requires you
to configure People Flow Counting first.

Font Size Select the front size from the drop-down list, including X-large, large, medium,
and small.

Font Color Select the front color from the drop-down list.

Item Description

4. (Optional) To apply the same OSD settings to other cameras, click Copy and select the desired camera(s).
5. Click Apply.

4.6 Image Settings
Adjust image settings to get optimal images.
1. Go to Menu > Camera > Image > Image.
Image

Select Camera

Image Scene Indoor

{ Smart Illumination

Smart Illumination
Illumination Mode Infrared

Control Mode Global Mode

Default

Select the desired camera.
Select the image scene you want to use.
The IP camera provides several predefined scene modes for different application scenarios. When you select

a scene, the parameters will be automatically set, you can also adjust the parameters as needed.
¢ Indoor: Recommended for indoor scenes.

e Common: Recommended for outdoor scenes.
e Starlight: Recommended for low light conditions.
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e Test: Recommended for test scenes.

¢ Road Highlight Compensation/Park Highlight Compensation: Recommended for capturing vehicle license
plates on roads or in parks.

¢ WDR: Recommended for scenes with high-contrast lighting, such as window, corridor, front door or other
scenes that are bright outside but dim inside.

e Custom: Set a scene as needed.
4. Configure the parameters under the tabs in this page.

@ Note:
[ )

Only certain IPCs support scene selection, and the image parameters may vary with IPC model.

e The default settings are scene-adaptive. Use default settings unless modification is necessary. To
restore default settings under all the tabs, click Default in the lower left corner. This function is
available only when the camera is connected to the NVR via the private protocol.

¢ Image settings apply to both live and recorded videos.
Image Enhancement
Click the Image Enhancement tab, and set the parameters.

Brightness
Saturation

Contrast

Sharpness

Noise Reduction

Image Rotation Normal

Item Description

Brightness The overall lightness or darkness of the image.

Saturation The intensity or vividness of colors in the image.

Contrast The difference between the lightest and darkest tones in the image.
Sharpness The contrast between the edges of an object in the image.

Noise Reduction Reduce noises in images, while it may cause image blur or smearing.
Image Rotation The rotation of the image.

e Normal: Displays images without rotation.

e Flip Horizontal: Displays images flipped horizontally.

e Flip Vertical: Displays images flipped vertically.

e 180°: Displays images flipped vertically and horizontally.

e 90° CW: Displays images in corridor format. The camera must be installed
correctly (rotated 90° clockwise).

e 90° CCW: Displays images in corridor format. The camera must be installed
correctly (rotated 90° counterclockwise).
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Splice Distance Adjust splice distance to display splicing image for the dual-lens camera with single
channel. The larger the distance, the more natural the splicing effect, thus avoiding
video stuttering or image ghosting. The NVR can obtain the current splice distance
automatically. Drag the slider to set it as needed.

E” Note:
e This item appears only for dual-lens cameras that support this function.

e Configure the splice distance for the dual-lens camera according to the
installation scene so as to achieve the best splicing effect.

Exposure
Click the Exposure tab, and set the parameters.

Exposure Mode Indoor 50Hz
Shutter(s)

Gain(dB)

Slow Shutter

Slowest Shutter

Compensation

Day/Night Mode Automatic

Day/Night Sensitivity High

Day/Night Switching(s)
WDR

WDR Level

Item Description

Exposure Mode Select the correct exposure mode to achieve the desired exposure effect.

e Automatic: The camera automatically sets the exposure parameters according
to the scene.

e Custom: User can set exposure parameters as needed.

e Shutter Priority: The camera adjusts shutter as priority to adjust the image
quality.

e Indoor 50Hz: Reduce stripes by limiting shutter frequency.

e Indoor 60Hz: Reduce stripes by limiting shutter frequency.

¢ Manual: Fine-tune image quality by setting shutter, gain, and iris manually.

e Low Motion Blur: Control the minimum shutter to reduce motion blur.

Shutter(s) Shutter is used to control the amount of light that comes into the lens. A fast
shutter speed is ideal for scenes in quick motion. A slow shutter speed is ideal for
scenes that change slowly.

This parameter is configurable when Exposure Mode is set to Manual, Shutter
Priority, or Custom.

[E” Note: If Slow Shutter is disabled, the reciprocal of the shutter speed must be
greater than the frame rate.
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Gain(dB) Control image signals so that the camera can output standard video signals in
different light conditions.

This parameter is configurable when Exposure Mode is set to Manual or Custom.

Slow Shutter Select [:] to enable slow shutter. When enabled, the camera improves image

brightness in low light conditions.

Slowest Shutter When enabled, you can set the slowest shutter speed for the camera during
exposure.

Compensation Adjust the compensation value as required to achieve the desired image effect.

Day/Night Mode e Automatic: The camera automatically switches between night mode and day

mode according to the ambient lighting condition to output optimum images.
e Day: The camera outputs high-quality images in daylight conditions.
¢ Night: The camera outputs high-quality images in low light conditions.

Item Description

Day/Night Sensitivity Light threshold for switching between day mode and night mode. Ultra-low, low,
medium, and high are available. A higher sensitivity level means that the camera is
more sensitive to the change of light and is therefore more easily to switch
between day mode and night mode.

This parameter is configurable when Day/Night Mode is set to Automatic.

Day/Night Switching(s) Set the length of time before the camera switches between day mode and night
mode after the switching conditions are met.

This parameter is configurable when Day/Night Mode is set to Automatic.

WDR Enable/disable WDR from the drop-down list. Enable WDR to ensure clear images
in high contrast conditions.

This parameter is not available when Exposure Mode is set to Manual or Custom.

WDR Level Adjust the WDR level to improve image quality when WDR is enabled.

E” Note: In the case of low contrast, it is recommended to disable WDR or use
level 1 to 6. Level 7 or higher is recommended if there is a high contrast
between the bright and dark areas in the scene.

Smart lllumination
Click the Exposure tab, and set the parameters.

Smart Illumination

[llumination Mode Infrared

Control Mode Global Mode

Item Description

Smart lllumination ) E] S
Click to enable smart illumination.

Lighting Type Select the lighting type from the drop-down list.

¢ Infrared: The camera uses infrared light illumination.

e White Light: The camera uses white light illumination.

e Dual Light: The camera adjusts the white light or infrared automatically according to
the current lighting condition.
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Control Mode Select the control mode from the drop-down list.

¢ Global Mode: The camera automatically adjusts illumination brightness and
exposure to achieve the balanced image effect.

e Overexposure Restrain: The camera automatically adjusts illumination brightness
and exposure to avoid regional overexposure.

e Manual: Control the brightness of illumination manually.

Illumination Level Drag the slider to adjust the illumination level. This parameter is configurable when
Control Mode is set to Manual. The greater the value, the higher the intensity (0 is off).

White Balance
Click the White Balance tab, and set the parameters.

White Balance Automatic

Red Offset

Blue Offset

Item Description

White Balance Adjust the red and blue gains of the image to remove unrealistic color casts.

e Auto: The camera automatically adjusts the red and blue gains according to the
lighting condition (the color tends to be blue).

* Fine Tune: Adjust the red or blue offsets manually.

e Outdoor: Suitable for outdoor scenes where the color temperature varies
widely.

e Sodium Lamp: The camera automatically adjusts red and blue gains according
to the lighting condition (the color tends to be red).

* Locked: Lock the current color temperature to avoid change.

Red Offset Adjust the red offset manually.

Blue Offset Adjust the blue offset manually.

Advanced Settings
Click the Advanced tab, and set the parameters.

Defog

Defog Intensity

Item Description

Defog Enable/disable defog from the drop-down list. Defog is used to improve image
visibility in foggy, hazy and other low-visibility scenes.

Defog Intensity When defog is enabled, you can adjust the defog intensity.

In a heavy-fog environment, the higher the defog level, the clearer the image. In a
fog-free or light-fog environment, there is not much difference between levels 1
to 9.

= Note: Optical defog is available only for certain IPC models. When the defog
intensity is set to 6 or higher, optical defog automatically turns on in thick
fog, and images change to black and white.
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4.7 Privacy Mask

Privacy mask is used to cover certain areas on the image for privacy, for example, ATM keyboard. When a PTZ
camera rotates and zooms, the privacy mask moves and zooms with the camera and the masked area is always
covered.

1. Go to Menu > Camera > Privacy Mask.
Privacy Mask

Select Camera ~ OEnable Privacy Mask

2 Add Area —UTJ- Clear All

Redraw

(Note: Up to 8 area(s) allowed.)

2. Select the desired camera from the drop-down list.
[i] 3. Select toenable privacy mask.
4. Click, and then use the mouse to specify a rectangle area on the left-side image. The

number of areas supported varies with NVR model. Some NVRs support 4 areas and some support 8 areas.

Privacy Mask

Select Camera ~ OEnable Privacy Mask

2 Add Area Ly Clear All

Redraw

(Note: Up to 8 area(s) allowed.)

¢ Adjust the size and position of the mask: Point to a handle of the mask and drag to resize it. Point to any
position of the mask and drag it to the desired position.
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e Redraw: Click . to clear all the existing area(s) and draw an area again.

e Delete: Select the mask and click .; Or click to delete all the masks.
5. Click Apply.

4.8 PTZ Configuration

Configure and control PTZ cameras.

@ Note:

e This function is only available for PTZ cameras.

e The PTZ parameters may vary with IPC model.

* PTZ (pan, tilt and zoom) control is applicable to PTZ cameras only and may vary depending on the

functions and protocols supported by the PTZ cameras. Refer to PTZ camera specifications for details.

PTZ Control Mode
Hybrid NVRs support two control modes, including Coaxial or Serial Port. Choose the control mode before using
PTZ function.
1. Go to Menu > Camera > PTZ.
2. Choose a control mode according to camera connection method, and complete other settings.

Configure PTZ

Option 1: Enter Menu

1. Goto Menu > Camera > PTZ.

2. Select the target PTZ camera.

PTZ Configuration
Select Camera

Preset Name Delete
Preset001 -
Preset002 -
Preset003 -

Preset004

Preset Patrol
Preset Patrol 1 ~

+ Add KeyP. @ Delete All... 1 Move Up <4 Move Do.
Zoom

KeyPoint Preset Duration Speed Modify Delete
Focus

Iris

PTZ Speed — ————(e—

Cancel

3. Set the parameters. See below for details.

Option 2: Use PTZ Toolbar

In the preview page, select the target window, click . on the window toolbar.
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Control PTZ
Control PTZ
Select Came.. D2
M -t~ Zoom

> o Focus
K e Iris

PTZ Speed ——————————( f—

PTZ Configuration

{ Preset
No. Preset Name Edit Call
001 Preset001

002 Preset002

003 Preset003

2. The PTZ control window appears. You can control the PTZ camera as needed.

Click PTZ Configuration, and set the parameters.

PTZ Management

PTZ Configuration

Preset Name Delete
Preset001 -

Preset002 =
Preset003 -

Preset004

Preset Patrol
Preset Patrol 1 o

+ Add KeyP... @ Delete All... 1 Move Up <4 Move Do.
Zoom

KeyPoint Preset Duration Speed Modify Delete
Focus

Iris

PTZ Speed (e

Cancel

Table 4-2: PTZ Control Window Buttons

Button Description
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Control the rotation direction of the PTZ camera; release PTZ control.

Zoom

Focus

e Zoom in or out on images.
[E Note: You can also zoom in or out using the scroll wheel on
your mouse.
e Focus far or near for clear images.
* Increase or reduce the amount of light that enters the lens of the
camera.

PTZ Speed — =(e—

Control the rotation speed of the camera. 1-9 are available. 1 means
the slowest, and 9 means the fastest.

PTZ Configuration

Click to display the PTZ Configuration page.

e Turn on/off the light.

e Turn on/off the wiper.

e Turn on 3D positioning.

e Turn on/off the heater.

e Turn on/off the snow removal.

e Turn on/off PTZ shortcut operations.

E” Note:

e Make sure that the 3D positioning, heater and snow
removal functions are supported by the camera before
using.

e Use 3D positioning to zoom in or out. Dragging from top
down zooms in. Dragging the other way zooms out.

Preset/ Preset Patrol/Recorded
Patrol/ Auto Guard

e For detailed information, see Preset, Preset Patrol, Recorded Patrol
and Auto Guard respectively.

e Call a preset: Click » , the PTZ camera goes to the preset
position.

e Delete a preset: Click . to delete the preset.

=P Note: lad and . are displayed for saved presets only.

Start or stop preset patrol.

OSD Menu

Configure analog cameras on hybrid NVRs. This function is only available for hybrid NVRs.

In the preview window of an analog camera, click . on the window toolbar.

2. Click OSD Menu.

3.

Click or = to open camera settings window, and set the parameters.

4. Click the = to save the settings, and then choose Exit button to close the window.

Preset

A preset position (preset for short) is a saved view used to quickly steer the PTZ camera to a specific position.

e Add a Preset

1. Use the PTZ direction buttons to steer the PTZ camera to the desired position.

2. Select a preset number not in use, and click . to edit the preset name.
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Edit Preset Name

Preset Name Preset001

Note: Editting a preset name will save the current position as the preset

Cancel

3. Click OK to save. Repeat the above steps to add all the presets.

Preset Name Delete

Preset001
Preset002
Preset003

Preset004

e CallaPreset

In the preset list, select the preset to call and click . Then the camera rotates to the preset position.
¢ Delete a Preset

In the preset list, select the preset to delete, and then click..

Preset Patrol

Set a preset patrol route so the PTZ camera can patrol by presets (go from one preset to the next in the specified
order).

e Add Preset Route
1. Click Preset Patrol, and select a patrol route.

Preset Patrol 1

+ Add KeyP... @ Delete All... 1 Move Up <4 Move Do..

KeyPoint Preset Duration Speed Modify

Click . The figure as shown below appears.

Preset Configuration

Preset 001(Preset001)

Duration 10

PTZ Speed 5

Cancel

2.
3. Complete the parameters, and click OK.
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Item Description

Preset Set the length of time the camera stays at the preset after performing the patrol.
See Preset for setting preset.

Duration(s) Set the time the camera stays at the preset after the patrol is performed. The
valid range is from 120 to 1800 seconds. The default is 10s.

Speed Set the rotation speed. 1 means the slowest, 9 means the fastest. The default is
5.

4. Repeat the above steps to add more routes.

@ Note: Up to 4 patrol routes are allowed for each PTZ camera. Up to 8 presets (keypoints) are
allowed for each patrol route.
e Call aPreset

Select a preset patrol in the list, cIickE to start the preset patrol. To stop, cIickm.

Preset Patrol 1

+ Add KeyP... @ Delete All... ™ Move Up <4 Move Do..

KeyPoint Preset Duration Speed Modify

1

001(Preset001) 122s 5

001(Preset001) 103s

e Other Operations

e Edit: Click . to edit the preset patrol parameters.

e Delete: Click .a delete a keypoint; Click to delete all keypoints.
¢ Move Up/Move Down: Click / to adjust the sequence of these presets.

Recorded Patrol
Record a patrol route so the PTZ camera can patrol according to the recorded patrol.
e Add a Recorded Patrol

1. Inthe Recorded Patrol tab, select a patrol route.

2. Click E to start recording. Steer the camera to the desired direction, adjust the zoom, focus, iris as

needed during the process.

3. Click

O (=

Recorded Patrol 1

to stop recording.

4. Click Apply.
e Call a Recorded Patrol

Click E to start the recorded patrol. Click m to stop the recorded patrol.

Auto Guard

Configure auto guard so the PTZ camera automatically performs the specified action (e.g., going to a preset or
starting a patrol) after being idle (no user operation) for a certain length of time.

@ Note: Before use, you need to add a preset or a patrol route.
1. Inthe Auto Guard tab, select the Enable check box to enable auto guard.

2. Set the parameters.
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Item Description

Idle State(s) Set the idle duration for the camera to start auto guard. 1 to 3600 seconds are
available. The default is 60s.

Mode Select preset or patrol route.
Preset/Patrol Select a preset number or patrol route number.
3. Click Apply.

5VCA

Configure VCA (Video Content Analysis), analyzer, and VCA search.

5.1 VCA Configuration

VCA includes face recognition, perimeter protection, temperature detection, mixed-traffic detection, exception
detection & statistics, and people counting. You can monitor people flow, roads and moving objects by
configuring VCA. The VCA functions and parameters may vary with NVR model.

@ Note: VCA functions are not available if there is no disk in slot 1.
1. Go to Menu > VCA > VCA Config.

Intelligence Usage '3

Select Camera v

Face Recognition

Face Detection : ‘,‘ Face Comparison

® Camera Side An... O NVR Side Analysis Camera S \ @ NVR Side Analysis

Perimeter Protection

p—
(] Qu*} Cross Line Detection ntrusion Detection Enter Area

® Camera Side An... O NVR Side Analysis ® camera Side An... O NVR Side Analysis Camera S n ® NVR Side Analysis

Leave Area

@ NVR Side Analysis
Temperature Detection

@b Fire Detection f{\% Smoking Detection &2@ Temperature Measurem...
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Intelligence Usage

Select Camera ~

“ﬁ‘a Smoke and Fire Detection

Exception Detection & Statistics

(] . Defocus Detection O . Scene Change Detection O . Object Removed

® Camera Side An... IVR Sic ] ® Camera Side An... NVF ) ® Camera Side An...

() - Object Left Behind % Auto Tracking

® Camera Side An...
Count People

(=] m People Flow Counting "lb Crowd Density Monitori..

(©) Camera Side An... R Sic ) Carn 3 ) f

2. Select a camera.

3. Select the check box of the VCA function to be enabled, and choose whether to implement this function on
the camera side or the NVR side.

e Camera Side Analysis: The VCA function is implemented by the camera.
¢ NVR Side Analysis: The VCA function is implemented by the NVR.

@ Note:
L]

The parameters of some VCA functions supported on the camera side are more than that supported
on the NVR side.

e Before you enable camera side analysis, make sure the camera is connected via private protocol.
e VCA functions that are not supported by the camera or NVR are grayed out.

e VCA functions on the NVR side is subject to device capabilities. For more information, go to Menu >
VCA > VCA Config > Analyzer Config.

4. Click . to configure the function.

5.1.1 Alarm-triggered Actions
Configure actions to be triggered when an alarm occurs to alert you to deal with it in time.

Click . right to Trigger Actions, set the actions, and then click OK.

@ Note: The actions supported may vary with NVR model and VCA function.
Some actions are detailed below.
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Trigger Actions

Buzzer

Send Email

Pop-up Window

Recording

All

Cancel

Buzzer

The NVR makes a buzzing sound when an alarm occurs.

Send Email

The NVR sends an email with alarm information to the specified email address(es) when an alarm occurs.
Pop-up Window

An alarm message pops up when an alarm occurs.

Recording

The NVR records video from the selected camera when an alarm occurs.

Goto Preset

A PTZ camera moves to a preset position when an alarm occurs.

Trigger Actions

Buzzer
Send Email

Pop-up Window

Goto Preset | i

Camera Preset Delete

Cancel

Configure this action as follows:

1. Click .
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Camera

Preset

Cancel

2. Select the camera to perform this action and select the preset you want the camera to go to when an alarm
occurs.

@ Note: Before use, you need to configure presets on the PTZ camera. See Network Camera User Manual
for details.
3. Click OK.

@ Note: To delete or unlink a preset, click .
Preview

The NVR plays the live video of the specified camera(s) when an alarm occurs. To perform this action, you need
to configure Max. Alarm-Triggered Live View Windows (1/4/9 available) under Menu > System > Preview.
Trigger Actions

Buzzer
Send Email

Pop-up Window

Preview larr

Ob2
Ob1o
Op1g

Op27
Obss
Opa3
Obs1
Obs9

Mnea

Cancel

The live view page displayed in the event of alarms varies depending on the number of linked cameras and the

number of alarm-triggered live view windows. When an alarm occurs, the live view page shows the live video

from the linked camera(s) with a red frame; when the alarm ends, the live view page returns to the original state.

e  When Max. Alarm-Triggered Live View Windows is set to 1 Window, the live view page plays live video in
one window. If more than one camera is linked, the live video switches at 5s.
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¢ When Max. Alarm-Triggered Live View Windows is set to 4 Windows, the live view page plays the live video
of each camera in 4-split mode. If more than 4 cameras are linked, the live video switches at 5s. Live view
page with 3 cameras linked:

Live view page with 5 cameras linked:
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e  When Max. Alarm-Triggered Live View Windows is set to 9 Windows, the live view page plays the live video
of each camera in 9-split mode. If more than 9 cameras are linked, the live video switches at 5s.

Alarm Output
A third-party device is triggered to raise an alarm when it receives an alarm output by the NVR.
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Buzzer
Send Email

Pop-up Window

Alarm Sound

Trigger Actions

(]

Alarm Output |

Oa->2 Oa->3 OA->4 OA->5 Oa->7
Ob1->1 Obp2->1 Op3->1 Opb7-51 Ob10->1
Obp13->1 Op18->1 Obp2s->1 Op34->1 Op43->1

Ops1->1 Ops2->1 Ops3->1 Obss->1 Ops7-51
(JDps59->1 (JDe68->1 (Jp69->1 (Jps2->1 OJps7->1
Op97->1 Jp9s->1 Jp99->1 (Jp100->1 JDb105->1
Op107->1  Op1os->1  [Ob109->1  [b110->1 Ob114->1

Op122->1  Obp125->1 D126->1  [(JD127->1 -3 Ob129-51
MA121 .2 MnA13a .4 MA19 .1 Mnasa o1 . MnA1ae .2

Cancel

The selected camera plays an audio alarm when an alarm occurs. This action is only available to cameras that

support alarm sound.

Trigger Actions

Configure this action as follows:

1. Select the Alarm Sound check box, select the alarm mode, and configure other parameters as needed.

Mode

Description

Day/Night Mode

Select the day and time (day/night) in which alarm sound is enabled.

=P Note: The camera automatically switches to day or night mode according to the
ambient brightness. See Network Camera User Manual for details.

Custom Mode

Select the day and time (start/end time) in which alarm sound is enabled.

E’ Note: Up to 4 time periods are allowed per day, and the time periods cannot
overlap.

Audio

Select the audio file to be played by the camera when an alarm occurs. By default,
13 audio files are available. You can configure the audio files on the camera’s Web
interface.

[E? Note: The number of built-in audio files varies depending on the camera model,
and up to 5 audio files are allowed on certain models.
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Mode Description

Repeat Set the number of times the audio file to be played when an alarm occurs. Range: 1 to
50.

2. (Optional) To apply the same settings to other days, select the desired day(s) after Copy To.
3. Click OK.

Alarm Light

The illuminator of the selected camera flashes for a certain period of time when an alarm occurs. This action is
only available to cameras that support alarm light.

Trigger Actions

Buzzer
Send Email

Pop-up Window

Alarm Light

& Alarm Light
Blink Time(s) 10
Select day Mon
Start Time End Time
o0 S| 23
00 > 00
00 00

L | G E | A | K4h]

00 C 00
CopyTo  (Jau Owed OThu OFr Osat Osun

Cancel

Configure this action as follows:
1. Select the Alarm Light check box, select the alarm mode, and configure other parameters as needed.

Mode Description

Day/Night Mode Select the day and time (day/night) in which alarm light is enabled.

[EP Note: The camera automatically switches to day or night mode according to the
ambient brightness. See Network Camera User Manual for details.

Custom Mode Select the day and time (start/end time) in which alarm light is enabled.

= Note: Up to 4 time periods are allowed per day, and the time periods cannot
overlap.

Blink Time(s) Set the duration that the illuminator flashes when an alarm occurs.

2. (Optional) To apply the same settings to other days, select the desired day(s) after Copy To.
3. Click OK.

Snapshot
The NVR takes a snapshot from a specified camera when an alarm occurs.
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Trigger Actions

Buzzer O

Send Email

Pop-up Window ]

utput  Snapshot

Ob1 Ob2 Obs3 D4
Op12

Cancel

@ Note: This action is only available to certain alarm functions such as motion detection and human body
detection, and is not available to VCA functions.
5.1.2 Arming Schedule
Configure an arming schedule to determine when the NVR receives alarms and performs predefined alarm
triggered actions.
Click . right to Arming Schedule, configure the schedule as needed, and then click OK.

Arming Schedule

Current Camera D3

Select day

Start Time End Time

z z 00
00
00

00

OTue Owed OThu O Fri Osat O sun DHoIicIay

oK Cancel

On certain NVRs, the Arming Schedule page shows as follows:
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Arming Schedule

Current Camera
Select day
Start Time End Time

~ ~

~
~

Copy To n OTue O wed OThu OFri Osat Osun DHoliday

oK Cancel

@ Note:
[ ]

Up to 4 or 8 time periods are allowed per day, and the time periods cannot overlap.

¢ (Optional) To apply the same schedule to other days, select the desired day(s) after Copy To.

e The number of arming time periods available varies by function.

e |f a SmartSense camera is connected to the NVR and configured with camera side analysis of Intrusion
Detection, Cross Line Detection, Enter Area, Leave Area, or Human Body Detection, the arming
schedule configured for these functions on the NVR will be synchronized to the camera.

5.1.3 Face Detection

Face detection detects and captures faces in a specified detection area.

@ Note: The functions and parameters supported by camera side analysis and NVR side analysis are different.
1. Go to Menu > VCA > VCA Config.
2. Select a camera.
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3. Select

. to configure it.

Face Detection

Current Camera

Detection Area Full Screen (@) Specify Area

2 Draw Area

Face Detection Sensitivity
Trigger Actions
Arming Schedule

Advanced

S
1

(Note: Maxi. Points:6, Mini. Points:3)
(Note: Double click to finish.)

Apply

Detection and click
4. Set the detection area. Only 1 detection area is allowed.
e Full Screen: Detects all faces in the live video.

e Specify Area: Detects faces in a specified area of the live video. Select Specify Area and click -, then a

detection box appears in the left preview window. You can adjust the position of the area or draw an area
as needed.

2 Draw Area

Face Detection Sensitivity —
Trigger Actions
Arming Schedule

Advanced

(Note: Maxi. Points:6, Mini. Points:3)
(Note: Double click to finish.)

e Adjust the position of the area. Point to a border of the area and drag it to the desired position.

e Draw an area. Click on the image and drag to draw a line. Repeat the action to draw more lines to form an
enclosed shape as needed. Up to 6 lines are allowed.

5. Set the face detection sensitivity by dragging the slider. The higher the sensitivity, the more likely a face will
be detected. The lower the sensitivity, the less likely a side face or blurring face will be detected.
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6. Setthe alarm-triggered actions and arming schedule. See Alarm-triggered Actions and Arming Schedule for
details. 7. Click

. right to Advanced, configure the parameters as needed, and then click OK.
Advanced

Min. Pupillary Distance(px)
Number of Snapshots

Enable Face Selection

Face Selection Mode Effect Priority

Number of Selected Photos 1

Note: Minimum pupillary distance range: 20px-150px

Cancel

On certain NVRs, the Advanced page shows as follows:

Advanced

Min. Pupillary Distance(px)

Number of Snapshots

Note: Minimum pupillary distance range: 20px-150px

Cancel

Parameter Description

Min. Pupillary Distance(px) The minimum distance (measured in pixels) between two pupils. Faces with
pupillary distance smaller than the value will not be captured.

[E Note: The default value varies by image resolution, and the valid range
varies by NVR model.

Number of Snapshots The number of snapshots to be captured when the detection rule is
triggered. Range: 1 to 30. Default: 5.

Enable Face Selection Select whether to select face snapshots to report.
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Face Selection Mode

e Effect Priority: Set the Number of Selected Photos, then the NVR selects
the specified number of snapshots with the best quality from all the
snapshots captured when a face is detected to report.

e Speed Priority: Set the Number of Selected Photos and Selection
Timeout, then the NVR selects the specified number of snapshots from
the moment that a face is detected till Selection Timeout is up to report.
Range: 1 to 1800.

Face Selection Mode

Speed Priority

Number of Selected Photos 1

Selection Timeout(s) 30

e Periodic Selection: Set the Selection Timeout, for example, 600ms, then
the NVR selects a face snapshot every 600ms to report.

Face Selection Mode Periodic Selection

Selection Timeout(100ms) 10

Number of Selected Photos

The number of face snapshots to be selected. Range: 1 to 3. This parameter
is set to 1 by default and cannot be modified on certain models.

Max/Min Face Width(px)

The NVR only captures faces within Min. Face Width and Max Face Width.
Range: 20 to 500.

8. Click Apply.

5.1.4 Face Comparison

Face comparison compares captured faces with face images in face libraries (also called face list). To use face
comparison, you need to enable face detection first.

@ Note: The functions and parameters supported by camera side analysis and NVR side analysis are different.

Configure Monitoring Task

1. Go to Menu > VCA > VCA Config.

2. Select a camera.

3. Select Face Comparison and click . to configure it.

Face Comparison

Current Camera
Add Monitoring T Delete
ONo.
[w]i

02

Task Name

VIID Match Face guard

Cause of Monitoring

Monitoring ... Monitoring ..

@ Enable

Alarm Threshold Monitoring Ty.. Monitoring Facelib

80% Match Alarm  VIID Match Face List

80% Match Alarm DT @ Enable

4. Configure monitoring tasks. A monitoring task of "DefaultList 80% Match Alarm" is enabled by default. You

can click . to modify it, or click Add Monitoring Task to add more.

(1) Click Add Monitoring Task.
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Task Name

Enable

Cause of Monitoring

Monitoring List
Alarm Threshold

Monitoring Type

Monitoring Schedule

0
Mon
Tue
Wed
Thu
Fri
Sat
Sun
Holiday

Add Monitoring Task

=]

DefaultList v Add Face List

R R,

Match Alarm ~

Edit
Arming

Unarmed

Cancel

(2) Complete the monitoring task settings.

Parameter Description
Task Name Enter a name for the monitoring task.
Enable Enable/disable the monitoring task.

Cause of Monitoring

Enter the cause of the monitoring task.

Monitoring List

Select a face list from the Monitoring List drop-down list or click Add Face
List to create a face list to monitor.

Alarm Threshold Set the alarm threshold by dragging the slider. The NVR takes snapshots
when the similarity between a detected face and a face image in the
monitoring list reaches the threshold. Default: 80.
The higher the alarm threshold, the more accurate the matching result.
Parameter Description

Monitoring Type

Select the monitoring type.

e Match Alarm: A match alarm occurs when the similarity between a
detected face and a face image in the monitoring list reaches the alarm
threshold.

¢ Not Match Alarm: A not match alarm occurs when the similarity between
a detected face and a face image in the monitoring list fails to reach the
alarm threshold.

e All: An alarm occurs when a face is detected.

Monitoring Schedule

Set the monitoring schedule. See Recording Schedule for details.

Match Trigger Action

Set the actions to be triggered by a match alarm. See Alarm-triggered Actions
for details.

Action

Not Match Trigger

Set the actions to be triggered by a not match alarm. See Alarm-triggered
Actions for details.

(3) Click OK.

(Optional) To apply the monitoring tasks to other cameras, click Copy, select the desired monitoring task(s)
and camera(s), and then click OK.

Click Apply.
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View Library Sync Status

This function is only available to cameras with face recognition support and camera side analysis enabled. Library
sync indicates the sync of face libraries from NVR to IPC. After IPC receives a face list, it can compare the
captured faces with the face images in the face list and upload the comparison results to NVR.

Click Library sync state to view the sync status of face lists and faces in the face lists from NVR to IPC. You may
manually synchronize the face lists in Not Started state.

e View faces by status: Select a state from the Sync Status drop-down list to view faces in this state.

e Manually sync face lists: Select the face list to be synced and click Manual sync. If a face in a face list is not
synced successfully, you can manually sync the face list.

Other Operations

Operation Description

Delete Delete the selected monitoring task(s).
n/u Enable/disable the monitoring task.
. Edit the monitoring task.

View Real-time Snapshots

1. Right-click on the live view page and select Preview Mode > Smart, then the real-time snapshots are shown
on the right.

2. Click a snapshot to view detailed information. See Face for details.

5.1.5 Cross Line Detection

Cross line detection detects objects crossing a user-specified virtual line in a specified direction. The NVR takes
snapshots and reports an alarm when the detection rule is triggered.

@ Note:

e Before you use camera side analysis, make sure an intelligent server with Platform Communication
Type set to LAPI is enabled on the camera.

¢ The functions and parameters supported by camera side analysis and NVR side analysis are different.
¢ To perform this function on the camera side, enable Intelligent Mark under Menu > System > Basic.
Configure Cross Line Detection
1. Go to Menu > VCA > VCA Config.
2. Select a camera.

3. Select Cross Line Detection and click . to configure it.

60




Cross Line Detection

Current Camera
Trigger Actions
Arming Schedule

Area

Apply

Rule Draw Rule 1
Drawn Trigger Direction A<->B
Not Dra. Sensitivity ] —

Not Dra. Priority High ~

Object Type £ Motor Vehicle

Not Dra.
EJ Non-Motor Vehicle

(I Pedestrian

4. Set detection rules. The 4 detection rules shall be set separately. The following takes Rule 1 as an example.

Parameter

Description

Detection Line

Select Rule 1, click ., then click on the left image and drag to draw a
detection line. The line defaults to A<->B direction. You can modify it as needed.

Trigger Direction

Select the direction from which the object crosses the line to trigger an alarm.

e A->B: A cross line alarm occurs when an object crossing the line from A to B is
detected.

e B->A: A cross line alarm occurs when an object crossing the line from Bto A is
detected.

e A<->B (default): A cross line alarm occurs when an object crossing the line from A
to B or from B to A is detected.

Sensitivity

Set the sensitivity by dragging the slider.
The higher the sensitivity, the more likely cross line behaviors will be detected, but
the false alarm rate will increase.

Priority

Select the priority of the detection rule, including High, Medium, and Low.
The NVR detects the rule that is triggered first by default. If multiple rules are
triggered at the same time, the NVR detects the rule with higher priority.

Object Type

Select the object(s) to be detected, including Motor Vehicle, Non-Motor Vehicle,
and Pedestrian.

5. Under the Advanced tab, you can filter objects by size. For example, if you have selected Motor Vehicle as a
detection object, after you set the Max. Size and Min. Size for it, motor vehicles larger than the max. size and
smaller than the min. size will not be detected.
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Cross Line Detection

Current Camera

Trigger Actions

Arming Schedule

Advanced

Object Size Max. Size
Motor Vehicle 10000 * 10000

Non-Motor Vehicle 10000 * 10000

Pedestrian 10000 * 10000

Valid range for max. and min. s| s 1-9999 (assume the image size is 10000x10000).

Apply

(1) select an object type and click . . A Max. Size

box and a Min. Size box appear in the left preview window.
(2) Modify the max./min. size by adjusting the size of the box as follows: Point to a handle of the box and
drag to resize it.

@ Note:

¢ The Max. Size and Min. Size settings take effect after you select the object as a detection object.
e The width and height of the maximum size must be greater than that of the minimum size.
6. Set the alarm-triggered actions and arming schedule. See Alarm-triggered Actions and Arming Schedule for
details.
7. (Optional) To apply the same settings to other cameras, click Copy, select the desired setting(s) and
camera(s), and then click OK.
8. Click Apply.

View Real-time Snapshots

1. Right-click on the live view page and select Preview Mode > Smart, then the real-time snapshots are shown
on the right.

2. Click a snapshot to view detailed information. See Perimeter for details.

5.1.6 Intrusion Detection
Intrusion detection detects objects entering a user-specified area and staying for a preset time. The NVR takes
snapshots and reports an alarm when the detection rule is triggered.

@ Note:
[ ]

Before you use camera side analysis, make sure an intelligent server with Platform Communication
Type set to LAPI is enabled on the camera.

¢ The functions and parameters supported by camera side analysis and NVR side analysis are different.
e To perform this function on the camera side, enable Intelligent Mark under Menu > System > Basic.
Configure Intrusion Detection
Menu > VCA > VCA Config.
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Intrusion Detection

Current Camera
Trigger Actions
Arming Schedule

Area

Rule Draw Rule
1 Drawn Sensitivity
Not Dra. Time Threshold(s)

Not Dra. Percentage

Not Dra. Priority Medium

Object Type I Motor Vehicle

£ Non-Motor Vehicle
[y -

(Note: Maxi. Points:6, Mini. Points:3, Double click to finish) [ Pedestrian

Intrusion Detection and click to configure it.
4. Set detection rules. The 4 detection rules shall be set separately. The following takes Rule 1 as an example.

Parameter Description

LU Select Rule 1, click ., and then draw a detection area in the left preview window.

Click on the image and drag to draw a line. Repeat the action to draw more lines to
form an enclosed shape as needed. Up to 6 lines are allowed.

[E” Note: For a rule in Drawn state, you can click . to redraw a detection

area. To delete a detection area, click .

Sensitivity Set the sensitivity by dragging the slider.
The higher the sensitivity, the more likely intrusion behaviors will be detected, but
the false alarm rate will increase.

Time Threshold(s) Set the time threshold by dragging the slider.
If an object stays in the detection area for the set time, an intrusion alarm will be
triggered.

Percentage Set the percentage by dragging the slider.
If the proportion of the object size to the detection area size reaches the set value,
an intrusion alarm will be triggered.

Priority Select the priority of the detection rule, including High, Medium, and Low.
The NVR detects the rule that is triggered first by default. If multiple rules are
triggered at the same time, the NVR detects the rule with higher priority.

1.Goto
2. Select a camera.

3. Select
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Object Type Select the object(s) to be detected, including Motor Vehicle, Non-Motor Vehicle,
and Pedestrian.

5. Under the Advanced tab, you can filter objects by size. For example, if you have selected Motor Vehicle as a
detection object, after you set the Max. Size and Min. Size for it, motor vehicles larger than the max. size and
smaller than the min. size will not be detected.

Intrusion Detection

Current Camera

Trigger Actions

Arming Schedule

Advanced

= g . O
Valid range for max. and min. sizes is 1-9999

(1) select an object type and click .

Object Size

Motor Vehicle
Non-Motor Vehicle

Pedestrian

=
(assume the image size is 10000x10000)

Max. Size
9999 * 9999

98999899

9999 * 9999

Min. Size
20* 20

20 * 20

20 * 20

. A Makx. Size

box and a Min. Size box appear in the left preview window.

(2) Modify the max./min. size by adjusting the size of the box as follows: Point to a handle of the box and

drag to resize it.

@ Note:

¢ The Max. Size and Min. Size settings take effect after you select the object as a detection object.

e The width and height of the maximum size must be greater than that of the minimum size.
6. Set the alarm-triggered actions and arming schedule. See Alarm-triggered Actions and Arming Schedule for

details.

7. (Optional) To apply the same settings to other cameras, click Copy, select the desired setting(s) and
camera(s), and then click OK.

8. Click Apply.

View Real-time Snapshots

1. Right-click on the live view page and select Preview Mode > Smart, then the real-time snapshots are shown

on the right.

2. Click a snapshot to view detailed information. See Perimeter for details.

5.1.7 Enter Area Detection

Enter area detection detects objects entering a user-specified area. The NVR takes snapshots and reports an
alarm when the detection rule is triggered.
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Enter Area

Current Camera
Trigger Actions
Arming Schedule
LGE]

Rule Draw Delete Rule 1
Drawn Sensitivity [ N——

Not Dra.. I Priority Medium

Object Type I Motor Vehicle

Not Dra..

Not Dra.. EJ Non-Motor Vehicle

(I Pedestrian

L i, ;"t N b
Note: Maxi. Points:6, Mini. Points:3, Double click to finish)

Apply

@ Note:
e Before you use camera side analysis, make sure an intelligent server with Platform Communication
Type set to LAPI is enabled on the camera.
¢ The functions and parameters supported by camera side analysis and NVR side analysis are different.

¢ To perform this function on the camera side, enable Intelligent Mark under Menu > System > Basic.

Configure Enter Area Detection
Menu > VCA > VCA Config.

Enter Area and click . to configure it.
4. Set detection rules. The 4 detection rules shall be set separately. The following takes Rule 1 as an example.

Parameter Description

Detection Area Select Rule 1, click ., and then draw a detection area in the left preview window.
Click on the image and drag to draw a line. Repeat the action to draw more lines to
form an enclosed shape as needed. Up to 6 lines are allowed.

[E” Note: For a rule in Drawn state, you can click . to redraw a detection

area. To delete a detection area, click .

Sensitivity Set the sensitivity by dragging the slider.
The higher the sensitivity, the more likely entry behaviors will be detected, but the

false alarm rate will increase.

1.Goto
2. Select a camera.

3. Select

65



Priority Select the priority of the detection rule, including High, Medium, and Low.
The NVR detects the rule that is triggered first by default. If multiple rules are
triggered at the same time, the NVR detects the rule with higher priority.

Object Type Select the object(s) to be detected, including Motor Vehicle, Non-Motor Vehicle,
and Pedestrian.

5. Under the Advanced tab, you can filter objects by size. For example, if you have selected Motor Vehicle as a
detection object, after you set the Max. Size and Min. Size for it, motor vehicles larger than the max. size and
smaller than the min. size will not be detected.

Enter Area

Current Camera

Trigger Actions

Arming Schedule

Advanced

Object Size Max. Size Min. Size
Motor Vehicle 98809:%9399 20 * 20

Non-Motor Vehicle 9099:=9399 20 * 20

Pedestrian 9999:%9909 20 * 20

- .
Valid range for max. and min. sizes is 1-9999 (assume the image size is 10000x10000).

Apply

(1) select an object type and click . . A Max. Size

box and a Min. Size box appear in the left preview window.
(2) Modify the max./min. size by adjusting the size of the box as follows: Point to a handle of the box and
drag to resize it.

@ Note:

e The Max. Size and Min. Size settings take effect after you select the object as a detection object.
e The width and height of the maximum size must be greater than that of the minimum size.
6. Set the alarm-triggered actions and arming schedule. See Alarm-triggered Actions and Arming Schedule for
details.

7. (Optional) To apply the same settings to other cameras, click Copy, select the desired setting(s) and
camera(s), and then click OK.

8. Click Apply.

View Real-time Snapshots

1. Right-click on the live view page and select Preview Mode > Smart, then the real-time snapshots are shown
on the right.

2. Click a snapshot to view detailed information. See Perimeter for details.
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Leave Area

Current Camera
Trigger Actions
Arming Schedule
Area

Rule Draw Delete  Rule il
Drawn Sensitivity P —

Not Dra.. Priority Medium
Not Dra.. Object Type I Motor Vehicle
9 Non-Motor Vehicle

Not Dra
(I Pedestrian

\

(Note: Maxi. Points:6, Mini. Points:3, Dou;\e c\il; to finish

Apply

5.1.8 Leave Area Detection

Leave area detection detects objects leaving a user-specified area. The NVR takes snapshots and reports an
alarm when the detection rule is triggered.

@ Note:

Before you use camera side analysis, make sure an intelligent server with Platform Communication

Type set to LAPI is enabled on the camera.
The functions and parameters supported by camera side analysis and NVR side analysis are different.

To perform this function on the camera side, enable Intelligent Mark under Menu > System > Basic.

L[]
Configure Leave Area Detection
Menu > VCA > VCA Config.

Leave Area and click . to configure it.
4. Set detection rules. The 4 detection rules shall be set separately. The following takes Rule 1 as an example.

Parameter Description

Detection Area Select Rule 1, click ., and then draw a detection area in the left preview window.
Click on the image and drag to draw a line. Repeat the action to draw more lines to
form an enclosed shape as needed. Up to 6 lines are allowed.

[E” Note: For a rule in Drawn state, you can click . to redraw a detection

area. To delete a detection area, click .

1.Goto
2. Select a camera.

3. Select
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Sensitivity Set the sensitivity by dragging the slider.
The higher the sensitivity, the more likely leaving behaviors will be detected, but the
false alarm rate will increase.

Priority Select the priority of the detection rule, including High, Medium, and Low.
The NVR detects the rule that is triggered first by default. If multiple rules are
triggered at the same time, the NVR detects the rule with higher priority.

Object Type Select the object(s) to be detected, including Motor Vehicle, Non-Motor Vehicle,
and Pedestrian.

5. Under the Advanced tab, you can filter objects by size. For example, if you have selected Motor Vehicle as a
detection object, after you set the Max. Size and Min. Size for it, motor vehicles larger than the max. size and
smaller than the min. size will not be detected.
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Leave Area

Current Camera

Trigger Actions

Arming Schedule
Advanced
Object Size Max. Size Min. Size
Motor Vehicle 9999 * 9999 20 * 20
Non-Motor Vehicle 9999 * 9999 20 * 20

Pedestrian 9999 * 9999 20 * 20

ie
s =y Al e N
Valid range for max. and min. sizes is 1-9999 (assume the image size is 10000x10000)

Apply

(1) select an object type and click . . A Max. Size

box and a Min. Size box appear in the left preview window.
(2) Modify the max./min. size by adjusting the size of the box as follows: Point to a handle of the box and
drag to resize it.

@ Note:

¢ The Max. Size and Min. Size settings take effect after you select the object as a detection object.
¢ The width and height of the maximum size must be greater than that of the minimum size.
6. Setthe alarm-triggered actions and arming schedule. See Alarm-triggered Actions and Arming Schedule for
details.

7. (Optional) To apply the same settings to other cameras, click Copy, select the desired setting(s) and
camera(s), and then click OK.
8. Click Apply.

View Real-time Snapshots

1. Right-click on the live view page and select Preview Mode > Smart, then the real-time snapshots are shown
on the right.

2. Click a snapshot to view detailed information. See Perimeter for details.

5.1.9 Ultra Motion Detection
Ultra motion detection detects motions of motor vehicles or pedestrians in a user-specified area. The NVR takes
snapshots and reports an alarm when the detection rule is triggered.
1. Goto Menu > VCA > VCA Config.
2. Select a camera.

3. Select Ultra Motion Detection and click . to configure it.
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Select Camera
Trigger Actions
Arming Schedule

Rule Draw Del... Sensitivity —_— —

Drawn Min. Alarm Interv... =———————————{(——

Drawn i Snapshot Object [ Motor Vehicle

Not Dra.. [iif [ Pedestrian

Not Dra.. [iif

&)

Enabling NVR side ultra motion detection will simultaneously

enable camera side motion detection.

Apply

4. Set detection rules. The 4 detection rules shall be set separately. The following takes Rule 1 as an example.

Parameter Description

Detection Area . . ) . . )
Select Rule 1, click B2, and then draw a detection area in the left preview window.

Sensitivity Set the detection sensitivity by dragging the slider.
The higher the sensitivity, the more likely motions will be detected, but the false
alarm rate will increase.

Min. Alarm Set the minimum alarm interval by dragging the slider.

Interval(s) When a pedestrian or motor vehicle enters the detection area, an alarm is triggered
and reported immediately, and a new alarm will only be reported after the set
interval. Recommended value: 6s.

Snapshot Object Select the snapshot object(s), including Motor Vehicle and Pedestrian.
5. Set the alarm-triggered actions and arming schedule. See Alarm-triggered Actions and Arming Schedule for
details.
6. Click Apply.

5.1.10 Defocus Detection
Defocus detection detects lens defocus. The NVR takes snapshots and reports an alarm when the detection rule
is triggered.
1. Go to Menu > VCA > VCA Config.
2. Select a camera.

3. Select Defocus Detection and click . to configure it.
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Defocus Detection

Current Camera

Trigger Actions

Arming Schedule

Sensitivity

4. Set the alarm-triggered actions and arming schedule. See Alarm-triggered Actions and Arming Schedule for
details.

5. Set the sensitivity by dragging the slider. The higher the sensitivity, the more likely defocus will be detected,
but the false alarm rate will increase.
6. Click Apply.

5.1.11 Scene Change Detection
Scene change detection detects the change of surveillance scene caused by external factors such as intentional
camera movement. The NVR takes snapshots and reports an alarm when the detection rule is triggered.
1. Go to Menu > VCA > VCA Config.
2. Select a camera. 3.
Select Scene Change Detection and click . to configure it.

Scene Change Detection

Current Camera
Trigger Actions
Arming Schedule

Sensitivity
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4. Set the alarm-triggered actions and arming schedule. See Alarm-triggered Actions and Arming Schedule for
details.

5. Set the sensitivity by dragging the slider. The higher the sensitivity, the more likely scene change behaviors
will be detected, but the false alarm rate will increase.

6. Click Apply.

5.1.12 Object Removed Detection
Object removed detection detects objects removed from a user-specified area for a preset time. The NVR takes
snapshots and reports an alarm when the detection rule is triggered.
1. Go to Menu > VCA > VCA Config.
2. Select a camera.
3. Select
. to configure it.

Object Removed

Current Camera

Trigger Actions

Arming Schedule

Rule Delete

1 Drawn

2 Not Drawn
3 Not Drawn
4 Not Drawn

(Note: Maxi. Points:6, Mini. Points:3)

(Note: Double click to finish.) Rule

Sensitivity

Time Threshold(s)

Apply

Object Removed and click
4. Set detection rules. The 4 detection rules shall be set separately. The following takes Rule 1 as an example.

Parameter Description

Detection Area Select Rule 1, click ., and then draw a detection area in the left preview window.
Click on the image and drag to draw a line. Repeat the action to draw more lines to
form an enclosed shape as needed. Up to 6 lines are allowed.

[ Note: For a rule in Drawn state, you can click . to redraw a detection area.

To delete a detection area, click .

Sensitivity Set the sensitivity by dragging the slider.
The higher the sensitivity, the more likely object removal behaviors will be detected,

but the false alarm rate will increase.

Time Threshold(s) | Set the time threshold by dragging the slider.
If an object is removed from the detection area for the set time, an alarm will be

triggered.
5. Set the alarm-triggered actions and arming schedule. See Alarm-triggered Actions and Arming Schedule for
details.
6. Click Apply.
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5.1.13 Object Left Behind Detection

Object left behind detection detects objects left behind in a user-specified area for a preset time. The NVR takes
snapshots and reports an alarm when the detection rule is triggered.

1. Go to Menu > VCA > VCA Config.

2. Select a camera.

Select Object Left Behind and click . to configure it.

Object Left Behind

Current Camera

Trigger Actions
Arming Schedule

Rule Draw Delete

Drawn
Not Drawn
Not Drawn

Not Drawn

(Note: Maxi. Points:6, Mini. Points:3)
(Note: Double click to finish.) Rule

3.

Sensitivity

Time Threshold(s)

4. Set detection rules. The 4 detection rules shall be set separately. The following takes Rule 1 as an example.

Parameter

Description

Detection Area

Select Rule 1, click ., and then draw a detection area in the left preview window.
Click on the image and drag to draw a line. Repeat the action to draw more lines to
form an enclosed shape as needed. Up to 6 lines are allowed.

[®” Note: For a rule in Drawn state, you can click . to redraw a detection area.

To delete a detection area, click .

Sensitivity

Set the sensitivity by dragging the slider.
The higher the sensitivity, the more likely object left behind behaviors will be detected,
but the false alarm rate will increase.

Time Threshold(s)

Set the time threshold by dragging the slider.
If an object is left behind in the detection area for the set time, an alarm will be
triggered.

5. Set the alarm-triggered actions and arming schedule. See Alarm-triggered Actions and Arming Schedule for

details.
6. Click Apply.

5.1.14 Auto Tracking

Auto tracking detects moving objects in the live video and tracks the first object detected.
1. Goto Menu > VCA > VCA Config.

2. Select a camera.

3. Select Auto Tracking and click . to configure it.
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Auto Tracking

Current Camera

Speed

Trigger Actions

Arming Schedule

Tracking Mode Panoramic
Tracking Timeout(s) 30

Zoom

4. Set the tracking parameters.

Parameter

Description

Tracking Area

In the PTZ operation area, use the PTZ control buttons to adjust the tracking area,
including shooting angle, zoom, focus, iris and rotation speed.

e Zoom
Focus

Iris

S[)(—‘Gd ¢

Tracking Mode

Panoramic: Continuously tracks objects that appear in the tracking area until they
disappear from the tracking area.

Tracking Set the maximum tracking time. The device stops tracking when the object disappears
Timeout(s) or the set time is up. Range: 1 to 300. Default: 30.
Zoom Select the tracking zoom ratio: Auto or Current Zoom. The default is Auto.

e Auto: Automatically adjusts the zoom ratio according to the tracking distance,
focusing more on the object behavior.

e Current Zoom: Keeps the zoom ratio when the object is tracked, focusing more on
the whole monitoring scene.

5. Set the alarm-triggered actions and arming schedule. See Alarm-triggered Actions and Arming Schedule for

details.
6. Click Apply.

5.1.15 People Flow Counting
People flow counting counts people passing a specified tripwire in a user-defined area.

Configure People Flow Counting
1. Go to Menu > VCA > VCA Config.

2. Select a camera.

3. Select People Flow Counting and click . to configure it.
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People Flow Counting

Current Camera

Direction of arrow

Counting Type

Report Interval(s)

Enable Clear by Schedule

Clear At

_2 Start ... Clear Counting Result
2 Draw ...

(Note: Maxi. Points:6, Mini. Points:3, Double click to finish)

4. Set the people flow counting rule.

Parameter

Description

Draw Area

Click - and draw a detection area in the left preview window.
Click on the image and drag to draw a line. Repeat the action to draw more lines to
form an enclosed shape as needed. Up to 6 lines are allowed.

Draw Tripwire

Click - and draw a tripwire in the left preview window. Only 1 tripwire is
allowed.

Direction of arrow

Set the entry direction.
e A->B:AtoBisentry, BtoAis exit.
e B->A:BtoAisentry, Ato B is exit.

Counting Type

Select the counting type: Total, People Entered, or People Exited. Total is the

default counting type.

e Total: Displays the number of people entering and leaving the detection area.

e People Entered: Displays the number of people entering the detection area. An
entry is counted as a person crosses the tripwire in the direction of the arrow
and passes through the detection area.

e People Exited: Displays the number of people leaving the detection area. An exit
is counted as an object crosses the tripwire in the opposite direction of the
arrow and passes through the detection area.

E” Note:

e Before use, you need to enable people counting OSD under Menu >
Camera > OSD.

e People that loiter in the detection area, cross the tripwire only, or cross the
detection area only are not counted.

Report Interval(s)

Set the time interval for reporting people flow statistics. Default: 60. Range: 1 to 60.
The NVR reports people flow statistics to the uplink platform at set intervals. The
uplink platform must subscribe to the function to receive the statistics.
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Enable Clear by

Select the Enable Clear by Schedule check box and set the time to clear people

Schedule counting statistics.
Parameter Description
Clear At The clearing time defaults to 00:00:00. You can modify it as needed. The NVR will

clear people counting statistics on the OSD at the set time everyday. This
operation does not affect statistics and data reporting.

Clear Counting
Result

Click = to clear people counting statistics displayed on the live video
immediately. This operation only affect the people counting OSD and does not
affect statistics and data reporting.

5. To be alerted when the number of people in the detection area exceeds a certain number, you can enable
and configure People Present Alarm under Menu > Alarm > People Present Alarm. See People Present Alarm

for details.
6. Click Apply.

View Real-time Statistics

Right-click on the live view page and select Preview Mode > Smart, then the real-time people statistics are

shown on the right. See People Flow Counting for details.

5.1.16 Crowd Density Monitoring

Crowd density monitoring monitors the number of people in a specified area and triggers an alarm if the number

exceeds the set alarm threshold.
1. Go to Menu > VCA > VCA Config.
2. Select a camera. 3.

Select Crowd Density Monitoring and click . to configure it.

Crowd Density Monitoring

Current Camera
Arming Schedule

Report Interval(s)

(] rm
OMajor Alarm
O critical Alarm

Minor Alarm

O Alarm Sound

Apply

4. Set the crowd density monitoring rule.

Parameter Description
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Detection Area A detection box is displayed in the left preview window by default. You can
adjust the position of it or draw an area as needed. Only 1 detection area is
allowed.

e Adjust the position of the default detection area: Point to a border of the
area and drag it to the desired position.

e Draw an area: Click - Click on the image and drag to draw a line.
Repeat the action to draw more lines to form an enclosed shape as
needed. Up to 6 lines are allowed.

Report Interval(s) Set the time interval for reporting crowd density statistics. Default: 60.
Range: 1 to 60.

Parameter Description

The device reports crowd density statistics to the uplink platform at set
intervals. The uplink platform must subscribe to the function to receive the
statistics.

Minor Alarm A minor alarm is triggered when the number of people in the specified area
reaches the set value.

Select the Minor Alarm check box and set the number of people to trigger
minor alarms. Range: 1 to 40.

Major Alarm A major alarm is triggered when the number of people in the specified area
reaches the set value. The value of major alarm must be greater than that of
minor alarm.

Select the Major Alarm check box and set the number of people to trigger
major alarms. Range: 1 to 40.

Critical Alarm A critical alarm is triggered when the number of people in the specified area
reaches the set value. The value of critical alarm must be greater than that
of major alarm.

Select the Critical Alarm check box and set the number of people to trigger
critical alarms. Range: 1 to 40.

5. Enable Alarm Sound for minor alarm, major alarm, and critical alarm, set the alarm audio and playback times,
then the camera will play the alarm audio when an alarm occurs.

6. Setthe arming schedule. See Arming Schedule for details.

7. Click Apply.

5.2 Analyzer Configuration
View the analyzer usage and change the analysis mode.

Analyzer is a smart chip used to process face recognition and perimeter protection. The analyzer capacity varies
by NVR model, which requires you to allocate channels appropriately.

@ Note: An analyzer can only be used for one type of VCA-Face Recognition or Perimeter Protection.
1. Goto Menu >VCA > Analyzer Config.
2. Select an analysis mode. Face Recognition is the default analysis mode.

@ Note:

¢ Changing the analysis mode will disable the channel configuration in the original mode. Before you
change the analysis mode, disable the functions in the current analysis mode for all channels. For
example, if intrusion detection is enabled for D1 and D2, you need to disable intrusion detection for
D1 and D2 first before changing the analysis mode to face recognition.

o |If face recognition or perimeter protection cannot be enabled on the NVR, check the analyzer
configuration first. If the analysis mode of all four analyzers is face recognition, all NVR perimeter
protection functions cannot be enabled unless you set the mode of one analyzer to perimeter
protection.

3. View the analyzer's capacity usage. The analyzer's capacity is divided into the number of video stream
analysis channels and the number of image stream analysis channels. Video stream analysis is NVR-side
analysis, and image stream analysis is camera-side analysis.
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The settings shown in the figure above means: The NVR has 4 analyzers. Analyzer 3 has been used for 1 video
stream channel and 1 image stream channel, and can be used for 7 video stream channels or 15 image
stream channels.

Perimeter Protection d ! Face Recognition G

Remaining VCA Capacity for Video Streams:7 2 Remaining VCA Capacity for Video Streams:7

Analyzer Open Channel:D5 Analyzer Open Channel:
1:Working 2:Working

Remaining VCA Capacity for Image Streams:0 Remaining VCA Capacity for Image Streams:15
v Open Channel 3 Open Channel:D51

Usage:12% Usage:6%

Face Recognition N s Perimeter Protection v

Remaining VCA Capacity for Video Streams:7 ! Remaining VCA Capacity for Video Streams:8

Analyzer Open Channel: Analyzer 4:1dle

3:Worki Open Channel:
working

Remaining VCA Capacity for Image Streams:15 Remaining VCA Capacity for Image Streams:0
5 Open Channel:D52 Open Channel:

Usage:6% Usage:0%

5.3 Face List Management
Import face images so the NVR can compare the detected faces with the imported face images.
5.3.1 Face List
Configure face lists for face comparison.
Configure Face List
1. Go to Menu > VCA > VCA Search > List Management > Face List.

Face List

e Add Status Al Search
O Add | Import Export Select Export All Export Templ

() Defau

gor .
-
Ovip » . w

Modeled Modeled Modeled Modeled Modeled
Name Name Name Name Name
ID No.:33100000000000... |ID No.:33100000000000... ID No.:33100000000000... ID No.:33100000000000... ID No.:33100000000000.

G

Modeled Modeled Modeled Modeled

Name Name Name Name Name.
ID No.:33100000000000... ID No.:33100000000000... ID No.:33100000000000... ID No.:33100000000000... ID No.:33100000000000.
Total: 161 Page:1/17

2. Configure face lists. A face list is created by default. Up to 128 face lists are allowed.

Parameter Description
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(1) Click to add a face list.

Add Facelist

Name

Set as Dynamic Library O

Cancel

(2) Enter the list name.

Parameter Description

(3) (Optional) Select the Set as Dynamic Library check box to set the face list
as a dynamic list. The captured face images that do not match any face
image in face lists will be automatically added to the dynamic list.

E” Note:
e |f there is no dynamic face list, you can add a new face list and set it
as a dynamic list. You can only configure a dynamic list while adding
a face list.
e Only 1 dynamic list is allowed. To change the dynamic list, you need
to delete the original dynamic list and add a new one.

(4) Click OK.

. Delete the selected face list(s).
= Note: Deleting a face list will also delete its related historical alarm records.
Please handle with caution.

Click . to edit the face list. You can only edit the list name. Il indicates
that the face list cannot be edited.

./. . indicates that the face list is a dynamic list. . indicates that the face list is

not a dynamic list.

./. Click ./. to enable/disable Auto Snapshot to Library.

3. Import face images. You can import one by one or in batches. ¢ Import one by one (1) Click Add.
Add Face Info

Face Info

Face Library DefaultList
Name De5111
Gender (0-Female 1-Male 2-U... Unknown
Date of Birth 2022
Nationality

Province

City

ID Type ID Card

ID No.:
Select Image

Cancel

(2) Click Select Image to import the desired face image.
(3) Complete the face information including face library, name, gender, date of birth, nationality, province, city,
ID type and ID number.
(4) Click OK.
e Importin batches
(1) Click Export Template.
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(2) Select the location to save the template and click Backup.

@ Note: You can export the template to an external storage device (connect a storage device to
the NVR) or a PC (log in to the NVR's web interface, go to Smart > List Management > Face List,
click DefaultList, and then click Export Template).

(3) Complete the template with reference to the import guide.
(4) Click Import, select the template, and click Import.

Partition

Location

i backup

Import

USB-sdz4 Refresh
/

Modify Time
h Previous Level 2022-08-11 14:50:56

2022-08-11 14:56:47

@ CaptureReport 2022-07-26 20:09:20

New Folder

59921MB
59999MB

Format Import Cancel

@ Note: The number of images allowed for a file depends on the library capacity of the device.

Other Operations

Parameter Description
Search 1. Set search conditions.
Status  All e Name W Search Reset
¢ Select the modeling state: All, Modeled, Modeling Failed, Modeling, or Not
Modeled.
¢ Select Name or ID No. and enter the name or ID number to search.
2. Click Search.
3. To clear the search conditions, click Reset.
Edit Select a face image and click Edit to modify its information.
Model Model face images in Not Modeled or Modeling Failed status.
Export Selected Export the selected face image(s).
Export All Export all face images in the selected face list.

5.4 Vehicle Monitoring

Search images related to vehicle monitoring events. Before you start, 1. Configure VIID. See Configure

VIID Local for details.

2. Configure plate lists. See Plate List for details.

3. Configure vehicle alarm

5.4.1 Plate List

monitoring. See Vehicle Alarm Monitoring for details.

Configure plate lists for vehicle monitoring.

Configure Plate List

1. Goto Menu > VCA > VCA Search > Vehicle Control > Plate List.
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wf=Add Delete Add Delete DeleteAllY Batch Imp.. ExportSel.. ExportAll  ExportTe Refresh

OName Edit OnNo Plate No. Modify Delete
() DefaultList 01 Z24

Total: 1 Page:1/1

2. Configure plate lists. A plate list is created by default. You can add more as needed.

Parameter Description

Add Click , enter the list name, and click OK.

Name

Cancel

Delete . . .
Select the list(s) you want to delete and click .

Edit CIick.to modify the list name.

3. Add plate numbers. You can add one by one or in batches. ¢ Add one by one (1) Click Add.
Add Plate Info

Plate No.

Cancel

(2) Enter the plate number.
(3) Click OK.

e Add in batches by importing a file
(1) Click Export Template.
(2) Select the location to save the template and click Backup.

@ Note: You can export the template to an external storage device (connect a storage device to
the NVR) or a PC (log in to the NVR's web interface, go to Smart > Vehicle Control > Plate List,
click DefaultList, and then click Export Template).

(3) Complete the template with reference to the import guide.
(4) Click Batch Import, select the template, and click Import.
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Import

Partition USB-sdz4 v Refresh

Location 7

Modify Time
m Previous Level 2022-08-11 14:50:56

i backup 2022-08-11 14:56:47

i CaptureReport 2022-07-26 20:09:20

59921MB
59999M8B

New Folder Format Import Cancel

@ Note: A progress bar is displayed during import. The import result will be displayed when the
progress bar shows 100%.
Other Operations

Parameter Description

. Delete a specific plate number.

Delete Delete selected plate number(s).

Delete All Delete all plate numbers in the selected plate list.
. Modify the plate number.

Export Selected Export the selected plate number(s).

Export All Export all plate numbers in the selected plate list.
Refresh Refresh the plate list.

View Real-time Snapshots

1. Right-click on the live view page and select Preview Mode > Smart, then the real-time vehicle snapshots are
shown on the right.

2. Click a snapshot to view detailed information. See Vehicle for details.

5.4.2 Vehicle Alarm Monitoring
Configure vehicle monitoring tasks so that the NVR can report alarms according to the matching result of the
captured plate numbers and the plate numbers in plate lists.

Configure Vehicle Monitoring Task
1. Goto Menu > VCA > VCA Search > Vehicle Control > Vehicle Alarm Control.
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Add Monitoring T... Delete

(OJserial No. Task Name Cause of Monitoring Monitoring List Monitoring Channels Monitoring Ch... Edit

(=) 1 1 DefaultList @® Enable

2. Click Add Monitoring Task.

Add Monitoring Task

Task Name

Enable

Cause of Monitoring

Monitoring Channels

Monitoring List DefaultList

Monitoring Schedule  Matcl
Edit
Arming

Unarmed

Sun

Holiday
0 2 4 6 8

(Note: Click a color on the right and then draw the schedule.)

3. Complete the monitoring task settings.

Parameter Description

Task Name Enter a name for the monitoring task.

Enable Enable/disable the monitoring task.

Cause of Monitoring Enter the cause of the monitoring task.

Monitoring Channels Select the channel(s) to monitor.

Monitoring List Select the plate list to monitor. Only 1 plate list is allowed.

Monitoring Schedule Set the monitoring schedule as needed. See Recording Schedule for details.

Match Trigger Action Set the action(s) to be triggered when a captured plate number matches a plate
number in the monitoring list. See Alarm-triggered Actions for details.

Not Match Trigger Action | Set the action(s) to be triggered when a captured plate number does not match
any plate number in the monitoring list. See Alarm-triggered Actions for details.

4. Click OK.
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Other Operations

Operation Description
Delete Delete the selected monitoring task(s).
n/n Enable/disable the monitoring task.
. Edit the monitoring task.
5.5 VCA Search
Search for face snapshots, face comparison results, vehicle snapshots, VCA event snapshots and people counting
statistics.

5.5.1 Face Snapshot Search
Search for face snapshots.

Search Face Snapshots
1. Go to Menu > VCA > VCA Search > Face Snapshot Search.

Face Snapshot Search

Select Camera All
Gender Al
Age All
Glasses All
Start Time 2022-08-11 00:00:00

End Time 2022-08-11 23:59:59

Search

2. Set search conditions.

Parameter Description

Select Camera Select the camera(s) to search.

Gender Select the gender: All, Male or Female.

Age Select the age: All, Childhood, Teenager, Youth, Middle Age, or Senior.

Glasses Select the glasses status: All, No Glasses, or With Glasses.

Start/End Time Specify the time period to search for face snapshots.

[E” Note: A search range smaller than five months is recommended,

because earlier snapshots and recordings may have been overwritten
due to full storage.

3. Click Search. The search results are shown in tile mode by default. You may click E to switch to list mode.
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(2 Backup Image [ Backup Recording Backup All Backup Export Results

Oan

2022-08-11 17:48:13 n =
{ . Gender Male
e o

' Age Youth

Glasses With Glasses

D51 D55
2022-08-11 17:47:59 2022-08-11 17:47:59 20. 0. S0 2022-08-1117:47:46

D51 D56
2022-08-11 17:47:46 2022-08-11 17:47:46 2022-08-11 17:47:33 2022-08-11 17:47:32

Total: 44014 Page:1/2935 <

@ Note:

e By default, a 10s video (5s before and 5s after the first image) and the detailed information
about the first image are displayed on the right.

* You can click any image to view the 10s video and detailed information about it.

List E:

[@Backup Image [ Backup Recording Backup All Backup Export Results

O camera ID Time Play

[ Dss 2022-08-11 18:04:11
(Jps1 2 11 18:04:11

(D D9s 2022-08-11 18:04:05

D51 8-11 18:04:01

[ Dss 2022-08-11 18:(

0Dps1 2022-08-11 18:03:50 i

C)Dss 8 0 Gender Male
[ Ds6 8 3:50 Age Youth

[ DSs Glasses With Glasses

(0 Ds1

Qos1

[ D55 2 18:03:25
18:03:24
18:03:12
18:03:12
1 11

18:02:57

Total: 18422 Page:1/461

By default, a 10s video (5s before and 5s after the first item) and the detailed information about the first
item are displayed on the right.

You can click any item and click . or n to view the 10s video and detailed information about it.

Other Operations

Operation Description
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Backup/Backup All 1. Enable Backup Image or/and Backup Recording as needed. By default, they are
both enabled.

Backup Image: Back up the selected image(s) to an external device.

Operation

Description

e Backup Recording: Back up the 10s video of the selected image(s) to an
external device.
2. Select Backup or Backup All.

e Backup: Back up specified search results. Select the search result(s) you
want to back up and click Backup.

e Backup All: Back up all search results. Click Backup All.

Export Results

1. Enable Backup Image or/and Backup Recording as needed, and click Export
Results.

2. Select the export partition and click Export Results to export the search results
to an external storage device.

5.5.2 Face Comparison Search
Search for face comparison results.
1. Goto Menu > VCA > VCA Search > Face Comparison Search.

Face Comparison Search

Select Camera
Alarm Type

Name

Matching Range(%)
ID No.:

Start Time

End Time

(Note: Use an asterisk (

Search

2. Set search conditions.

All

Face Match

2022-08-11 00:00:00

2022-08-11 23:59:59

*) to represent one or more characters.)

Parameter

Description

Select Camera

Select the camera(s) to search.

Alarm Type

Select the alarm type: Face Match or Face Not Match.

Name

Enter the name you want to search.

Matching Range(%)

The similarity between the captured faces and the face images in face
lists, ranging from 1% to 100%. The higher the similarity, the more
accurate the face comparison. Set it as needed.

ID No.

Enter the ID number you want to search.
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Start/End Time

Specify the time period to search for face snapshots.

[E? Note: A search range smaller than five months is recommended,
because earlier snapshots and recordings may have been overwritten
due to full storage.

3. Click Search. The search results are shown in tile mode by default. You may click E to switch to list mode.

rie [l

[ Backup Image

Oau

Name: @
ID No.:331 05005

Match:45

Name:#8 Match:78%
ID No.:3 310000000000 00000

Total: 7812 Page:1/868

°
@ Note:

[ Backup Recording

Name

ID No.:3310000000 02002000 ID No.:331002000002002000

Backup All

Export Results

1”;

Name
ID No.: 3310000000

O . Name

{_ Gender

Date of Birth
e Place
ID Card
ID No 331 0
Match:49%

Name: il Match:50%

Alarm Info
s Alarm Time 2022-08-11 13:57:24

Camera D51

-‘l\ “

WO D000 ID No.

Match:44% Name: Sl Match:48

11 020020 020 0

e By default, a 10s video (5s before and 5s after the first image) and the detailed information
about the first image are displayed on the right.

* You can click any image to view the 10s video and detailed information about it.

List E:

[ Backup Image

VCA

[ Backup Recording Backup All Backup Export Results

Similarity

OnNo Camera ID Time

(m}! D51
02 D51

D51

Na

Gender

1D Card

3
Alarm Info
Alarm Time 2022-08-11 13:57:24

Camera

Total: 7812 Page:1/196
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@ Note:

e By default, a 10s video (5s before and 5s after the first item) and the detailed information about
the first item are displayed on the right.
* You can click any item and click u to view the 10s video and detailed information about it.
4. Back up search results.
(1) Enable Backup Image or/and Backup Recording as needed. By default, they are both enabled.
e Backup Image: Back up the selected image(s) to an external device.
¢ Backup Recording: Back up the 10s video of the selected image(s) to an external device.
(2) Select Backup or Backup All.

e Backup: Back up specified search results. Select the search result(s) you want to back up and click
Backup.

e Backup All: Back up all search results. Click Backup All.

5.5.3 Vehicle Search
Search for images based on vehicle monitoring events.
1. Go to Menu > VCA > VCA Search > Vehicle Search.

Vehicle Search

Select Camera Al
Start Time 2022-08-11 00:00:00

End Time 2022-08-11 23:59:59

Filter By All Types

Plate No.
Vehicle Color All

Plate Color All

(Note: Use an asterisk (*) to represent one or more characters.)

Search

2. Set search conditions.

Parameter Description
Select Camera Select the camera(s) to search.
Start/End Time Specify the time period to search.

= Note: A search range smaller than five months is recommended,
because earlier snapshots and recordings may have been overwritten
due to full storage.

Filter By Select the filter type: All Types, Match, or Not Match.
Plate No. Enter the plate number to search.

Vehicle Color Select the vehicle color to search.

Plate Color Select the plate color to search.
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3. Click Search. The search results are shown in tile mode by default. You may click E to switch to list mode.

Tile :

& Backup Image [ Backup Recording Backup All

o=
D145
2022-08-11 17:52:00

Time:2
Plate No.
olor:Blue

e Color:Other

-
D145
2022-08-11 17:51:13 2-08-11 17:51:01 2022-08-11 17:50:51 20

Total: 4117 Pac

@ Note:

e By default, a 10s video (5s before and 5s after the first image) and the detailed information
about the first image are displayed on the right.
* You can click any image to view the 10s video and detailed information about it.

¢ Double-click an image to magnify it.

List E:

)Backup Image [ Backup Recording Backup All Backup Export Results

Time Plate No Vehicle Color Plate Color Play

Plate No
Plate Color:Blue

Vehicle Color:Other

Total: 4117 Page:1/42

@ Note:

By default, a 10s video (5s before and 5s after the first item) and the detailed information about the
first item are displayed on the right.
¢ You can click any item and click . oru to view the 10s video and detailed information

about it.
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4. Back up search results. See Back up search results for details.
5. To export the search results as a .CSV file, click Export Results.

1 [No. Camera ID Camera Name Tine Plate No. Plate Color Vehicle Color
2 1 D1 D18Flate22247 2022-08-05 16:02:59 D565656 Blue Other
3 2 D2 D19Flate2 2022-08-05 16:02:40 W745413 Blue Y¥hite
4 3 D3 D20FPlate22249 2022-08-05 16:00:39 4435453 Green Yhite
5 4 D4 D21Flate22250 2022-08-05 15:58:13 B425434 Blue Black
6

7

9

10

11

12

13

14

15

16

17

plate20220812105238 ® 4

5.5.4 Behavior Search

Search for images based on VCA behaviors including cross line detection, enter area detection, leave area
detection, smart motion detection, etc. Behaviors supported for search may vary with NVR model.

1. Go to Menu > VCA > VCA Search > Behavior Search.

Behavior Search

Select Camera All
Start Time 2022-08-11 00:00:00
End Time 2022-08-11 23:59:59

Event Type All

Object Type All

Search

2. Set search conditions.

Parameter Description
Select Camera Select the camera(s) to search.
Start/End Time Specify the time period to search.

[ Note: A search range smaller than five months is recommended,
because earlier snapshots and recordings may have been overwritten
due to full storage.

Event Type Select the event type to search.

Object Type Select the object type to search: All, Pedestrian, Non-Motor Vehicle, or
Motor Vehicle.

3. Click Search. The search results are shown in tile mode by default. You may click E to switch to list mode.
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[ Backup Image [ Backup Recording Backup All Backup

D5 ’ ' D109 D5
2022-08-11 17:53:50 | 2022-08-11 17:53:47 2022-08-11 17:53:46 2022-08-11 17:53:44 2022-08-11 17:53:42

. Jﬁ c r

DS D5
2022-08-11 17:53:42 2022-08-11 17:53:42

O E?‘
.l" -

-
D5 D5 DS
2022-08-11 17:53:38 2022-08-11 17:53:37 2022-08-11 17:53:33 2022-08-11 17:53:32 2022-08-11 17:53:32

Total: 39360 Page

@ Note:

Camera ID
Time
Object Type

Event Type

22-08-11 17:53:50

Vehicle

Cross Line Detection

e By default, a 10s video (5s before and 5s after the first image) and the detailed information

about the first image are displayed on the right.

* You can click any image to view the 10s video and detailed information about it.

List E:

VCA

(3 Backup Image

(2 Backup Recording Backup All Backup

(OJcamera ID Time
ops 2-08-11 17:53:50

Event Type

Cross Line Detection

() D109 17:53:47 Enter Area

[ os 22-08-11 17:53:46 Cross Line Detection
Cross Line Detection
Cross Line Detection
Cross Line Detection
Cross Line Detection
Cross Line Detection
Cross Line Detection
Cross Line Detection
Cross Line Detection
Cross Line Detection

Cross Line Detection

(D109
Qo5
(0 D108

)Ds

Leave Area

Cross Line Detection

L Area

Cross Line Detection

Camera ID
Time 2022-08-11 17:53
Object Type

Motor Vehicle

Event Type Cross Line Detection

Total: 39360 Page:1/394

[ ]
@ Note:

e By default, a 10s video (5s before and 5s after the first item) and the detailed information about the
first item are displayed on the right.

e You can click any item and click. or I
about it.
4. Back up search results. See Back up search results for details.

to view the 10s video and detailed information
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5.5.5 People Counting Report

Search for people counting data. You can view daily/weekly/monthly/yearly people counting reports-the number
of people entering and/or leaving a certain area during a specified time period.

1. Go to Menu > VCA > VCA Search > People Counting Report.

People Counting Report

Select Camera All

Counting Type Total

Report Type Daily 2 Count
Statistical Time 2022 17 & Backup

Result ® Chart OTable

People M People Entered People Exited

2. Set search conditions.

Parameter Description

Select Camera Select the camera(s) to search.

Counting Type Select the counting type to search: Total, People Entered, or People
Exited.

Report Type Select the report type to view: Hourly, Daily, Weekly, Monthly, or Yearly.

Statistical Time Select the time to count.

3. Select to create the report as a chart or a table.
e Chart

Result Chart OTable

People M People Entered People Exited
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Result Chart ® Table

Camera ID Statistical Time People Entered People Exited

D58 11:00-12:00 1 0

4. Click Backup to export the report to an external storage device as a .CSV file. The content of the file exported
from a report in chart or table format is the same.

5.6 Smart Preview
View real-time snapshots and statistics of four major categories of VCA functions on the live view page, including
vehicle, face, perimeter and people counting.
Right-click on the live view page and select Preview Mode > Smart, then the real-time snapshots are displayed
on the right.
Main Interface

Icon Description

Select the event type(s) for which you want to view real-time snapshots.

Set the display mode of snapshot information for face recognition, vehicle recognition and
perimeter protection.

Smart Display Configuration

Face Recognition

Display Face Snapshot Info [ Display Not Match Face Info 3 pisplay Match Face Info

Channel:XXX
Time:XXX
Attribute 1:XXX
Attribute 2:XXX

Attribute 3:XXX

Name:XXX Face Library:XXX

Chann Time:XXX
Attribute 1:XXX Attribute

Attribute 3:XXX

Cancel

Open the Behavior Search page.
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@ Open the VCA Config page.

Icon Description

E Clear real-time snapshots displayed on the live view page. Search records and statistics are
not affected.

Vehicle

View vehicle monitoring information, vehicle snapshot information, and license plate matching/mismatching
information.

1. Select a vehicle snapshot.

2. Click on the snapshot to view more details.

In the View Details dialog box, a 10s video (5s before and 5s after the snapshot) is automatically played on the left,
and the snapshot and its detailed information including camera name, time, license plate number, vehicle color,
and plate color are displayed on the right.

View Details

Plate( 2,100 )

20:24:00

Face
View face snapshots, face snapshot information, and face matching/mismatching information.

Type Description

Not Match Face Info 1. Select a mismatched face snapshot.

2. Click on the snapshot to view more details.
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Type Description

Face Snapshot Info 1. Select a face snapshot.

2. Click on the snapshot to view more details.

Match Face Info 1. Select a matched face snapshot. The left image is the captured image, and
the right image is the face image in the face list.

2. Click on the snapshot to view more details.

@ Note:

¢ In the View Details dialog box, a 10s video (5s before and 5s after the snapshot) is automatically played
on the left, and the snapshot and its detailed information are displayed on the right.

* You can click under a face snapshot or click Add to Face Library in the details page of a face
snapshot to add the snapshot to the face list, and click K 6 search face images in face lists by
this snapshot.

Perimeter

View real-time snapshots of perimeter protection functions including cross line detection, intrusion detection, enter
area detection and leave area detection. 1. Select a snapshot.

Cross Line
D01 6

Pedestrian

18:24.06

2. Click on the snapshot to view more details.
In the View Details dialog box, a 10s video (5s before and 5s after the snapshot) is automatically played on the left,
and the snapshot and its detailed information including event type, camera name, time, and object type are
displayed on the right.
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View Details

People Flow Counting
View real-time people flow statistics including the number of people entering/leaving/currently allowed/present.

@ B @

People EddemedAllowed

[ ]
@ : The number of people present in the detection area does not exceed the
set threshold. .: The number of people present in the detection area exceeds the set threshold.

* E: Clear the people counting statistics on the current page. This operation does not affect statistics and

data reporting.

6 Network Configuration

Configure the network parameters of the NVR, such as IP address.
@ Note: The default IP address of network interface 1 is 192.168.1.30, and that of network interface 2 is
192.168.2.30.

6.1 Platform Configuration
Configure an upper platform for the NVR.

6.1.1 Network Configuration
Configure IP address and other network parameters of the NVR.

1. Goto Menu > Network > Basic > Network.
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Working Mode Multi-address
Select NIC NIC1
Enable DHCP
IPv4 Address
IPv4 Subnet Mask
IPv4 Default Gateway
IPv6 Mode Router Advertisement
IPv6 Address
IPv6 Prefix Length
IPv6 Default Gateway
MAC Address 6c:f1:7e:85:6e:f2
MTU 1500
Preferred DNS Server
Alternate DNS Server

Default Route

Apply

2. Choose a working mode. Only multi-NIC NVRs support these three working modes.

Working Mode Description
Multi-address Two NICs work independently. You need to configure the NICs separately.
Load Balance Two NICs use the same IP address and work together to share the sending and

receiving bandwidth.

Net Fault-tolerance Two NICs use the same IP address, and if the primary NIC fails, the standby NIC
takes over seamlessly to ensure uninterrupted network connection.

@ Note: Switching working modes with 802.1x and ARP protection enabled will disable 802.1x and ARP
protection.
3. Configure the network parameters according to the actual network environment.

@ Note:
[ ]

For a multi-NIC NVR, you can choose an NIC as the default route. When the NVR connects to an
external network, data will be forwarded via the default route.

e For an NVR with PoE ports, you can configure an IPv4 address for the internal NIC.

e The MTU must be in the range of [576-1500]. To use IPv6, you must set MTU within [1280-1500],
and make sure the IPv6 addresses of the NVR and PC are connected. To use functions such as live
view, playback, make sure IPv4 addresses of the NVR and PC are also connected.

4. Click Apply.

6.1.2 P2P

With P2P you can manage and operate the NVR remotely on a mobile phone.

Configure P2P
1. Goto Menu > Network > Basic > P2P. P2P is enabled by default.
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Delete

Add the NVR to cloud. See Add Device below.
(Optional) Select Snapshot Upload, and the NVR will upload images to cloud.
Click Apply.

vk W

Check the device status. If online, the current username will be displayed. If offline, the common cause will be
displayed for your troubleshooting reference.

@ Note: You can also check the device status on the cloud website (https://os.stardlive.com/login).
6. (Optional) To delete the NVR from cloud, click Delete.

Add Device
Add the NVR to cloud using the app or cloud website.
Add NVR on app

1. Scan the QR code with your mobile phone to download the app; or search Alibi Vigilant Mobile at app store. The
following steps take Alibi Vigilant Mobile as an example.

2. Open the app, add the NVR with or without a cloud account.
e Add with a cloud account:
Sign up for a cloud account, and then log in to add the NVR.
(1) Tap Log In/Sign Up, follow the on-screen instructions to sign up and log in.

» > , and choose a way to add the NVR.

(2) On the Live View page, tap

Add NVR on the cloud website
1. Visit the Star4Live website address (https://os.star4live.com/login) using a Web browser.
2. Tap Sign Up, follow the on-screen instructions to sign up for a cloud account.
3. Login to the account.

Device Management Organization Management Sharing Records Personal Info

+ Add i Delete Refresh

Bl zIi woot IP Address Device Name Model

4. Go to Device Management > My Cloud Device, click Add.
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Please enter device information below. Where to find the register code?

Option 1: Log in to the Web of the device, and then click
Device Name: Network » P2P.
Option 2: Find the register code sticker on the device.

Register Code:

Orzanization: root
Parameter Description
Device Name Set a device name that is easy to recognize.
Register Code Enter the register code. You can find it on the P2P page.
Organization Choose an organization for the NVR on the cloud.
The default organization is root. You can add organizations at Organization
Management > My Cloud Organization.

5. Click OK to add the NVR to cloud.
6. Click Save.

6.1.3 DDNS

Configure DDNS so you can access the NVR on the LAN from the Internet by visiting a fixed domain name instead
of the changing IP addresses.

@ Note: You can open the NVR's Web page by visiting http://server address/NVR's domain name using a
Web browser.
1. Go to Menu > Network > Basic > DDNS.

Enable DDNS

DDNS Type DynDNS

Server Address members.dyndns.org
Port 80

Domain Name

Username

Password

Confirm

Apply

2. Select Enable DDNS, choose a DDNS type, and configure the parameters.

¢ DynDNS/No-IP: Third-party DDNS service provider. Enter the domain name and username/password that
you acquired from your DDNS service provider.
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e Domain name: Domain name assigned by your DDNS service provider.
e Username and password: The corresponding username/password for your DDNS account.
3. Click Apply.

6.1.4 Email

Configure email so the NVR can send alarm information to specified users through email when an alarm occurs.

@ Note: Select the Send Email checkbox on the Trigger Actions page before you start configuration.
1. Go to Menu > Network > Basic > Email.

Enable Server Authentication
Username testOl@test.com
Password
SMTP Server 206.2.2.17
SMTP Port 25
O Enable TLS/SSL (If TLS/SSL is enabled, use 25 first, and 587/465 as an alternative.)
Sender hu

Sender's Address test0l@test.com

Select Recipient Recipient 1
Recipient hh
Recipient Address test02@test.com

Arming Schedule

O Attach Image

Snapshot Interval

2. Configure the parameters.

Parameter Description
Enable Server SMTP server authentication, when enabled, can enhance email security. This
Authentication feature is disabled by default. To enable it, you need to enter the correct

username and password.

Username/Password Username and password of the SMTP server. Usually it is the username and
password of the email box.

SMTP Server SMTP server address.
SMTP Port Default: 25. Range: [1-65535].
Enable TLS/SSL When enabled, communication security will be improved by encrypting emails via

TLS or SSL. This feature requires the SMTP server to support TLS/SSL.
= Note: After TLS/SSL is enabled, if email sending via port 25 failed, try 587 or

465.
Sender Sender's name.
Sender's Address Sender's email address, which can the same as the recipient's address.
Select Recipient Choose a recipient from the list and then complete the recipient information. Up

to 6 recipients are allowed.

Recipient Recipient's name.
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Recipient Address Recipient's email address.

Arming Schedule .
Click to configure an arming schedule. See Arming Schedule.

Attach Image When enabled, the NVR will send an email attached with snapshot(s) when an
alarm occurs.

[EP Note: This feature is only available to certain devices.

Snapshot Interval Options are 2s (default), 3s, 4s, and 5s.

3. Click Test. The system will check the recipient address by sending it a test email. D in the Status column means
the test succeeded and the email address is valid.

Recipient Address Test

No. Recipient Recipient Address NENTH Description

1 hh test02@test.com [ ]

4. Click Apply.

6.2 Basic Configuration
Configure the network, mobile app, DDNS, email, etc.

6.2.1 SNMP

The NVR can use SNMP to interconnect with the upper platform and transfer certain configuration information.
1. Goto Menu > Network > Basic > Platform.
2. Select Enable SNMP.

Enable SNMP

SNMP Type SNMPv2

Read Community Name public
Write Community Name  private
Trap Community Name private
Trap Server Address

Trap Port

SNMP Port

Apply




3. Choose an SNMP type and configure the parameters.
e SNMPv2:
Set the read community name and write community name for the platform to read NVR data.

Enable SNMP

SNMP Type SNMPv2

Read Community Name public

Write Community Name private

Trap Community Name private
Trap Server Address
Trap Port

SNMP Port

e SNMPv3:
Set authentication password and encryption password. The authentication password is used by the
platform to access the NVR. The encryption password is used to encrypt data sent from the NVR to the
platform.

£ Enable SNMP

SNMP Type SNMPv3

Username

Encryption
Authentication Password
Confirm

Encryption

Encryption Password

Confirm

Trap Community Name private

Trap Server Address
Trap Port
SNMP Port

8-32 characters including uppercase and lowercase letters, digits
underscores, hyphens and @

4. Click Apply.

6.2.2 Alarm Service
Configure an upper server to receive alarms and images from the NVR.
1. Go to Menu > Network > Platform > Alarm Service.
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NMF Alarm Service  Conf

Enable Alarm Service
Server Address

Server Port

Apply

2. Select Enable Alarm Service.
3. Configure the parameters.

Parameter Description
Server Address Upper server's IP address.
Server Port Upper server's port number.

@ Note: This configuration only enables the sending of alarm-related packets to the alarm host. The
specific alarm methods on the alarm host need to be configured separately.
4. Click Apply.

6.2.3 Configure VIID Local

Configure VIID local settings so the NVR can monitor vehicles and upload vehicle information to the upper
platform.

1. Goto Menu > Network > Platform > Video&Image Database Local.
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larm Ser Configure VIID Local

Local ID 34020000001200002562

Local Port 5073

CameraID  Camera ID

D1
D2
D3
D4
D5
D6
D7
D8
D9
D10

3402000000121224

Refresh

Device Type Configure NEN Advanced

License Plate Recognition Offline
License Plate Recognition Offline
License Plate Recognition Offline
License Plate Recognition Offline
License Plate Recognition Offline
License Plate Recognition Offline
License Plate Recognition Offline
License Plate Recognition Offline
License Plate Recognition Offline
License Plate Recognition Offline
7018 License Plate Recognition Offline

License Plate Recognition Offline

2. Thelocal ID and local port use the default settings by default. 3.
Choose a camera, click . under Configure, and then configure the parameters.

Camera ID

Channel 1D

Device Type

re VIID Channel

D1

License Plate Recognition

Apply Exit
Parameter Description
Camera ID Used for connecting the IP device.
Camera IDs consist of VIID-conformant codes and are differentiated by device
type and usage. Camera IDs are assigned by the upper platform.
Device Type Divided into two types by usage:

¢ License plate recognition: Usually installed on road checkpoints to capture
license plates of passing vehicles.

e Collection device: Used to capture faces or plates.

4. Choose a camera, click . under Advanced, and then configure the parameters.
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Advanced

Longitude
Latitude
Administrative Div
Location

Checkpoint Putin... 2106-02-07 14:28:15

Checkpoint Type Other

Checkpoint Usage 4o,
Checkpoint Lanes

Authority Code

Parameter Description

Longitude Longitude of the region where the IP device is located (-180,180).
Latitude Latitude of the region where the IP device is located (-90,90).
Administrative Division Administrative division code of the region where the IP device is installed.
Code

Location Location of the IP device. Max 256 characters, allows uppercase and

lowercase letters, digits, underscores, and hyphens.

Checkpoint Put into Use Time when the camera was put into use.
Checkpoint Type Choose the actual checkpoint type of the IP device.
Checkpoint Usage Choose the usage of the IP device.
Checkpoint Lanes Number of lanes monitored by the IP device.
Authority Code Organization code of the IP device.

5. Click Apply.

6.2.4 Configure VIID Server
Configure the VIID server so the NVR can upload face and plate information to the upper VIID platform.
1. Go to Menu > Network > Platform > Video&Image Database Server.
2. Select Enable Video&Image Database Server.
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Configure VIID Server

Enable Video&amp;Image Database Server

Server Address

Server Port

Username

Password

Upload Feature Value
Upload Original Image

Upload Face Image

3. Configure server parameters.

Parameter

Description

Server Address

VIID platform's IP address.

Server Port

VIID platform's port number.

Username

Username of the VIID platform.

Password

Password of the VIID platform.

Upload Feature Value

When enabled, the NVR will upload feature information of the captured
faces or plates to the upper platform.

Upload Original Image

When enabled, the NVR will upload original images of the captured faces or
plates to the upper platform. This feature is enabled by default.

Upload Face Image

When enabled, the NVR will upload small face images to the upper
platform.

4. Click Apply.

6.3 Advanced Configuration

Configure PPPoE, ports, port mapping, multicast, and FTP.

6.3.1 PPPoE

Use Point to Point Protocol over Ethernet (PPPoE) to connect the NVR to network.
1. Go to Menu > Network > Advanced > PPPoE.
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Enable PPPoE

Username
Password
IP Info
Address

Subnet Mask

Gateway

2. Select Enable PPPoE.

3. Enter the username and password provided by the Internet Service Provider (ISP). IP information is displayed
when dial-up succeeds.

@ Note:

For a multi-NIC device, dial-up shall be performed on the NIC that is configured as the default route.
4. Click Apply.

6.3.2 Port
Configure HTTP, HTTPS, RTSP, HTTP redirect port, and RTSP redirect port.
1. Go to Menu > Network > Advanced > Port.

Port Por

HTTP Port
HTTPS Port 443
RTSP Port 554
rtsp://<ip>:<port>/unicast/c<channel number>/s<stream type>/live
RTSP URL Format <channel number>:1-n
<stream type>:0(main stream) or 1(sub stream)

HTTP Redirect Port 8081

RTSP Redirect Port 8082

Note: HTTP Redirect Port and RTSP Redirect Port are used to access an IP camera in a WAN.

2. Configure the ports.
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@ Note:

e The port range is 1-65535, among which, ports 21, 23, 2000, 3702 and 60000 are reserved for other
purposes. Duplicate ports are not allowed.

e The upper platform can access the live video of a camera using the displayed RTSP URL.
3. Click Apply.

6.3.3 Port Mapping
Configure port mapping so client computers can access the NVR on the LAN across the Internet.
1. Go to Menu > Network > Advanced > Port Mapping.
2. Port mapping is enabled by default. You can choose a mapping mode, UPnP or manual port mapping.

UPnP

UPnP is short for Universal Plug and Play. UPnP-enabled network address translation (NAT) can perform
automatic port mapping to enable client computers to access the NVR on the LAN from the Internet.

@ Note: This function requires router support. You need to enable UPnP on the router before starting
configuration on the NVR.
1. Choose the UPnP mapping mode.

Port Mapping

Enable Port Mapping

Mapping Mode ®uPnp O Manual

UPnP Mapping Auto
HTTP Port 0 HTTP Redirect Port
RTSP Port 554 RTSP Redirect Port

HTTPS Port

Note: HTTP Redirect Port and RTSP Redirect Port are used to access an IP camera in a WAN

Port Type External IP Address External Port Internal Port UPnP Status
HTTP Port N/A 80 80 Inactive

RTSP Port N/A 554 554 Inactive
HTTPS Port N/A 443 443 Inactive
HTTP Redirect Port N/A Inactive

RTSP Redirect Port N/A Inactive

Refresh Apply

2. Choose a mode from the UPnP Mapping list:

e Auto: The NVR automatically assigns external port numbers, which are usually the same as the internal
port numbers.

e Specify ports: User specifies ports within the range of [1-65535].

@ Note:

e Auto is recommended. Port conflict may occur when external ports are specified manually.
e For a multi-NIC NVR, port mapping shall be performed on the NIC that is configured as the
default route.
3. Click Refresh, and check whether Active is displayed in the UPnP Status column.
4. Click Apply.

Manual
If the router does not support UPnP, you have to configure internal and external ports manually.

@ Note:

e Make sure the ports configured on the NVR are consistent with that configured on the router.
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e For some routers, the NVR's external and internal ports must be the same, and they also must be the
same as the ports on the router.

1. Choose the Manual mapping mode.
PPPoE Port Mapping  Multica FTF

EJEnable Port Mapping

Mapping Mode ® Manual

HTTP Port HTTP Redirect Port
RTSP Port RTSP Redirect Port

HTTPS Port

Note: HTTP Redirect Port and RTSP Redirect Port are used to access an IP camera in a WAN

Refresh

2. Set the external ports manually.
3. Click Apply.

@ Note:

After port mapping is configured, you can open the Web interface using the following address: Router's
WAN IP:external HTTP port. For example, the router's external IP address is 10.2.2.10, and the external
HTTP port is 82, then enter http://10.2.2.10:82 in the Web browser's address bar.
6.3.4 Multicast
When the number of users accessing the Web client has reached the upper limit and live video is unavailable,
you can use multicast to solve this issue.
1. Goto Menu > Network > Advanced > Multicast.
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ppin Multicast

Enable Multicast
Multicast IP

Port

2. Select Enable Multicast, enter the multicast IP address and port number.
3. Click Apply.

Log in to the Web interface, go to Setup > Client, set Live View Protocol to Multicast. Now live view is
available through multicast.

Default Live Stream lSub Stream V;
Display Ratio [Full V[
Video Mode lFluency Priority V;
Video File Size |1GB v|
Save File To [C: i kil -'\WEbP|U§] Browse Open Fold...
Live View Protocol _
Multicast
Intelligent Mark (0 On (@ Off
Note: Local recordings, snapshots, and downloaded recordings are saved in the Record, Snap, Download folders.
Save

@ Note:

e |P multicast addresses are class-D addresses. 224.0.1.0 - 238.255.255.255 can be used on the Internet.

¢ Inthe range of 224.0.0.0 - 239.255.255.255, some are reserved for special uses, for example,
224.0.0.0 - 244.0.0.255 can only be used on the LAN, where packets with these addresses will not be
forwarded by a router; 224.0.0.1 is used by all the hosts on the subnet; 224.0.0.2 is used by all the
routers on the subnet; 224.0.0.5 is used by OSPF routers; 224.0.0.13 is used by PIMv2 routers; and
239.0.0.0 - 239.255.255.255 are private addresses (e.g., 192.168.x.x).

6.3.5 FTP
Configure FTP so the NVR can upload images to the FTP server.

@ Note:
[

This feature is only available to certain NVRs.

e To use this feature, you need to deploy an FTP server first.

e After the FTP server is enabled and connected, the NVR can automatically upload images to the
FTP server.
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1. Go to Menu > Network > Advanced > FTP.

OeEnable FTP

Server
IP Address
Port

Anonymous
Username
Password
Remote Directory
Upload Interval(s)
Range(s)
Schedule
Camera
Upload Schedule

Copy

Apply

2. Select Enable FTP.

3. Configure server parameters. Click Test to test the connection between the NVR and the FTP server.

Parameter Description

IP Address FTP server address.

Port The default is 21. You can set a different port as needed.

Anonymous When enabled, the NVR will connect to the FTP server as anonymous user
without username/password required.

Username Username used to access the FTP server.

Password Password used to access the FTP server.

Remote Directory

Input the remote directory in the correct format (abc/efg/xyz), and the system
will create folders level by level accordingly under the root directory, and then
create different folders based on IP, time, and channel.

E* Note:

e For example, if the remote directory is abc, then the created folder is
FTP > abc > 206.2.5.8 > 2022-10-08 > D5. If the remote directory is
abc/efg/ xyz, then the created folder is FTP > abc efg > xyz > 206.2.5.8 >
2022-10-08 > D5.

¢ If the remote directory is empty, the system will create folders under
the root directory based on IP, time, and channel, for example, FTP >
206.2.5.8 > 2022-10-08 > D5.

Upload Interval(s)

The NVR uploads images captured within the set periods to the FTP server at the
set interval. The default is 30s. You can alter the setting as needed.

Range(s)

Show the range of image upload interval: [5-600]s

4. Set an upload schedule.
(1) Choose a camera from the list.
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(2) Click . behind Upload Schedule, configure time periods during which the camera will upload images of the

desired type(s). Click OK.
Upload Schedule

Select day

Normal Event Motion Alarm Video Loss

Period 1 > > 00 O O (] O O

Period 2 & < > 000 < (] O O (] O

Copy To ) OTue Owed OThu OFri O sat Osun
oK Cancel

@ Note:

e Two image upload periods are allowed each day, and the periods must not overlap.
e To apply the schedule to other days, select All or days and then click OK.

5. (Optional) To apply the current upload schedule to other cameras, click . behind Copy, select cameras, and
then click OK.

Cancel

6. Click Apply.

6.4 Wireless Local Area Network
Plug in a USB wireless network interface card and connect the NVR to the hotspot of a wireless router.
1. Goto Menu > Network > WLAN.

2. Click Refresh to refresh the wireless hotspot list.

3. Choose the desired hotspot and then click . to connect it.
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6.5 WiFi AP
Only Wi-Fi Kit NVR models support this function.

6.5.1 WiFi AP

The IPC and NVR have been paired before leaving factory, and the IPC will be automatically added to the NVR
after power-on. However, if the user manually changed one of the parameters and caused any inconsistent
parameter between the two, the IPC cannot be added automatically, and pairing is needed.

There are four methods to pair.

One-click pair (if you have a network cable)
1. Connect the camera to the switch via a network cable, and connect the switch to the NVR.
2. Power on the camera.

3. Onthe NVR's local interface, choose Menu > Network > Wi-Fi AP > Wi-Fi AP.

WYWYWYY

4. Click One-Click Pair, and wait for successful pair within five minutes after the camera is powered on.

Scan code using the camera:
1. On the NVR's local interface, choose Menu > Network > Wi-Fi AP > Wi-Fi AP.

2. Click QR Code Pair and use the camera to read the QR Code to pair.

QR Code Pair

Use the Alibi Vigilant Mobile app (if you don’t have a network cable)
1. Onthe NVR's local interface, choose Menu > System > Basic, click Wizard, scan the QR code in Step 1 to
download and install the Alibi Vigilant Mobile app on your mobile phone.

2. Connect the mobile phone to the NVR’s Wi-Fi.

3. Open Alibi Vigilant Mobile, tap Settings > Local Config > Device Wi-Fi Configuration, enter the NVR's Wi-Fi
name and password.

4. Within 10 minutes after the camera is powered on, long-press the IPC’s reset button to restore default
settings.

5. Tap Start on Alibi Vigilant Mobile and wait till the IPC is added to the NVR.

Pair manually (if you have a network cable)
Log in to the IPC's web interface. On the Wi-Fi configuration page, fill in the NVR’s SSID and password.
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Wi-Fi

SSID L] T | TR

Password 000000000000000000000000(
Encryption None v
Authentication WPA-PSK WPA2-PSK v
Obtain IP Address DHCP v

6.5.2 WiFi Cascade
1. Click Menu > Network > Wi-Fi AP > Wi-Fi Cascade.

i-Fi AF Wi-Fi Cascade

Camera

D1(IP Camera 01)

D2(IP Camera 02)
D3(IP Camera 03)

DA(IP Camera 04)

Wi-Fi Wi-Fi Unconfigurable
Online Offline

Refresh

2. When long-distance transmission or IPC needs to transmit across the wall, the IPC can be dragged, connected
to another IPC, and then connected to the NVR by cascading.

3. (Optional) Click Help to view the detailed instruction.

Instruction

Drag channel to marked position to change cascade
mode:
Position 1: to add at tail;

Position 2: to insert;

Position 3: to exchange with another channel,

Position 4: to juxtapose with another channel;

Position 5: to connect to NVR;

4. Click Apply to save the configuration.
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7 System Configuration

This chapter describes how to configure the system parameters.

7.1 Basic Configuration
Configure the basic information of the system.

1. Go to Menu > System > Basic.

Device Name
Device ID
Device Language

Auto Logout(min)

Instant Playback(min)

Mouse Pointer Speed

1
English
5

5

=—

() Enable Password Protection

(JEnable Startup Wizard Wizard

O Intelligent Mark

2. Configure the basic parameters.

Parameter

Description

Device Name

The default name is the NVR model. You can change it as needed.

Device ID

Used to distinguish devices if you have more than one device. You can change it
as needed.

Device Language

Choose the system language. The system will restart after you change the system
language.

[E” Note: Not all devices can switch the language.

Auto Logout(min)

If you are not on the live view page and don't perform any operation, you will
log out automatically when the set time is over, and the live view page will be
displayed.

Default: 5 minutes. You can change it as needed.

Instant Playback (min)

Set the instant playback time. Default: 5 minutes.

Mouse Pointer Speed

Drag the slider to adjust the speed (left to right: slow to fast).

Enable Password
Protection

When the auto logout time is over, the user needs to enter the login password
in order to access the main menu.

This feature is enabled by default.
E? Note: Only admin can change the setting.

Enable Startup Wizard

Startup wizard appears when the NVR starts up for the first time. If the
checkbox is selected, the startup wizard appears every time the device starts up.
You may click Wizard to set wizard on the Menu page.
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Intelligent Mark

When enabled, smart detection rules will be displayed on the live video, or
smart detection objects will be marked, and the corresponding smart data
will be displayed. Smart rules are yellow detection boxes or detection lines.
Detection boxes have two colors with different meaning as described below:

e Green: Data have changed but didn’t trigger the rules.

e Red: Data in the area have triggered the rules configured for the VCA alarm
and a VCA alarm has occurred.

[ Note: Some smart functions do not support this feature.

3. Click Apply.

7.2 Preview Configuration
Configure the screen display and preferred stream type for preview.

7.2.1 Preview Configuration

Configure the basic preview parameters and display mode. Go to
Menu > System > Preview.

Decoding Card Working ...

Video Output

Resolution

Preview Windows

VGA

Preview Mode

Max. Alarm-Triggered Li... 1 Window

1920*1080/60Hz(1080P) OEnable Sequence

9 Windows Sequence Interval(sec) 8

(=] Display Camera No. in Preview Windows

Camera ID
® D1

® D2
® D3
® D4
® D5
® D6
® D7
® D8
® D9

Camera Name

IP Camera 01

IP Camera 02

IP Camera 03

IP Camera 04

IP Camera 05

IP Camera 06

IP Camera 07

IP Camera 08

IP Camera 09

]

EER
2

B2 8 B B8 B3
00 (51 (B HH BB

Basic Preview Configuration

Parameter Description
Video Output Outputs the system display to an external display device. Choose an output port.
[E” Note: The NVR provides three output ports (VGA, HDMI1/HDMI2, BNC) and can
output the system display to three displays simultaneously for independent
operations. The actual port types available may vary with device.
Resolution The resolution includes the display format and refresh rate. The display format

refers to the number of pixels that can be displayed on the screen, for example,
1920x1080, 1280x720, 1280x1024, etc. More pixels displayed means higher image
quality. The refresh rate can be 60Hz, 50Hz, 25Hz, etc. Choose an option that best
fits your needs.

Preview Windows

Displays images in the desired window layout. Choose an option from the list, or
click an icon to choose the layout.
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Max. Alarm-Triggered Live | Three options: 1/4/9 windows. See Preview for more information.
View Windows

Enable Sequence Select the Enable Sequence checkbox. See Sequence for more information.
Sequence Interval(sec) Set the sequence interval time. Default: 8 seconds.

Display Camera No. in When enabled, camera IDs will be displayed in live view windows. This feature is
Preview Windows enabled by default.

Screen Configuration

By default, camera IDs correspond to live view windows: D1 to window 1, D2 to window 2, and so on. You can
change the correspondence relationship as follows. The example below shows how to switch D1 and D2.

@ Note: You may also drag an image on the live view page to swap windows, and then view the changed
window-channel binding relationship on this page. But this method requires the Configure permission, and
it cannot switch windows that are not on the same screen.

1. Click window 1 on the right side. Window 1 is selected.
Video Output HDMI1/VGA/BNC A Max. Alarm-Triggered Li... 1 Window
Resolution 1920*1080/60Hz(1080P) B Enable Sequence

Preview Windows 4 Windows Sequence Interval(sec)

Camera ID Name [
® D1 01

® D2

EEENEEES| Ce
[ ER [

=R
REE|
1

R D1

None None

Video Output HDMI1/VGA/BNC Max. Alarm-Triggered Li 1 Window
Resolution 1920*1080/60Hz(1080P) & Enable Sequence

Preview Windows 4 Windows v Sequence Interval(sec)

Camera ID Name 1 BB B8 & (EEENEEES| e 5
® 0 01 (IO 0m En (T EFR [ R

® D2 N5

None

None None

@ Note: On the left-side channel list, D is empty for D1, which means the channel is not bound to
any window.
3. Click window 2 on the right side. Window 2 is selected.
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Video Output HDMI1/VGA/BNC ; Max. Alarm-Triggered Li... 1 Window
Resolution 1920*1080/60Hz(1080P) I Enable Sequence

Preview Windows 4 Windows Sequence Interval(sec)

Camera ID Name

® D1 01

® D2 N5

None

R

None None

4. Click D1 on the left-side channel list. Now window 2 shows D1, which means D1 and D2 have switched windows
with each other.

Video Output HDMI1/VGA/BNC Max. Alarm-Triggered Li... 1 Window
Resolution 1920*1080/60Hz(1080P) [ Enable Sequence

Preview Windows 4 Windows Sequence Interval(sec)

=8 BB BB

) BB B8
0 0N (5D (5B {W ER G
1

Camera ID Name
® D1 01

® D2 N5

None None

5. Click Apply.

7.2.2 Advanced Configuration
1. Goto Menu > System > Preview > Advanced.

Sub Stream First

Note: When selected, the sub stream is used for live view in a multi-window layout.

2. Select Sub Stream First.
3. Click Apply.

7.3 Time Configuration
Configure the time display mode, time synchronization mode, and holidays.

7.3.1 Time Configuration
Configure the time format and update method.

Configure Time Format
1. Goto Menu > System > Time.
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Time Zone (UTC-06:00) Central Standard Time(C

Date Format MM-DD-YYYY

Time Format 12-hour

System Time 01-16-2023 11:12:40 AM
U Auto Update

NTP Server Address

NTP Port

Update Interval

2. Choose the time zone, date, and time format.
3. Set the system time.

Enable Auto Update

When enabled, the system syncs time with the NTP server.
1. Select Enable Auto Update.

2. Enter the NTP server address and port number.

3. Choose an update interval.

7.3.2 Camera Time Synchronization
When Sync Camera Time is enabled, the NVR syncs time to the connected cameras regularly. This feature is
enabled by default.

@ Note:

e Time sync occurs when a camera goes online for the first time.
¢ |f Sync Camera Time is enabled, time sync occurs every 30 minutes.
1. Goto Menu > System > Time.

Sync Camera Time

2. Enable/disable this feature as needed.
3. Click Apply.

7.3.3 Holiday Configuration
Configure special time periods as holidays for use in recording schedules.
1. Go to Menu > System > Time > Holiday.
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E]Nu NEITH Holiday Name Start Time End Time Repeat Configure Delete

Enable Disable

2. Click Add in the lower-right corner.
Holiday

Holiday Name

NENTH B Enable Disable
Repeat EINo Oves
Mode ) By Day OBy Week
Start Time 2022 M

End Time 2022 il

Cancel

3. Configure the parameters.

Parameter Description

Holiday Name Set a meaningful and easy-to-remember holiday name.

Status The new holiday is enabled by default. If you want to disable it, select Disable.

Repeat e No: The holiday is effective once only in the specified year. Specify a year for
the holiday.

¢ Yes: The holiday is effective every year.

Mode e By Day: Set the holiday in the specified format: year/month/day.
e By Week: Set the holiday in the specified format: year/month/week/day of
the week.
Start Time/End Time Set according to the specified format.
4. Click Apply.
5. Click OK.
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EINo. NEIH Holiday Name Start Time

End Time Repeat Configure Delete
@1 @ Enabled  Holiday 2022YearJul 1st Wed ~ 2022YearJul 4th Wed  No

Enable Disable

® Click . to edit the current holiday.

® Click . to delete a holiday. Deleting a holiday will not delete the relevant recordings.
e C(Click Disable to disable the holiday.

7.3.4 DST
Configure DST.
1. Go to Menu > System > Time > DST.
DST
Start Time
End Time

DST Bias

60 mins

2. Select DST.
3. Configure the parameters.
4. Click Apply.

7.4 POS Configuration

Overlay transaction information to live and recorded videos for check and audit.

POS configuration includes POS OSD Configuration and POS Configuration. After the configuration is completed,

POS information will be displayed on both live and recorded videos, and POS recordings can be retrieved for
playback.

7.4.1 POS OSD Configuration
Configure POS OSD parameters.
1. Go to Menu > System > POS > POS OSD.
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Enable POS OSD
Position
Duration(s)

Font

2. Select Enable POS OSD.
3. Configure the parameters.

OAuto

Medium I

Parameter

Description

Position

POS OSD position.

e Left: In the upper-left corner of the image.

e Center: In the middle of the image.

e Right: In the upper-right corner of the image.

Duration(s)

Length of time that POS OSD is displayed on live and recorded video images.
Default: 5s. Max. 120s.

Auto Displays POS OSD according to the POS data duration obtained based on Time
Start Identifier and Time End Identifier. For Time Start Identifier and Time
End Identifier, see also POS Configuration.
Font Font size and color of POS OSD. Font sizes include X-large, Large, Medium, and
Small.
4. Click OK.

7.4.2 POS Configuration

Add POS and configure POS protocols.

1. Goto Menu > System > POS.

ONo. Name NETH

Delete

2. Click Add.

Protocol Connection Camera Delete

Enable Stop
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Name
Enable
Protocol

Set Protocol
Connection

Set Connection

Camera

Ol

3. Configure the parameters.

Add/Modify

POS
]

General

Cancel

Parameter Description
Name Set a name that is easy to recognize. The POS name must be unique.
Enable The new POS is enabled by default. You may clear the checkbox to disable the
POS, and enable it on the POS page at any time.
Protocol e General: The POS is directly connected to the NVR.
[E Note: Choose this option with caution. POS connection may fail due to
different protocols of different POS machine vendors.
e AVE: The POS machine transmits data to the AVE device, and the AVE device
connects to the NVR.
[E Note: AVE is a device that supports multiple POS protocols. It integrates
POS data in different formats and converts them into data
transmittable via TCP/UDP.
Parameter Description
Only applicable to the General protocol. Click . The start identifier,

end identifier, and line delimiter must be converted into hexadecimal values
using Notepad+ before being entered.

e Start Identifier: (Optional) The NVR starts receiving POS data from the start
identifier.

e Stop ldentifier: (Optional) The NVR stops receiving POS data at the received
stop identifier.

e Line Delimiter: (Optional) The NVR inserts a line break into POS data at the
line delimiter.

e Ignore Characters: (Optional) The NVR displays ignored POS data as *.
e Time Start Identifier: (Optional) Start time of POS data.
e Time End Identifier: (Optional) End time of POS data.

Set Connection

Transmission protocols include TCP and UDP. Transaction data are sent to the
NVR via TCP or UDP.

123




Local Receiving Port: Port that the NVR uses to receive data. Set an unused port.

Source IPv4 Address: IP address that the POS machine uses to send data.

Source Port: Port that the POS machine uses to send data.

Destination IPv4 Address: Not required. Address that the NVR uses to forward
the received POS data.

Destination Port: Not required. Port that the NVR uses to forward the received
POS data.

Timeout: Time that the NVR receives POS data before it stops.

Default: 5s. Range: 1-3600s.

If a stop identifier is configured, the NVR stops receiving POS data at the stop
identifier; if no stop identifier is configured, the NVR stops receiving POS data
when the timeout expires. The AVE protocol does not involve start and stop
identifiers. Therefore, it is necessary to configure a timeout for the NVR to stop
receiving POS data and to display POS information. If no timeout is configured,
the NVR does not stop receiving POS data, and POS information cannot be
displayed.

Camera Choose the camera to which you want to overlay POS data.

4. Click OK.

INo. Name Status Protocol  Connection Camera Delete

@1 POS1 Enabled POS Network D1

Delete Enable

® Click . to edit the POS.

® Click . to delete the POS.
e Click Disable to disable the POS.

7.5 Serial Port Configuration

Configure serial port parameters to connect a keyboard. The serial port settings configured on the NVR must
match the serial port settings on the keyboard.

1. Go to Menu > System > Serial.
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Serial No.
Type
Baud Rate

Data Bit

Stop Bit

Check Bit

Port Usage

None

Keyboard

2. Configure the parameters.

Parameter Description

Serial No. Choose the serial port ID. The number of serial ports available may vary with
device.

Type Currently only RS485 is available.

Baud Rate Data transmission speed (unit: bits per second). The greater the value, the
faster the transmission speed, and the shorter the transmission distance.
Usually the default value is used.

Data Bit The actual number of data bits in a data packet. Usually the default value is
used.

Stop Bit Indicates the end of a unit of transmission. Usually the default value is used.

Check Bit Used to check whether the received data bits are erroneous. Choose Odd, Even,
or None (default) as needed.

Port Usage Keyboard.

3. Click Apply.

7.6 User Configuration

Users are entities that manage and operate the system. A user type is a set of operation permissions. After a user
type is assigned to a user, the user has all the permissions defined in the type. The system supports four user

types:
User Type Description
admin The default super administrator, which has the maximum permissions. The initial
password is 123456.
=’ Note: Only admin can add or delete users and edit other users’ permissions.
User Type Description
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default

The default reserved user, which cannot be added or deleted, only has live view
and two-way audio permissions by default, and can be configured by admin only.
[E” Note: If the default user is forbidden to use live view and two-way audio
on a camera, the camera will be locked when no user is logged in, and
Bis displayed in the corresponding window.

Operator

By default, an operator has basic permissions and camera permissions.

Guest

By default, a guest only has camera permissions.

Go to Menu > System > User.

Username

admin

default

Add User
1. Click Add.

User Type Delete

Administrator —_

Reserved User -
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Modify/Add User

Username

User Type Operator
Password

Confirm

Pattern (JEnable Unlock Pattern

Note: If NVR is added to managing platform, you also need to edit the password on the
platform.

Basic Permissions

® Configure ® Upgrade &) View and Export L... (I Restart

Smart Permissions
& preview

Camera Permissions
Select Permission [ Select Camera

Live View D1
Control PTZ 9 D2
Playback 9 D3

Manual Recording on NVR () D4

2. Configure the parameters. Enter the username, password, choose a user type, enable/disable unlock pattern, and
choose permissions.

Item Description
Username Set a username as you need. Cannot be empty or include Chinese characters.
Password/Confirm Set a strong password.
o
Pattern To enable the unlock pattern, select the checkbox. Click , and then

follow on-screen instructions to set a pattern.

Basic Permissions/Smart | Select the permissions you want to assign to the user.

Permissions
3. Click OK.
Delete User

1. On the User page, select the user you want to delete.

2. Click . A confirmation message appears.
3. Click Yes.

Edit User
1. On the User page, select the user you want to edit.

2. Click ., enter the password.
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Change Password

Username idmin

Change Password (]

Password

Confirm

Sync to Camera Change Online Private Pr
Pattern (9 Enable Unlock Pattern

& Email

Note: If NVR is added to managing platform, you also need to edit the password on the
platform.

oK Back

3. Edit the user type, password, or permissions.
4. Click OK.

7.7 Security Configuration
Security configuration includes IP address filtering, Onvif authentication, 802.1x, ARP protection, watermark, and
secure password.

7.7.1 IP Address Filtering
IP address filtering can ensure only certain source IP addresses can be used to access the NVR’s web interface.

1. Go to Menu > System > Security > IP Address Filtering.

Enable IP Address Filtering
Control Type
Start IP
End IP

No Start IP End IP Delete

2. Select Enable IP Address Filtering.
3. Configure the parameters.

Parameter Description

Control Type Blocklist: Access is forbidden if the IP is on the blocklist.

Allowlist: Access is allowed only when the IP is on the allowlist. If Allowlist is
selected but is empty, remote access will be forbidden.

Start IP/End IP Enter the start and end IP addresses. If you want to add only one IP address,
enter it in the Start IP field.

4. Click Add.

7.7.2 ONVIF Authentication
When Onvif authentication is enabled, a username and password will be required to access the NVR via Onvif.
This feature is enabled by default. Go to Menu > System > Security > ONVIF Auth.

128



Enable Authentication

Note: If enabled, a username and password will be required for access by ONVIF,

7.7.3 802.1x

802.1X can prevent unauthenticated devices from accessing the local area network.

@ Note:

¢ Only some NVRs support this function.
* You need to configure and enable this function on the network switch first.

e For multi-NIC devices, this feature will be disabled automatically if you change the NIC's working mode.
1. Go to Menu > System > Security > 802.1x.

Select NIC
Enable 802.1x
Protocol

EAPOL Version

Username dmin

Password

2. Choose the NIC. Skip this step if the device has only one NIC.
3. Select Enable 802.1x.
4. Configure the parameters.

Parameter Description
Protocol Default: EAP-MD5.
EAPOL Version Choose 1 or 2. It must be the same version configured on the network switch.
Username/Password Must be the username and password configured on the network switch.
5. Click Apply.

7.7.4 ARP Protection
The Address Resolution Protocol (ARP) dynamically maps an IP address to a MAC address. In a local area
network, ARP is necessary for devices to communicate with each other through MAC addresses. ARP attacks
exploit ARP vulnerabilities to forge IP addresses and MAC addresses. ARP protection can bind the gateway's IP
address and an MAC address to prevent ARP spoofing.

@ Note: For multi-NIC devices, this feature will be disabled automatically if you change the NIC's working
mode. For information about changing the working mode, see Network Configuration.
1. Goto Menu > System > Security > ARP Protection.
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Select NIC

Enable ARP Protection

Gateway

Gateway MAC Address

2. Choose the NIC. Skip this step if the device only has one NIC.
3. Select Enable ARP Protection.
4. Configure the parameters.

Parameter Description

Gateway Gateway you have configured in Menu > Network > Basic > Network.

Gateway MAC Address Custom: Enter the gateway's physical address in the network switch.

Auto: Automatically obtains the gateway's physical address in the network
switch.

5. Click Apply.

7.7.5 Watermark
Use the watermark function to encrypt custom information into video contents to prevent video tampering.
1. Go to Menu > System > Security > Watermark.

Select Camera D5(IP Camera 05)
OEnable Watermark

Watermark Content

Note: When enabled, watermark content is not displayed in live view or playback. To view watermark content, please download and play the
video on EZPlayer.

2. Choose the channel, and select Enable Watermark.
3. Enter the watermark contents.
4. Click Apply.

7.8 Hot Spare

When one of multiple working NVRs failed, the hot spare takes over to replace the faulty one. When the faulty
NVR recovered, it takes over the hot spare, and the hot spare transfers data stored during the downtime back to
the recovered NVR to ensure reliable and uninterrupted data storage.

Go to Menu > System > Hot Spare.

Normal Mode

On the NVR to be used as a working device, perform the steps to add a hot spare:
1. Click Custom Add.

2. Add a hot spare. You can enter the IP of the hot spare manually or search the network segment. The steps are
similar to the steps described in Add IPC.

3. Click Exit to return to the Hot Spare page to complete the setup.

Hot Spare Mode

On the NVR to be used as the hot spare, perform the steps:
1. Go to Menu > System > Hot Spare.

2. Select the Hot Spare mode.
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Working Mode O Normal (® Hot Spare

Working Device List

[P Address Connection Status Working Status

@ Note:
L]

Switching the working mode will restart the device. After the device is restarted, some of its
parameters will change.

e After a working device is switched to a hot spare, some of its functions are unavailable, and some
of its parameters are restored to the default settings.

¢ If multiple NVRs fail simultaneously, only one can be replaced by the hot spare; the rest wait for
backup.

8 Backup

This chapter introduces recording backup and image backup.

8.1 Recording Backup
Recording backup refers to backing up videos stored on the NVR’s hard disk to a USB storage device. It has the
following conditions:
e The USB storage device has been formatted to FAT32 or NTFS.
e Backup permission is required.
e The recording to back up is stored on a hard disk of the NVR.
e The storage device is connected correctly to the NVR.

@ Note:

e Recordings are backed up as .mp4 files by default.
¢ You can back up recordings in HD or SD mode.
Normal Video Backup
Normal video backup refers to backing up scheduled recording, manual recording, and event-triggered recording.
1. Go to Menu > Backup > Recording.
2. Select the desired camera(s). All cameras are selected by default.
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Recording

A Epa

12

20

& p28

& p36

£ D44

9 ps2

£ p60

Mnco
Start Time 2022-08-15 00:00:00
End Time 2022-08-15 23:59:59

Type

Event Type

VCA Type
File Type

Clarity

Search

3. Set search conditions, including the start time, end time, recording type, event type, VCA type, file type, and clarity
(HD or SD).

4. Click Search. Search results are displayed. The image from the first search result is displayed on the right side.

Click . to play the video.

Search Results

Ocamera ID Time Size Status Play
b1 2022-08-15 00:00:01--00:11:58 171.2MB “

b1 2022-08-15 00:11:58--00:29:37 254.4MB i"

b1 2022-08-15 00:29:37--00:47:16 254.4MB

L8

b1 2022-08-15 00:47:16--01:04:56 254.4MB
(b1 2022-08-15 01:04:56--01:22:35 254.4MB
(b1 2022-08-15 01:22:35--01:40:15 254.4MB
b1 2022-08-15 01:40:15--01:57:54 254.4MB
b1 2022-08-15 01:57:54--02:15:33 254.4MB
b1 2022-08-15 02:15:33--02:33:13 254.5MB

b1 2022-08-15 02:33:13--02:50:52 254.4MB

§ 8 I8 [}

b1 2022-08-15 02:50:52--03:08:32 254.5MB
b1 2022-08-15 03:08:32--03:26:11 254.4MB
b1 2022-08-15 03:26:11--03:43:50 254.4MB
b1 2022-08-15 03:43:50--04:01:30 254.5MB
b1 2022-08-15 04:01:30--04:19:09 254.4MB

b1 2022-08-15 04:19:09--04:32:57 199.4MB

Total: 5061 Page:1/51 &

Space required: 0.0 MB Backup All Backup Cancel

5. Choose a way to back up recording(s) as needed.
e Select the recording(s) you want to back up, and then click Backup.
e Orclick Backup All to back up all the recordings in the list.
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Partition USB-sdz4 Refresh

Location /

Modify Time Delete
ﬁ Previous Level 2022-08-15 04:34:04 =

I backup 2022-08-11 14:56:47

i CaptureReport 2022-07-26 20:09:20

59921MB
59999MB

New Folder Format Backup Cancel

6. Select the partition and storage path, and then click Backup. You can also create a new folder for the recording(s)
by clicking New Folder.

@ Note:

e Click Format to format the USB device. A USB device with more than 2TB capacity can only be
formatted to NTFS, with 2TB or less capacity can be formatted to NTFS or FAT32. Only certain NVRs
can format a USB device with more than 2TB capacity.

¢ During backup, a progress bar is displayed to indicate the progress (e.g., Exporting X/Y) , where X
indicates the current number being backed up, and Y indicates the total number of recordings. To
stop the backup, click Cancel.

e A backup file is named in this format: Camera ID_S recording start time_E recording end time.file
extension. For example, D1-520220823000400_E20220823003148.mp4, where S means the start
time, and E means the end time.

Video Clip Backup
Video clip backup refers to clipping a recording and saving it to a USB storage device.
1. Right-click and select Playback to go to the Playback page.
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Playback 2022 :00: 08 g ] " Ao 3
[BiIMax. Cam. 31 Close A Al N " < ¥

Camera Name
V1L

DI12(NS(2.11)
D13(N5(212)
D14(N5(213)
D15(N5(2.48 )
D16(N3(2.15)
D17(N5(2.16)
D18(N5(2.39)

D19(N5(2.19)

D20(N5(2.20)

D21(N5(212)

Normal Event

#I I‘ I

Video Retrieval > [m ox) ﬂ

Click to select HD or SD on the playback toolbar. The default is HD.
Select the desired camera to play the recorded video. CIick to clip the video during the playback. Click

to save the video clip.

Click [z to view the video clip in the Video Clip tab.
File Management
Video Clip  Playbacl
(Jcamera ID Clip Time Size
[DDb21 2022-08-15 06:00:01--06:02:25 34.5MB
[OD21 2022-08-15 06:02:25--06:20:03 254.1MB
[ODp21 2022-08-15 06:20:03--06:37:41 254.2MB
[ODp21 2022-08-15 06:37:41--06:55:19 254,1MB
D21 2022-08-15 06:55:19--07:12:53 254.1MB
D21 -08-15 07:12:53--07:30:30 254.1MB
D21 -08-15 07:30:30--07:48:08 254.2MB
[ODp21 -08-15 07:48:08--08:05:48 254.4MB

(Jb21 -08-15 08:05:48--08:23:26 254.4MB

(Jb21 -08-15 08:23:26--08:41:04 254.1MB

Mn21 15 08:41:04--08:58:42 254 3MB
Total: 14 Page:1/1 K < > » 1

Space required: 0.0 MB

Backup Cancel

5. Select the desired video clip(s) and then click Backup.

134



Partition USB-sdz4 Refresh

Location /

Modify Time Delete
ﬁ Previous Level 2022-08-15 04:34:04 =

W backup 2022-08-11 14:56:47

i CaptureReport 2022-07-26 20:09:20

59921MB
59999MB

New Folder Format Cancel

6. Select the partition and storage path, click Backup. Then the recordings are saved to the specified path on the
storage device. You can also create a new folder for the recording(s) by clicking New Folder.

8.2 Image Backup

Image backup refers to backing up images stored on the NVR’s hard disk to a USB storage device.

@ Note: The default format of image backup is *.JPG.

Normal Snapshot Backup

Normal snapshot backup refers to backing up scheduled snapshot, manual snapshot, and event-triggered
snapshot.

1. Go to Menu > Backup > Image.
Snapshot Backup

(@] b4

E&p12

20

D28

36

I paa

EJps2

& p60o

Pnce
Start Time 2022-08-15 00:00:00
End Time 2022-08-15 23:59:59

Image Type All

Search

Select the desired camera(s). All cameras are selected by default.
Set search conditions, including the image type, start time, and end time.

Click Search. Search results are displayed. The image displayed on the right is from the first result in the list by
default.
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Search Results

(Jcamera ID Time Size
D21 2022-08-15 00:00:35 161KB

!

Resolution: 1920 x 1080

Total: 1 Page:1/1

Space required: 0 KB Backup All Backup Cancel

@ Note: The image resolution depends on the resolution from the output interface and the number of
windows displayed when the snapshot is taken.
5. Choose a way to back up image(s) as needed.

e Select the desired image(s) you want to back up, and then click Backup.
e Or click Backup All to back up all the images in the list.

6. Select the partition and storage path, click Backup. Then the images are backed up to the specified path on the
storage device. You can also create a new folder for the image(s) by clicking New Folder.

Playback Snapshot Backup

Playback snapshot backup refers to backing up snapshots that are taken during playback to a USB storage device.
1. Go to the Playback page.
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DI12(NS(2.11)
D13(N5(212)

D14(N5(213)

D15(N5(2.48)

D16(N3(2.15)
D17(N5(2.16 )
D18(N5(239)

D19(N5(2.19)

D20(N5(2.20)

D21(N5(212)

Normal Event

0:0¢ 4:00 5:00 8:0 14:00

Video Retrieval Sl R 6 1 Bg 0O @ « x> D

Click to select HD or SD on the playback toolbar. The default is HD.
Select the desired camera to play the recorded video. Click to take a snapshot during the playback.
To view the saved snapshot(s), cIick.

File Management

lif Playback Snapshot

(Jcamera ID Time
(D21 2022-08-15 00:00:35

Resolution: 1920 x 1080

Total: 1 Page:1/1

Space required: 0 KB

Backup All Backup Cancel

5. Select the desired snapshot(s) and then click Backup.
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Partition USB-sdz4 Refresh

Location /

Modify Time Delete
ﬁ Previous Level 2022-08-15 04:34:04 =

I backup 2022-08-11 14:56:47

i CaptureReport 2022-07-26 20:09:20

59921MB
59999MB

New Folder Format Backup Cancel

6. Select the partition and storage path, and then click Backup. The snapshots are saved in the specified path on
the storage device. You can also create a new folder for the snapshot(s) by clicking New Folder.

9 Storage

Configure disk storage parameters.

@ Note: You can configure the storage mode under Camera > Encoding.

9.1 Recording Schedule
Make a recording schedule.
A 24/7 normal recording schedule is enabled by default. You can modify the schedule by drawing or editing as
needed.

Go to Menu > Storage > Recording Schedule. Select the camera for which you want to make a recording
schedule.

Select Camera D1(01)
&) Enable Schedule (JEnable Redundant Rec ording(Note: Please set at least one redun

Pre-Record(sec) Post-Record(sec) (]

Edit
Normal
Event
Motion

Alarm
Sat

Sun (R T S B B B

Holiday TR | Mor A
0 2 4 6 8 10 12 14 16 18 20 22 24

Mand A

None

(Note: Click a color on the right and then draw the schedule.)

Draw a Schedule
1. Select a recording type.
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Edit
Normal

Event

T T T T T T T T T

(e e e e e e |
S A i o o

Motion

ET]
AN [ N

[ T N | T
(e |
0 2 4 6 8 10 12 14 16 18 20 22 24

Sat
Mand A

Sun

Holiday Mor A

None

(Note: Up to 8 periods are allowed for each day.)

Recording Type Description

Normal Records video during specified time periods.

Event Records video in the event of an event-triggered alarm.

Motion Records video in the event of motion.

Alarm Records video in the event of alarm input. Configure Alarm Input first before
making an alarm schedule.

M and A Records video when motion and alarm input occur simultaneously.

M or A Records video when motion or alarm input occurs.

None No recording schedule.

2. Drag on the time schedule to specify time periods for the recording type. The figure below shows a recording
schedule with event recording from 18:00 to 24:00 on Monday and Tuesday, and normal recording during the rest
of the time.

Edit
[ nNormal

Event

B Motion
Alarm

Sat
Mand A

Sun

Holiday Mor A

(T [

0 2 4 6 8 10 12 14 16 18 20 22 24

None

(Note: Up to 8 periods are allowed for each day.)

3. Click Apply.

Edit a Schedule
1. Click Edit.
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Edit

Select Day Monday

All Day O Type Norma

00 & 00 <18 T 00 | Type Normal
18 2 > | 24 2 % Type Event

00 5 & = Type Normal
00 & < Type Normal
008 & ; < , | Type Normal
00, & & o Type Normal
00 = > ; Type Normal
00 C < C Type Normal

Copy To Mo OT1ue Owed OTthu O Fri (Jsat (Jsun DHOIi(Iuy

Cancel

2. Select a day.

Monday

Monday
luesday

Wednesday

Thursday

Friday

Saturday
Sunday

Holiday

@ Note: Before you select Holiday, go to System > Time > Holiday and complete the holiday settings.
3. Clear the All Day check box. As a 24/7 normal recording schedule is enabled by default, you cannot modify the
schedule unless All Day is unchecked.

4. Settime periods and the corresponding recording types.
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Select Day

All Day ]

00 C > | 18
18 & S| 24
00
00
00
00
00
00

Copy To

Edit

Monday

Type Normal
Type Normal
Type Event

Type Normal
Type Normal
Type Normal
Type Normal
Type Normal

Type Normal

OTue Owed OTthu O Fri (D sat Osun Holiday

Cancel

5. To apply the same settings to other days, select the desired day(s) after Copy To.

6. Click OK.

Sat

Sun

0 2 4

Edit
Normal

Event

- Motion

\:U Alarm

- Mand A
Holidoy I e e e e e e e e e e Mor A

6 8 10 12 14 16 18 20 22
None

(Note: Click a color on the right and then draw the schedule.)

7. Click Apply.

Other Settings

Item

Description

Pre-Record

The duration of video to be recorded before an alarm. The default value is 10s.

Post-Record

The duration of video to be recorded after an alarm. The default value is 60s.

Enable Redundant
Recording

Recording backup, stores recorded videos to redundant disks synchronously to
prevent video loss in case of read/write disk failure. You need to configure at least
one redundant disk before enabling redundant recording. See Disk Management
for details.

Audio Storage

Set whether to record audio. Audio is not recorded by default.

9.2 Snapshot Schedule

Make a snapshot schedule.

1. Go to Menu > Storage > Snapshot Schedule.
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Select Camera D1(01)

(JEnable Schedule (JEnable Redundant Snapshot

Edit

Normal
Event
Motion

Alarm

Sat
Mand A
Sun

Holiday Mor A
None

(Note: Click a color on the right and then draw the schedule.)

2. Select the camera for which you want to make a snapshot schedule.
3. Select the Enable Schedule check box.
4. Set the snapshot schedule. See Draw a Schedule and Edit a Schedule.

Snapshot Type Description

Normal Captures images during specified time periods.

Event Captures images in the event of an event-triggered alarm.

Motion Captures images in the event of motion.

Alarm Captures images in the event of alarm input. Configure Alarm Input first before

making an alarm schedule.

M and A Captures images when motion and alarm input occur simultaneously.
MorA Captures images when motion or alarm input occurs.
None No snapshot schedule.
5. Click Apply.
Other Settings
Item Description
Enable Redundant Snapshot backup, stores snapshots to redundant disks synchronously to prevent
Snapshot snapshot loss in case of read/write disk failure. You need to configure at least one
redundant disk before enabling redundant snapshot. See Disk Management for
details.
[E” Note: A redundant disk can be used for both recording backup and snapshot
backup.

9.3 Array

Configure RAID (Redundant Arrays of Independent Disks) to improve disk read/write efficiency and data security.

@ Note:

e RAID is only available on certain models, and the RAID types supported may vary with NVR model.
e Cannot create a RAID with local disks and disks in an expansion enclosure at the time.
e NAS and eSATA disks cannot be used to create arrays.
Currently 7 RAID types are supported: RAID O, RAID 1, RAID 5, RAID 6, RAID 10, RAID 50 and RAID 60. The number

of disks available to create different RAID arrays varies depending on the number of disks equipped with the
device. See the table below for details.
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RAID Type Number of Disks
RAID 0 2to 8
Note: The number of disks listed in the table below does not include global hot spare disks.
RAID Type Number of Disks
RAID 1 2
RAID 5 3to8
RAID 6 4to08
RAID 10 4 to 16 (must be an integer multiple of 2)
RAID 50 6to 16
RAID 60 8to 16

Before array configuration, enable RAID as follows:
1. Go to Menu > Storage > Array.
2. Select the Open RAID check box and click Yes in the pop-up dialog box.

Automatically Create an Array
Quickly create an array with one click.
1. Go to Menu > Storage > Array > Physical Disk.

EJopen RAID

Physical Disk

(JDisk No. Capacity(GB) Home Device Type NEIT Hot Spare
01 9293.75 Local Disk Common Disk Normal

@2 9293.75 Local Disk Common Disk Normal

03 9293.75 Local Disk Common Disk Normal

04 9293.75 Local Disk Common Disk Normal

as 3705.77 Local Disk Common Disk Normal

Oe 3705.77 Local Disk Common Disk Normal

a7 3705.77 Local Disk Common Disk Normal

Os 3705.77 Local Disk Common Disk Normal

09 9293.75 Local Disk Common Disk Normal

One-Click Create Create

Note: Creating an array with disks of different capacity causes waste of disk space.

2. Click One-Click Create, then the system automatically completes array creation based on the number of available
disks.

Number of Disks RAID Type
Available
2 RAID 1
23
RAID 5

If there are 4 or more disks available, a global hot spare disk will be created
automatically.

E? Note: A global hot spare disk can automatically replace a failed disk in any
RAID array to ensure stable array operation.

3. A message appears to prompt you the creation result. Click OK to complete the creation. Check the created array
under the Array tab.
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Open RAID

Note: Some recordings will be lost after a quick rebuild.

Manually Create an Array

Name

ARRAY1

ARRAY2

ARRAY3

ARRAY4

Array

Total(GB)
25937.79

22232.39
59525.50

44644.13

Status

Normal

Normal

Normal

Normal

Disks Hot Spare Disk  Rebuild

1,2,3,4,56,89 7 =

10,11,12,13,14,15... 7

1-1,1-3,1-4,1-6,1.. 1-2

1-8/1-13;1-14,1-15:1-2

Manually create a desired array. Take RAID 50 as an example.

@ Note:
[ ]

To avoid wasting disk resources, please make sure all disks are used to create arrays. Disks that are not
used to create arrays are unusable.

Delete

LEHS

None

None

None

None

¢ No global hot spare disk will be created automatically if you create arrays manually. To ensure
successful automatic array rebuilding and stable system operation, it is recommended to set a global
hot spare disk.

e The capacity of the global hot spare disk must not be less than that of the smallest disk in the array.

1. Go to Menu > Storage > Array > Physical Disk.

2. (Optional) Select a disk and click . to set it as a hot spare disk.

@ Note: If there are multiple arrays and you require highly stable arrays, you can configure multiple global
hot spare disks. When multiple arrays degrade, the global hot spare disks are used to rebuild them in
order of disk number. However, too many global hot spare disks may cause waste of disk resources, so

DOpen RAID

Physical Disk

ODisk No.

Ol4
(@7
Ol
04
05

Oe
a7
Os
09

please set them as required.

Capacity(GB)

9293.75

9293.95

9293.75

9293175

3705.77

3705.77

3705.77

3705.77

9293.75

Home Device

Local Disk

Local Disk

Local Disk

Local Disk

Local Disk

Local Disk

Local Disk

Local Disk

Local Disk

Type

Common Disk
Common Disk
Common Disk
Common Disk
Common Disk
Common Disk
Common Disk
Common Disk

Hot Spare Disk

Status:

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

One-Click Create

Note: Creating an array with disks of different capacity causes waste of disk space.

3. Click Create.
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Create Array

Name ARRAY1

Type RAID 50
Initialization Type

Number of Sub-array Disks 3

Note: The total number of selected disks must be an integer multiple of sub-array disks
M1 B2 M3 B4 5 e
Os 0O9 Ow O 0O12 13
Localibrk D14 0O15 Oise

Disk Enclosurel

Array Capacity (Estimated):14823.09GB

Cancel

4. Enter the array name and select the RAID 50 type.
5. Select the number of sub-array disks.

@ Note: This parameter is only available to RAID 50 and RAID 60 due to different array creation principles.
For example, RAID 50 is a combination of RAID 5 and RAID 0, and RAID 5 is the sub-array of it.

Type Number of Sub-array Disks Number of Disks Required

RAID 50 3to8 An integer multiple of the number of
subarray disks. RAID 50 requires at least 6
disks.

RAID 60 4to 8 An integer multiple of the number of
subarray disks. RAID 60 requires at least 8
disks.

6. Click OK. Check the created array under the Array tab.

Rebuild an Array
An array is in one of three states: Normal, Degraded, and Damaged. You can maintain disks in time by checking the
disk status to take advantage of the disk array and ensure the security and reliability of data storage.

@ Note: To be alerted when an array is degraded or damaged, you can configure alarm-triggered actions
under Menu > Alarm > Alert.
Go to Menu > Storage > Array > Array.

Array Status Description
Normal The array is functional.
Damaged The number of physical disks lost exceeds the allowable limit for this type of array

and the lost disks cannot be rebuilt.

Degraded A state between Normal and Damaged.
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@ Note: For example, in a RAID 5 array with 4 disks, the array is in Degraded state when 1 disk is lost, and in
Damaged state when 2 disks are lost.
e Automatically Rebuild an Array
A degraded array can be automatically rebuilt in ten minutes if a global hot spare disk is available and the
capacity of the global hot spare disk is not less than that of the smallest disk in the array.

@ Note: After rebuilding, replace the failed disk in time and set the replaced disk as a global hot spare to
ensure the stable operation of the array. See Manually Rebuild an Array for details.
e Manually Rebuild an Array
A degraded array can only be rebuilt manually if no global hot spare disk is available.

@ Note: Before you start, check if there is an available physical disk. If no, you need to replace the failed
disk.

1. Goto Menu > Storage > Array > Array.

2. Select the array to be rebuilt and click

Rebuild Array

Rebuild Mode Normal
Name

Type

Disks 1,2

Local Disk o UO10 0O12 0O12 0Oai3
O14 Oi1s Oais

Note:Some recordings will be lost after a quick rebuild. Rebuild mode can be
changed at any time during rebuilding

Apply Cancel

3. Select the rebuild mode and local disk. The Quick rebuild mode takes less time than the Normal rebuild
mode, but may result in data loss. Please select with caution.

4. Click Apply.

Delete an Array
Deleting an array will erase all data stored on it. Please handle with caution.

1. Go to Menu > Storage > Array > Array.

2. Click . for the array you want to delete. A confirmation message appears. Click Yes to confirm the deletion.

9.4 Disk Management

Configure disk usage and property, add external disks, and format disks.

@ Note:

e Before you start, make sure all disks are installed properly.

e Only admin can format disks and configure the disk property.
Go to Menu > Storage > Hard Disk.
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ONo. Total(GB) Free(GB) Status Type Usage Property Configure Operate

01 9293.75 9164.25 Normal Local Disk Recording/Snapshot Read/Write
02 9293.75 9164.25 Normal Local Disk Recording/Snapshot Read/Write
03 9293.75 9292.50 Normal Local Disk Recording/Snapshot Read/Write
D4 9293.75 9292.50 Normal Local Disk Recording/Snapshot Read/Write
s 3705.77 3704.50 Normal Local Disk Recording/Snapshot Read/Write
e 3705.77 3704.50 Normal Local Disk Recording/Snapshot Read/Write
07 3705.77 3704.50 Normal Local Disk Recording/Snapshot Read/Write
0s 3705.77 3704.50 Normal Local Disk Recording/Snapshot Read/Write
O1-7 14881.75 14880.50 Normal Disk Enclosur.. Recording/Snapshot Read/Write
O1-8 14881.75 14880.50 Normal Disk Enclosur.. Recording/Snapshot Read/Write
O NAs-1 14828.29 14812.92 Normal NAS Backup pshot —

[J eSATA-1 3726.02 3634.25 Normal eSATA Recording/Snapshot Read/Write

Current Storage Policy:Overwrite; Estimated Recording Days:Calculating...Please wait.

Refresh Format

Configure the Disk Usage and Property
Click . for the disk to edit.

No
Type
Usage

Property Read/Write

2. Select the usage and property. You can only configure the usage of NAS and eSATA.

Usage Description

Recording/Snapshot | Used to automatically store recordings or snapshots.

Backup Used to manually back up device related files, such as recordings/snapshots,
logs, configuration information, etc.

Property Description

Read/Write The disk supports recording/snapshot storage, recording playback and
snapshot retrieval.

Read Only The disk only supports recording playback and snapshot retrieval, and does
not support recording/snapshot storage.
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Property Description

Redundant Recordings and snapshots are saved to read/write disks and redundant disks
simultaneously.

E? Note: To view recordings and snapshots on a redundant disk, you need to
change the disk property to Read Only.

3. Click OK.

Add an External Disk

You can add external disks to the device, including NAS, eSATA, and disk enclosure. eSATA disks and disk
enclosures are automatically added when connected to the device. The following describes how to add a NAS.
1. Click Add.

Add Extended Disk

Usage Recording/Snapshot

Type NAS
Server Address

Directory

2. Enter the NAS server address and directory.
3. Click Add.

Format a Disk
Formatting a disk will erase all data stored on it. Please handle with caution.
1. Select the disk you want to format.
2. Click Format.
3. A confirmation message appears.
e Local disk: Click Yes.
e External disk: Select the files you want to format.

Other Operations
Click /[] to unmount/mount an eSATA disk.

9.5 Disk Group

You can group disks and allocate a disk group for videos and images from a specified camera to meet the
different storage duration requirements of cameras. Different arrays can be assigned to different disk groups.
See Space Allocation for details.
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@ Note:

e Redundant disks cannot be assigned to any disk group.

e Disk group information will be initialized if any disk in the group is formatted.
1. Go to Menu > Storage > Disk Group.
2. Select the Enable Disk Group check box.

Enable Disk Group

Disk List

Total(GB) Free(GB) NENH Type Property Disk Group

3705.77 3599.75 Normal Local Read/Write Disk Group 1
0.00 0.00 No Disk Local -

0.00 0.00 No Disk Local

0.00 0.00 No Disk Local

0.00 0.00 No Disk Local

0.00 0.00 No Disk Local

0.00 0.00 No Disk Local

0.00 0.00 No Disk Local

click Il

Disk Group

Disk Group Disk Group 1

3.
4. Select a disk group for the disk.
5. Click Apply.

9.6 Space Allocation

Allocate storage space for videos and images from a specified camera.
1. Go to Menu > Storage > Allocate Space.
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Select Camera D1(01)
Used Recording Space(G.. 31

Used Image Space(GB) 0
Select Group Disk Group 1
Disk Capacity 3705 GB free of 3705 GB

Group Capacity 3705 GB free of 3705 GB

Max Recording Space(GB) 0

Max Image Space(GB) 0

2. Select a camera, select a disk group for storage by the camera, and allocate storage space for videos and
images from this camera on the disk group.

Space Type Description

Recording Space Used to store first stream videos, smart snapshots, POS data, people flow data,
and heat map images.
[? Note: First stream video:

¢ [f the Storage Mode is set to Main and Sub Stream or Main and Third
Stream, the first stream is the main stream.

¢ If the Storage Mode is set to Sub and Third Stream, the first stream is
the sub stream.

Image Space Used to store common snapshots, such as snapshots captured by schedule or
manually.

3. Click Apply.
4. (Optional) Click Copy to apply the same settings to other camera(s).

9.7 Advanced Settings

Configure the storage policy when the storage is full.
1. Goto Menu > Storage > Advanced.

When HDD Full ® Overwrite ‘:'Stop

2. Select whether to overwrite the existing data or stop storage when the storage is full.
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When HDD Full Description
Overwrite The disk space is divided into allocated space and remaining space according to
whether the disk is used for storage by cameras.

e If a camerais not allocated storage space, it will use the remaining disk
space, and its oldest data will be overwritten when the remaining space is
used up.

[ Note: As the remaining disk space is variable and older recordings may
be overwritten due to insufficient storage space, please allocate
storage space with caution. For example, on a device with 20G disk
capacity and two cameras, if camera 1 is allocated 10G, camera 2 will
use the remaining 10G if it is not allocated storage space. In this case,
you can view the last 5 days of recordings from camera 2. However, if
you add a new camera to the device, there will be less storage space
available to camera 2, and fewer days of recordings can be viewed.

e If a camerais allocated storage space, its oldest data will be overwritten
when the allocated space is used up.

Stop This option is only effective to cameras that have been allocated storage space.

When enabled, if the allocated space of a camera is used up, new recordings/

snapshots will not be saved.

10 Alarm Configuration

Set alarm rules and alarm-triggered actions so as to alert users when an alarm occurs.

10.1 Motion Detection

Motion detection detects motions in specified grids on the image. An alarm is reported when detection rules are

triggered. icon appears in the upper right corner of the preview page when the alarm occurs.
1. Goto Menu > Alarm > Motion Detection.

2. Select the desired camera, and click Enable.
3. Set the detection area. The default is the full screen. You can adjust grid detection areas as needed.

e To erase grids, click or drag on grid areas.
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e To redraw grids, click Clear All, and then click or drag on blank areas to draw grids.
e To detect the full screen, click Full Screen.

@ Note: When a moving object is detected, the grids where the object appears on the left-side image are
filled by =
4. Drag the slider to adjust detection sensitivity. The higher the sensitivity, the more likely small motions will be
detected, and the more likely false alarms will occur. Set based on the scene and your actual needs.

5. Set the alarm-triggered actions and arming schedule. Click the corresponding . to go to the Trigger Actions
page and Arming Schedule page respectively. See Alarm-triggered Actions and Arming Schedule for details.

6. (Optional) To apply the same settings to other cameras, click Copy and select the desired parameter(s) and
camera(s).

7. Click Apply.

10.2 Tampering Detection
Tampering detection detects live video tampering. An alarm is reported when detection rules are triggered.
1. Go to Menu > Alarm > Tampering.

Tampering
Select Camera
Enable
Trigger Actions
Arming Schedule

Sensitivity

(Note: By default, tampering detection is effective to the full
screen.)

2. Select the desired camera, and click Enable. The tampering detection area is the full screen by default and
cannot be edited.

3. Dragthe slider to adjust detection sensitivity. The higher the sensitivity, the higher the detection rate, and
the higher the false alarm rate. Set based on the scene and your actual needs.

4. Set the alarm-triggered actions and arming schedule. Click the corresponding . to go to the Trigger Actions
page and Arming Schedule page respectively. See Alarm-triggered Actions and Arming Schedule for details.

5. (Optional) To apply the same settings to other cameras, click Copy and select the desired parameter(s) and
camera(s).

6. Click Apply.

10.3 Human Body Detection
Human body detection detects humans in a specified area. An alarm is reported when the detection rule is
triggered.
1. Go to Menu > Alarm > Human Body Detection.
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Tampering

Select Camera
Enable

Trigger Actions

Arming Schedule

Sensitivity

(Note: By default, tampering detection is effective to the full
screen.)

2. Select the desired camera, and click Enable.
3. Set the detection rule. Only 1 detection rule is allowed.

Click ., drag in the preview window to draw a rectangular detection area. Only 1 detection area is allowed.

@ Note: To redraw the detection area, select the set rule, and click . To delete the detection area, click

4. Drag the slider to adjust detection sensitivity. The higher the sensitivity, the more likely humans will be
detected, and the more likely false alarms will occur. Set based on the scene and your actual needs.

5. Set the alarm-triggered actions and arming schedule. Click the corresponding . to go to the Trigger Actions
page and Arming Schedule page respectively. See Alarm-triggered Actions and Arming Schedule for details.

6. (Optional) To apply the same settings to other cameras, click Copy and select the desired parameter(s) and
camera(s).
7. Click Apply.

10.4 Video Loss

A video loss alarm is reported when the NVR loses video signals from a camera.
1. Go to Menu > Alarm > Video Loss.
2.
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Video Loss

Camera ID Alarm Status Trigger Actions Arming Schedule
@ Enable

Enable

Enable

Enable

®
®
@ Enable
®
®

Enable
® Enable
@ Enable
® Enable
@ Enable
® Enable

® Enable

M Cnahla

Video loss alarm is enabled by default. To disable video loss alarm for a channel, cIickD, which then changes
to 4

. to go to the Trigger Actions
3. Set the alarm-triggered actions and arming schedule. Click the corresponding page and Arming Schedule

page respectively. See Alarm-triggered Actions and Arming Schedule for details.
4. (Optional) To apply the same settings to other cameras, click Copy and select the desired parameter(s) and
camera(s), and then click OK.

10.5 Alarm Input and Output

Configure alarm input and alarm output.

10.5.1 Alarm Input
Configure the alarm mode, arming schedule, and alarm-triggered actions for external alarm input devices.

The external alarm input devices include devices connected to the ALARM IN interfaces on the NVR and the
ALARM IN interfaces on the cameras. For example, access control devices.

1. Goto Menu > Alarm > Input/Output > Alarm Input.
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Alarm Input lar

Alarm Input Name. Alarm Status Alarm Type Edit Trigger Actions Arming Sched... Disarm by Switch Linked Channel

A<-1 Disable N.C. L]
A<- Disable N.O.
A<- Disable N.O.
A<- Disable N.O
Disable N.O.
Disable N.O.
Disable N.O.
Disable N.O.
Disable N.O.
Disable N.O.
Disable N.O

Disable

Nicahla

2. Select the alarm input channel to be set.

e A<-1: Arefers to the ALARM IN interfaces on the NVR, 1 means the first ALARM IN interface. Likewise, A <-2
means the second ALARM IN interface on the NVR. The number of ALARM IN interfaces may vary with NVR
model. See the device datasheet for specifications.

e D <-1: D refers to channels, the number means channel ID. D<-1 means the alarm input device is connected to
the ALARM IN interface of the camera whose channel ID is 1. Likewise, D <-2 means the alarm input device is
connected to the ALARM IN interface of the camera whose channel ID is 2. The number is not displayed if the
camera has no ALARM IN interface.

click [

Alarm Input

Alarm Input Enable

Alarm Input Name. A<-1

Alarm Type N.C.

Cancel
3.
configure alarm input parameters. After configuration, click OK.
Item Description
Alarm Input Select Enable to enable the alarm input.
Alarm Input Name The default name is the alarm input number. You may rename it as needed.
Alarm Type This item is applicable when Alarm Input is enabled. The default is N.O..

¢ N.O.: Choose this option if the alarm input device is normally closed. The
device opens the circuit to input an alarm, triggers the NVR to open the
alarm circuit and report an alarm.

¢ N.C.: Choose this option if the alarm input device is normally opened. The
device closes the circuit to input an alarm, triggers the NVR to close the
alarm circuit and report an alarm.

4. (Optional) Set one-key disarming.
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(1) To enable one-key disarm, select u in the Disarm by Switch column. When enabled, the configured
actions will not be triggered when A<-1 reports alarms.

(2) To apply one-key disarming to other channel(s), click . in the Linked Channel column, select the desired
channel(s) or All, and then click Apply.

5. Set the alarm-triggered actions and arming schedule. Click the corresponding . to go to the Trigger Actions
page and Arming Schedule page respectively. See Alarm-triggered Actions and Arming Schedule for details.

6. (Optional) To apply the alarm input parameters to other cameras, click Copy, and select the desired
channel(s) or Copy To, and then click OK.
7. Click Apply.

10.5.2 Alarm Output
Configure the alarm mode and arming schedule for external alarm output devices.

The external alarm output devices include devices connected to the ALARM OUT interfaces on the NVR and the
ALARM OUT interfaces on the cameras, such as alarm light and alarm bell.

1. Go to Menu > Alarm > Input/Output > Alarm Output.

Alarm Output

Alarm Output No. Default Status Arming Schedule

N.O.

N.O.

N.O

N.O

N.O.

N.O.

N.O.

N.O.

N.O

N.O

N.O.

N.O.

2. Select the alarm output channel to be set.

e A>-1: Arefers to the ALARM OUT interfaces on the NVR, 1 means the first ALARM OUT interface. A <-2
means the second ALARM OUT interface on the NVR, and so on. The number of ALARM OUT interfaces
may vary with NVR model. See the device datasheet for specifications.

e D >-1: D refers to channels, the number means channel ID. D->1 means the alarm output device is
connected to the ALARM OUT interface of the camera whose channel ID is 1. Likewise, D->2 means the
alarm output device is connected to the ALARM OUT interface of the camera whose channel ID is 2. The
number is not displayed if the camera has no ALARM OUT interface.
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click [l

Alarm Output

Default Status N.O.
Alarm Duration ® Custom O Maximum
Delay(s) 30
Relay Mode Bistable
Cancel
3.
configure alarm output parameters. After configuration, Click OK.
Item Description
Default Status Select the default status from the drop-down list. The default is N.O..
Item Description

¢ N.O.: Choose this option if the external device is normally open.
e N.C.: Choose this option if the external device is normally closed.

Alarm Duration/Delay(s) Set the alarm duration, that is, the length of time that an output alarm lasts

after the alarm is ended.

e Custom: When enabled, you can set the length of time as needed. After an
alarm is cleared on the NVR, the third-party alarm device continues alarm
till the end of the set duration.

[E? Note: The delay period supported by channels may vary. For most
channels, the valid range is 5 to 3600s. For certain channels, the valid
range is 1 to 3600s.

e Maximum: When enabled, you cannot set the delay period. The third-
party alarm device continues alarm until you clear it manually.

Relay Mode Set the relay mode, including monostable and bistable. The default is bistable.

[E? Note: Set relay mode to better adapt to third-party alarm devices such as
alarm lights. Please set the relay mode according to the trigger mode of
the third-party alarm device.

e Monostable: The circuit can only remain in one stable state. When a
trigger pulse is applied, the circuit switches to another state, and then
automatically switches back to the original stable state. The circuit will
repeat the same actions when the next trigger pulse arrives.

e Bistable: The circuit can remain in two stable states. When a trigger pulse
is applied, the circuit switches to another state, and remains in this state
after the trigger pulse is removed. When the next trigger pulse is applied,
the circuit switches back to the other stable state and remains in that
state.

4. Set the alarm-triggered actions and arming schedule. Click the corresponding . to go to the Trigger Actions
page and Arming Schedule page respectively. See Alarm-triggered Actions and Arming Schedule for details.

5. (Optional) To apply the alarm output parameters to other cameras, click Copy, and select the desired
channel(s) or Copy To, and then click OK.
6. Click Apply.

10.6 Thermal Imaging
This function measures body temperature based on infrared imaging, and is suitable for high traffic areas such as
hospitals, stations, and shopping malls.

@ Note: To use this function, please enable face detection in the visible light channel first. To perform face
recognition, please enable face comparison at the same time. See Face Detection and Face Comparison for
details.
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1. Add a thermal imaging camera.

(1) Go to Menu > Camera > Camera > Camera.
(2) Click Custom Add to go to the Add IP Camera page.

Add IP Camera

IP Address Status Qty Model
192.168.12.157 1 ALI-PT40-UAIS

Add Mode IP Address
Protocol Private

IP Address 192 . 168 .
Port 80

Username admin
Password

Total Camera Number

Search K Cancel

(3) Set the add mode to IP Address, select a protocol, enter the IP address, port, username, and password.
There are 2 channels in total, including a visible light channel and an infrared light channel.
2. Configure thermal imaging parameters.
(1) Go to Menu > Alarm > Thermal Imaging > Body Temperature Measurement.
(2) Select the infrared light channel, and enable Body Temperature Measurement.

@ Note: To use this function, please enable face detection first. See Face Detection for details.
(3) Set the black body position. Click ., drag to draw a bounding box on the left-side image.

@ Note: The size of the box should be the same as that of the highlighted part of the black body,
otherwise measurement results may be affected.
(4) Set the relevant parameters.

Item Description

Measurement Mode e Measure Internal Temperature: Calculated from the measured
body surface temperature by formulas.

e Measure Body Surface Temperature: Measured directly by the
thermal imaging camera.

Alarm Threshold An alarm occurs when the measured temperature exceeds the
86°F~113°F (30°C~45°C) | threshold. The default is the normal body temperature of 99.14°F (37.3
°C).
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Black Body Temperature |Set the same temperature as the black body temperature. 96.8°F (36
-40°F~302°F °C) is recommended. For more information, refer to the camera’s site
(-40°C~150°C) survey and commissioning guide.

Correction Temperature | Correct temperature measurement errors. Devices have been
14°F~50° F (-10°C~10°C) | calibrated before leaving the factory. You do not need to set the
correction temperature. If in harsh conditions, such as high or low
temperature, you

Item Description

may configure it according to the camera’s site survey and
commissioning guide.

Environment The environment temperature of the camera will affect the
Temperature 104°F~212° |temperature measurement results. The higher the environment
F (-40°C~100°C) temperature, the higher the measurement result. The system can

calculate the actual temperature automatically based on the entered
environment temperature. 77°F (25°C) is recommended.

(5) Set alarm-triggered actions in the Temperature Alarm page. See Temperature Alarm for details.
(6) Click OK.
3. View temperature measurement results.

In the preview page, click @E on the screen toolbar to go to the Epidemic Control page. Then you can view
the detailed information, including counting statistics, live video, realtime data, and history data.

Epidemic Control 7o Normal Caunt Abnormal Counts

17:25 2021-09-15

10.7 Temperature Alarm
An alarm occurs when the abnormal body temperature is detected.

@ Note:

¢ This function is only available for thermal imaging cameras.

e Before using this function, please enable body temperature measurement in the Temperature
Measurement page first. See Thermal Imaging for details.

1. Goto Menu > Alarm > Temperature Alarm > Body Temperature Alarm.

Select Camera

Abnormal Body Temperature Alarm

Trigger Actions

Arming Schedule

Note:To configure temperature measurement parameters, you need to go to Thermal Imaging page

2. Select the infrared light channel, and enable Abnormal Body Temperature Alarm.
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3. Set the alarm-triggered actions and arming schedule. Click the corresponding . to go to the Trigger Actions
page and Arming Schedule page respectively. See Alarm-triggered Actions and Arming Schedule for details.

4. Click OK.

10.8 Alert
Configure alert actions for device abnormal events. The NVR reports an alarm when an event occurs.
1. Go to Menu > Alarm > Alert.
2. Select an alert type from the drop-down list.
¢ |P Conflict: IP cameras use the same IP address on the network.
¢ Network Disconnected: An IP camera is offline.
¢ Disk Offline: No disk or a disk is not properly connected.
e High CPU Temperature: The CPU temperature of the NVR is too high.
e High Motherboard Temperature: The motherboard temperature of the NVR is too high.
e Disk Abnormal: A disk is in position but cannot work normally.
¢ lllegal Access: Incorrect username/password.
e Hard Disk Space Low: The disk space is about to use up.
e Hard Disk Full: The disk space has been used up.
e Array Damaged: The number of lost physical disks in an RAID exceeds the limit.
e Array Degraded: Some physical disks are lost in an RAID but the number of the lost disks is still below the

limit.
¢ Recording/Snapshot Abnormal: Videos/snapshots cannot be stored normally because the disk is offline or
abnormal.
3. Set the alert actions, including buzzer, sending email, and pop-up window. See Alarm-triggered Actions for
details.

4. Set the alarm output channel(s). You may select All, or select specified alarm output channel(s).

Alert Type IP Conflict
Buzzer

Send Email O

Pop-up Window (]

Alarm Output
Select Alarm Output No.
] A->1

A->2

A->3

A->4

Apply

5. Click Apply.
6. Repeat the above operations to configure alert actions for other events.

10.9 Audio Detection

Audio detection detects input audio signals. An alarm is reported when an exception is detected. Make sure an
audio collection device (e.g. sound pickup) is connected, and audio detection is enabled. See Audio Configuration
for details.
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1. Go to Menu > Alarm > Audio Detection.

Audio Detection

CUlleﬂt Camera
Enable

Trigger Actions

Arming Schedule
Detection Type

Difference

Apply

Sudden Rise

e S —— S —

2. Select the desired camera, and click Enable.

3. Set the alarm-triggered actions and arming schedule. Click the corresponding . to go to the Trigger Actions
page and Arming Schedule page respectively. See Alarm-triggered Actions and Arming Schedule for details.

4. Set audio detection rules.

Item

Description

Detection Type

Select an audio detection type from the drop-down list.

Sudden Rise: An alarm occurs when the rise of volume exceeds the set
value.

Sudden Fall: An alarm occurs when the fall of volume exceeds the set
value.

Sudden Change: An alarm occurs when the rise or fall of volume exceeds
the set value.

Threshold: An alarm occurs when the volume exceeds the set threshold.

Difference/Threshold

Drag the slider to adjust the difference and threshold.

The difference between two sound volumes. An alarm occurs when the
rise or fall of volume exceeds the difference (range: 0-400). This item is
applicable when the detection type is Sudden Rise, Sudden Fall, or Sudden
Change.

Threshold: The limit value of volume. An alarm occurs when the detected
volume exceeds the set value (range: 0-400). This item is applicable when
the detection type is Threshold.

5. Click Apply.

10.10 Buzzer

Configure the alarm duration of the buzzer on the NVR.

1. Go to Menu > Alarm > Buzzer.
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Alarm Duration O Maximum ® Custom

Custom Duration(sec) 1

2. Set the alarm duration. The default is 30s.

e Maximum: When enabled, you cannot set the alarm duration. When an alarm occurs, the buzzer will
alarm continuously until the alarm ends.

e Custom: When enabled, you can set how long the buzzer will alarm after it is triggered. The valid range is
from 1 to 600(s). When an alarm occurs, the buzzer will alarm continuously within the alarm duration,
and stop automatically if the alarm ends first within the duration.

@ Note: To stop a buzzer alarm manually, right-click in the preview window, select Manual > Buzzer. See
Buzzer for details.
3. Click Apply.

10.11 People Present Alarm
An alarm occurs when the number of people present in a specified area exceeds the set threshold.
@ Note: To use this function, make sure that people flow counting is supported by the camera and is enabled
in the VCA page. See People Flow Counting for details.

Configure People Present Alarm
1. Goto Menu > Alarm > People Present Alarm.
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People Present Alarm

Select Camera

Trigger Actions

Arming Schedule

Enable (]

People Present Alarm Threshold 100

Note: To use this function, please ensure that people flow counting is supported by the
camera and is enabled in the VCA page.

Apply

2. Select the desired camera, and click Enable.
3. Set the alarm-triggered actions and arming schedule. Click the corresponding . to go to the Trigger Actions
page and Arming Schedule page respectively. See Alarm-triggered Actions and Arming Schedule for details.

4. Set the people present alarm threshold, which is the maximum number of people allowed in the monitored
area. An alarm occurs when the number of people present exceeds the threshold. The valid range is from 1 to

100,000.
5. Click Apply.
View Data

In the preview page, select People Flow Counting from the drop-down list in the upper right corner, then you
can view the number of people entered, left, and present.

@ &0 & v &

People EddenedAllowed

People Exited Inside @
(4

10.12 One-Key Disarming
Cancel alarm-triggered actions of NVRs or IPCs with one click.
NVR Disarming
1. Go to Menu > Alarm > One-Key Disarming > NVR Disarming.
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NVR Disarming C Disarmin

Disarming Mode ® off

O Disarm by Schedule

O Disarm Once

2. Select a disarming mode and configure parameters.
e Off: Disarming is disabled on the NVR.
e Disarm by Schedule: The NVR is disarmed during specific time periods per week.
Disarming Mode QO off

Disarm by Schedule

O Disarm Once

Disarm EAn

(I Buzzer £ send Email DPoprup Window

(1) Click . right to Disarm by Schedule, and set the disarming periods. Click OK to return to the NVR
Disarming page.

@ Note:

¢ Up to 4 disarming periods during one day are allowed.

e To apply the same disarming schedule to other days, select All or the intended day(s), and
click OK.
(2) Select actions to be disarmed. The default is all actions. See Alarm-triggered Actions for details.
e Disarm Once: The NVR is disarmed during a specified time period.

Disarming Mode O off
O Disarm by Schedule
Disarm Once
Disarming Time 2022-08-10 18:48:53 i To 2022-08-11 02:48:53
Disarm BAn

(I Buzzer (9 send Email DPoprup Window I preview

(1) Select Disarm Once, and set the disarming start time and end time.
(2) Select actions to be disarmed. The default is all actions. See Alarm-triggered Actions for details.
3. Click Apply.

IPC Disarming
1. Go to Menu > Alarm > One-Key Disarming > IPC Disarming.
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IPC Disarming

Select Camera D2

Disarming Mode ® off

O Disarm by Schedule

O Disarm Once

2. Select the desired camera.
3. Select a disarming mode and configure parameters.
e Off: Disarming is disabled on the IPC.
e Disarm by Schedule: The IPC is disarmed during specific time periods per week.
Select Camera D2
Disarming Mode Q off

Disarm by Schedule

O Disarm Once

Click . right to Disarm by Schedule, and set the disarming periods. Click OK to return to the IPC
Disarming page.

@ Note:
[ ]

Up to 4 disarming periods during one day are allowed.

e To apply the same disarming schedule to other days, select All or the intended day(s), and click
OK.

e Disarming by schedule will cancel all the actions configured on the IPC’s web interface by default.
You can modify the settings on the IPC’s web interface.
e Disarm Once: The IPC is disarmed during a specified time period. Select Disarm Once, and set the
disarming start time and end time.

Select Camera D2
Disarming Mode O off
O Disarm by Schedule

Disarm Once

Disarming Time 2022-08-10 18:49:41 2022-08-11 02:49:41

4. (Optional) To apply the same settings to other cameras, click Copy and select the desired camera(s).
5. Click Apply.

10.13 Manual Alarm

Trigger or clear an alarm output manually.

@ Note: Manual alarm has the highest priority.
Manual Alarm
1. Right-click and select Manual > Manual Alarm.
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Manual Alarm

[Oselect Trigger
OA->1 ® VYes

OA-> ® No
OA-> ® No
DA No
OA->5 No
OA-> No
OA-> No
OA->

A

Trigger

2. Trigger or clear alarm(s) manually.
o Trigger: Select the channel(s) to be triggered and click Trigger, and then n changes tD

e Clear: Select the channel(s) to be cleared and click Clear, and then m'anges to u

Buzzer
1. Right-click and select Manual > Buzzer.

Manual

Buzzer

(JDevice Name Device Status

(O Buzzer ® Stop

2. To stop the buzzer, select the buzzer (in Started status) and then click Stop.

11 System Maintenance

View system operation status to ensure stable system operation.

11.1 System Info

View the basic information and operation status of the device.

11.1.1 Basic Info
View the basic information of the device, including NVR model, firmware version, build date, etc.
1. Go to Menu > Maintenance > System Info > Basic Info. View the basic information of the device.
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Basic Info

Basic Info

Build Date

Operation Time ) D ur(s) 53 Minute(s)

Scan the QR code to download and install the app, and use the app to scan the code again to add the device

Parameter Description
Model NVR model.
Product Configuration Product configuration, which can be the maximum number of channels

or product series, for example, 128 means up to 128 cameras can be
connected; 8-X means X Series and can connect up to 8 cameras.

Serial No. Serial number.

Firmware Version Firmware version of the NVR.

Build Date Release date of the current firmware version.

Operation Time Length of time the NVR has been operating since the latest startup.

2. Scan the QR code to download the app and manage the NVR on a mobile phone.

11.1.2 Camera Status
View camera status information.

Go to Menu > Maintenance > System Info > Camera. View camera information including name, online/offline
status, event type and status.
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Camera
Camera ID Camera Name NENH Motion Tampering  Video Loss  Audio
D1 D016M2250 Online Triggered Off Off
D2 400W Online On Off Off
D3 N5 Online Triggered Off Off
D4 \E] Online Triggered Off Off
D5 Online Triggered Off Off
D6 247 Online Triggered Off Off
D7 N5(2.5) Online Triggered Off Off
D8 N5SMD Online Triggered Off Off
D9 N5(2.7) Online On Off Off
D10 N5(2.9) Online On Off Off
D11 D1822247 Online Triggered Off Off

D12 N5(2.11) Online On Off Off

11.1.3 Recording Status
View the recording status and encoding parameters of the connected cameras.

Go to Menu > Maintenance > System Info > Recording. View recording information including recording type,
recording status, diagnosis, and encoding parameters.
Cam: Recording n Dis}

Camera ID  Camera Name Type Status Diagnosis Stream Type Frame Rat... Bit Rate(K... Resolution
D1 D016M2250 Event Ongoing Normal Main and Third ... 30 2006 1920X1080
D2 400W Normal Ongoing Normal Main and Sub S... 30 3769 1920X1080
D3 N5(2.50) Event Ongoing Normal Main and Third ... 30 1710 1920X1080
D4 N3 Event Ongoing Normal Main and Third ... 12 PLED] 2880X1620
D5 Event Ongoing Normal Main and Third ... 25 4211 2880X1620
D6 247 Event Ongoing Normal Main and Third ... 30 1522 1920X1080
D7 N5(2.5) Event Ongoing Normal Main and Third ... 30 649 1920X1080
D8 N5SMD Event Ongoing Normal Main and Third ... 25 2880X1620
D9 N5(2.7) Normal Ongoing Normal Main and Sub S... 20 2304X1296
D10 N5(2.9) Normal Ongoing Normal Main and Third ... 30 1920X1080
D11 D1822247 Event Ongoing Normal Main and Third ... 30 1920X1080

D12 N5(2.11) Normal Ongoing Normal Main and Third ... 30 1920X1080

11.1.4 Online User
View the logged-in users, and force non-admin users to log out of the NVR when necessary.
1. Goto Menu > Maintenance > System Info > Online User.




Online User D
Username IP Address Login Time
admin 127.0.0.1 2022-08-15 16:18:19

admin 202.5.1.138 2022-08-15 16:18:00

Logout

2. Choose a non-admin user and then click Logout.

Note: Only admin can manage user permissions.
11.1.5 HDD Status
View the status and property of HDDs on the NVR.

Go to Menu > Maintenance > System Info > Disk. View hard disk information including the total capacity, free

space, status, manufacturer, and property.
Disk lo

Total(GB) Free(GB) NEH Manufacturer Property

7431.79 7284.25 Normal SEAGATE Read/Write
7431.79 7293.00 Normal SEAGATE Read/Write
7431.79 7412.75 Normal SEAGATE Read/Write
7431.79 7412.25 Normal SEAGATE Read/Write
7431.79 7413.75 Normal SEAGATE Read/Write
7431.79 7411.25 Normal SEAGATE Read/Write
7431.79 7412.75 Normal SEAGATE Read/Write
7431.79 7407.75 Normal SEAGATE Read/Write
3705.77 3700.50 Normal SEAGATE Read/Write
3705.77 3701.75 Normal TOSHIBA Read/Write
3705.77 3704.00 Normal SEAGATE Read/Write
3705.77 3703.50 Normal SEAGATE Read/Write

Total Capacity(GB) 553983.90

Free Space(GB) 543602.00

11.1.6 Decoding Card Status
View decoding card status. Only certain NVRs support this function.

Go to Menu > Maintenance > System Info > Slot Status. View the slot type, number of video outputs, and video
output status.




Slot Status

Video Output NEWH

3 Normal

11.2 Network Information
View network information including network traffic, network latency, packet loss rate, and network status.
11.2.1 Network Traffic

View network interface card (NIC) information including connection status, physical address, MTU, NIC type, and
real-time traffic.

1. Go to Menu > Maintenance > Network Info > Network Traffic.

Network Traffic

512Mbps

Send:17.50Mbps Receive:398.49Mbps
Connection Status MAC Address MTU NIC Type
® Connected 6c:f1:7e:85:6e:f2 1500 1000M Full-Duplex

® Disconnected 6c:f1:7e:85:6e:f3 1500 10M Half-Duplex
® Connected 6c:f1:7e:85:6e:f4 1500 100M Full-Duplex

® Disconnected 6c:f1:7e:85:6e:f5 1500 10M Half-Duplex

2. Choose an NIC to view the real-time network traffic.

11.2.2 Packet Capture

Capture, view, and save network packets for network security and troubleshooting.
1. Go to Menu > Maintenance > Network Info > Packet Capture.
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raffi Packet Capture

Partition USB-sdz4 Refresh

®All O Specify OFilter

Select Port

@Al O specify  OfFilter
Select IP
Packet Size(Bytes)

NIC1 IPAddr PacketBackup Open
NIC1 206.2.2.62

NIC2 192.168.2.30

NIC3 192.168.1.102

Choose a partition to save the captured packets.

Specify ports and IPs.

e All: Capture packets of all the ports and IPs connected to the device.
e Specify: Capture packets of the specified ports and IPs.

e Filter: Capture packets except that of the specified ports and IPs.
Set the packet size. The default is 8192 Bytes, and the range is [0-8192].

Click . for the NIC to start capturing packets.

@ Note: A progress bar appears. To cancel the task, click Cancel.

View the captured data.

When the task is completed, the captured data are saved to the root directory of the USB storage device, and the
Backup page appears, showing the file containing the captured packets. You may also click Open to open the
Backup page.

Partition USB-sdz4 Refresh

Location /
Modify Time Delete
ﬁ Previous Level 2022-08-15 12:25:50 —

i backup 2022-08-11 14:56:47
i CaptureReport 2022-07-26 20:09:20

! eth0_20220815_163632.pcap 100.1MB 2022-08-15 16:36:34

59821MB
59999MB

New Folder Format Cancel
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@ Note:

The device cannot capture packets if a capturing task is already started on the Web client.
¢ The file containing the captured packets is named in this format: NIC_YYYYMMDD_hhmmss.pcap,
for example, eth0_20220815_163632.pcap.
e When PPPoE dial-up succeeded, a virtual NIC appears in the NIC list. You can also capture packets of
the NIC.
11.2.3 Network Check
Monitor the network traffic, network latency, packet loss rate, etc.
Configure Network Check
1. Go to Menu > Maintenance > Network Info > Network Check.
2. Select the Select Channel checkbox, select the channel(s) you want to monitor. Up to 5 channels are allowed.
3. Select the Test Address checkbox, and then enter the address you want to test. You may enter an IP address
or a domain name. Up to 2 IP addresses (separated with a semicolon) are allowed.
4. Choose the test duration. The system will test the network status during this time. Options are 30s (default),
1 min, 5 min, 10 min, 30 min, and 1 hour.
5. Set the size of test packets. The default is 1500 Bytes. The range is [64-4000]. Set according to the actual
network condition.

(J Select Channel D1(D016M2250),D2(400W-( 2.41 ) )

EJ Test Address 206.2.2.250
Test Duration 30s

Test Packet Size(Bytes)

Test Result

Currently Displayed

Chart (2) Packet Loss Rate () Network Latency

6. Click Test to test the packet loss rate and network latency.

View Test Results
If the test is successful, the system saves test data and shows the packet loss rate and network latency. If the test
failed, the test result shows “The destination is unreachable”.

@ Note: If you click Stop Test before the test is completed, the system will save the existing test data and
show the test result.
1. You can click the Currently Displayed drop-down list to choose the channel or address
to be tested.
2. Click Packet Loss Rate or Network Latency to view the test result. ¢ Packet loss rate

Test Result
Currently Displayed D1(D016M2250)

Chart (® Packet Loss Rate O Network Latency

Packet loss occurred. Please check network.

¢ Network latency
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Test Result
Currently Displayed D1(D016

Chart Packet Loss Rate (® Network Latency

8 ms

Packet loss occurred. Please check network.

Export Test Results
1. Click Export. The Backup page appears.
2. Choose the destination path, click Backup to export test results to the external storage device.

3. The exported file is a .tgz package, including ping logs of all the test objects and one summary file. See the
examples below. Exported files

=| ping_206.2.2.140.log

- ping_206.2.2.100.log
| ping_206.2.2.67.log
=] ping_206.2.2.21.log
| ping_206.2.2.9.log
= ping_206.2.2.7.log
=| ping_206.2.2.5.log
ﬂir;ping.csv

e Exported report

A B [ D E F G H I I K L. LS il o] 154

1 |Test Item No. Section 1 Section ZSection ZSection ¢Section £Section €Section 7Section £Section £Section 1Section 1Section 1Section 1Section 1Section 1Se
2 Chl 1. LossPkt: O ;AvLossPkt: LossPkt: LossPkt: LossPkt: LossPkt: 0 ;AvgRtt: 0.561200 ms;TimeNow: 2022-08-17 13:57:10
3 [Chl 2. LossPkt: O ;AvLossPkt: LossPkt: LossPkt: LossPkt: LossPkt: 0 ;AvgRtt: 1.199800 ms;TimeNow: 2022-08-17 13:57:10
4 [Chl 3. LossPkt: 0 ;AvLossPkt: LossPkt: LossPkt: LossPkt: LossPkt: 0 ;AvgRtt: 0.546800 ms;TimeNow: 2022-08-17 13:57:10
5 Chl 4. LossPkt: 0 ;AvLossPkt: LossPkt: LossPkt: LossPkt: LossPkt: O ;AvgRtt: 0.716800 ms;TimeNow: 2022-08-17 13:57:10
6 Chl 5. LossPkt: 0 ;AvLossPkt: LossPkt: LossPkt: LossPkt: LossPkt: O ;AvgRtt: 1.064200 ms;TimeNow: 2022-08-17 13:57:10
7 1206.2.2.21. LossFkt: O ;AvLossPkt: LossPkt: LossPkt: LossPkt: LossPkt: 0 ;AvgRtt: 1.009200 ms;TimeNow: 2022-08-17 13:57:10
8 206.2.2.67. LossPkt: 0 ;AvLossPkt: LossPkt: LossPkt: LossPkt: LossPkt: 0 ;AvgRtt: 1.223000 ms;TimeNow: 2022-08-17 13:57:10
9
10
11
12
13
14
15
16
LT
ping ) < >

11.2.4 Network Status
View network parameters of an NIC.
Go to Menu > Maintenance > Network Info > Network. Choose an NIC to view its network parameters.
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Select NIC

IPv4 Obtainment Mode
IPv4 Address

IPv4 Subnet Mask

IPv4 Default Gateway
IPv6 Obtainment Mode
IPv6 Address

IPv6 Prefix Length
IPv6 Default Gateway
Preferred DNS Server
Alternate DNS Server
Default Route

Enable PPPoE

PPPoE Address

PPPoE Subnet Mask

PPPoE Default Gateway

Network

NIC1

Static

206.2.2.62
255.255.255.0

206.2.2.1

Router Advertisement
fe80::6efl:7eff:fe85:6ef2

64

206.10.5.39
8.8.4.4
NIC1

Off

0.0.0.0
0.0.0.0
0.0.0.0

11.2.5 Network Resource Statistics

View bandwidth usage.

Go to Menu > Maintenance > Network Info > Network Statistics

Type

IP Camera

Remote Live View
Remote Playback

Idle Receive Bandwidth

Idle Send Bandwidth

Note:

e When idle receive bandwidth is low, cameras cannot get online.

Network Statistics

Bandwidth
360Mbps
2048Kbps
Obps
408Mbps

766Mbps

. Bandwidth usage is displayed.

e When idle send bandwidth is low, live view, playback, and recording download will fail.
11.2.6 PoE and Network Port Status

View connection status of PoE ports or network ports. This function is applicable to NVRs with PoE ports or

network ports.

Go to Menu > Maintenance > Network Info > PoE Port Status or Network Port Status. The port connection
status is displayed. Blue means the port is in use. For PoE device, you may also view power information.
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11.3 Log Search

Logs contain information about user operation and device status. You can use logs to keep track of device
operation status and view detailed alarm information.

Log Search
1. Go to Menu > Maintenance > Log.

Log 2022-08-15 00:00:00
End Time 2022-08-15 23:59:59
Main Type Operation
Sub Type All Types

Username Operation Time Camera ID Main Type Sub Type
admin 2022-08-15 16:53:30 D111 Operation Playback/Download

admin 2022-08-15 16:52:33 Operation Quick Search IP Camera
admin 2022-08-15 16:52:33 Operation Login

admin 2022-08-15 16:50:01 Operation Logout

admin 2022-08-15 16:43:05 Operation Start Network Test
admin 2022-08-15 16:41:26 Operation Start Network Test
admin 2022-08-15 16:33:55 Operation Quick Search IP Camera

admin 2022-08-15 16:33:55 Operation Login

>

v

Log Backup

2. Set the start time, end time, main type and sub type.
3. Click Search.

Click D to view log details.
Log Details

Username admin

Operation Time 22-08-15 16:53:30

[P 127.0.0.1

Camera ID D111

Type Operation--Playback/Download

Description

N ," A

4.
Playback

Click . to view the video recorded at the current log time.
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Playback

17-08-2022 14358 :56
— - m

206,

» *' é

@ Note:

e This feature is not available to certain log types.
The video is 11 minutes long (1m before and 10m after alarm).

Log Backup

Click Backup. The Backup page appears. Choose the destination path, click Backup to save the logs to the

external storage device.

11.4 System Backup

Back up system configuration and device diagnosis information.

11.4.1 System Backup
Import, export, and delete system configurations.

System Backup
USB-sdz4

/

Partition

Location

Name
ﬁ Previous Level

i backup
i CaptureReport

! eth0_20220815_163632.pcap 100.1MB

59821MB

59999MB

Export

New Folder Import Configurat

Go to Menu > Maintenance > Backup > System Backup.

Refresh

Modify Time Delete

2022-08-15 12:25:50 =
2022-08-11 14:56:47
2022-07-26 20:09:20

2022-08-15 16:36:34
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Perform the following operations as needed:

e Import configurations: Choose the *.xml file in the directory list, click Import Configuration, and then confirm
to import the configuration file.

e Export configurations: Choose the destination in the directory list, click Export Configuration. Then a *.xml
file containing the exported configurations is generated in the specified folder later.

@ Note:
[ ]

Caution: The device will restart after you import configurations. If power is disconnected during the
process, the system will be unusable.

e Only admin can import or export configurations.

e Delete: Choose the folder or file to be deleted, click . = means the folder or file cannot be deleted.

@ Note: Caution: Deleted files cannot be recovered.

e Create folder: Choose the destination path in the directory list, click New Folder, enter a folder name to
create the folder.

e Refresh: Click the Refresh button to refresh the list.

11.4.2 Diagnosis Info
View and back up diagnosis information of the NVR and the connected cameras. The NVR keeps 14 days of
diagnosis information and overwrites the earliest when the storage is full.
Go to Menu > Maintenance > Backup > Diagnosis Info.

NVR Diagnosis Info
1. Choose NVR as the device type.

ku Diagnosis Info

Device Type NVR

Current Diagnosis Info Export

ONo, History Diagnosis Info File Size Modify Time
01 NVR_Log_20220814235900.tgz 3645KB 2022-08-15 00:00:00

02 NVR_Log_20220813235900.tgz 3442KB 2022-08-14 00:00:00
03 NVR_Log_20220812235900.tgz 2997KB 2022-08-13 00:00:00
04 NVR_Log_20220811235900.tgz 2369KB 2022-08-12 00:00:00
0s NVR_Log_20220810235900.tgz 3434KB 2022-08-11 00:00:00
06 NVR_Log_2022080923590 4932KB 2022-08-09 22:00:00

07 NVR_Log_20220808235900.tgz 4608KB 2022-08-08 22:00:00

0s NVR_Log_20220807235900.tgz 4658KB 2022-08-08 00:00:00

09 NVR_Log_20220806235900.tgz 4509KB 2022-08-07 00:00:00
1o NVR_Log_20220805235900.tgz 4380KB 2022-08-06 00:00:00

Ou NVR_Log_20220804235900.tgz 4147KB 2022-08-05 00:00:00

Backup

2. Export NVR diagnosis information.
e Current Diagnosis Info: Diagnosis information since the latest startup. Click Export to export diagnosis
information to the external storage device.
e History Diagnosis Info: All the history diagnosis information in the list. Select the desired item(s), click
Backup. On the Backup page, choose the destination path, click Backup.

Camera Diagnosis Info
1. Choose IPC as the device type.
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1ckuy Diagnosis Info

Device Type
Select Camera

Current Diagnosis Info Export

ONo. History Diagnosis Info File Size Modify Time

D1 IPC_Log_Chl1_20220814235900.tgz 1412KB 2022-08-15 00:05:00
02 IPC_Log_Chl1_20220813235900.tgz 1417KB 2022-08-14 00:05:00

(WE] IPC_Log_Chl1_20220812235900.tgz 1463KB 2022-08-13 00:05:00

Backup

2. Choose the desired camera from the list.
3. Export diagnosis information of the selected camera.

e Current Diagnosis Info: Diagnosis information since the latest startup. Click Export to export diagnosis
information to the external storage device.

¢ History Diagnosis Info: All the history diagnosis information in the list. Select the desired item(s), click
Backup. On the Backup page, choose the destination path, click Backup.

11.5 Restore System
Restore default system settings.
1. Goto Menu > Maintenance > Restore.

Default Restore all factory default settings except network and user settings.

Factory Default Restore all factory default settings

2. Choose Default or Factory Default as needed. A message appears. The NVR will restart and restore the
default settings after you confirm. Choose a method according to your actual needs:

¢ Restore: Restore default settings except network settings, user settings, and time settings.
e Factory Default: Restore all default settings.

@ Note: Either option will not delete the recorded videos and operation logs.

11.6 Auto-Function

The device can restart or delete files automatically at the preset time. Only admin can perform this operation.
1. Go to Menu > Maintenance > Auto-Function.
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Auto-Function

Auto-Restart System Never

Auto-Delete File(s) Never day(s) ago

Note: Auto-Delete File(s) automatically deletes recordings and images saved on hard disk

2. Configure the parameters.
e Auto-Restart System: The system restarts automatically at the set time.

e Auto-Delete File(s): The system automatically deletes videos and images saved on the hard disk. Range: 1-
240.

3. Click Apply.

11.7 System Upgrade
Upgrade the firmware of the NVR and the connected cameras.
Two upgrade methods are available. The device will restart after the upgrade is completed.
e Cloud upgrade: Upgrade through the cloud server.
e Local upgrade: Upgrade using the upgrade files saved in a USB storage device.

@ Note:
[ )

Make sure the device is always connected to power and network during the upgrade. Use an
Uninterrupted Power Supplies (UPS) if necessary.

e Before you start a cloud upgrade, make sure the DNS server is functional. Go to Menu > Network >
Basic > Network. See Network Configuration for detailed information.

¢ The cloud upgrade speed is limited by the network transmission speed.
11.7.1 NVR Upgrade
Upgrade the firmware of the NVR.
1. Go to Menu > Maintenance > Upgrade > NVR Upgrade.
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NVR Upgrade

O Local Upgrade

® Cloud Upgrade

Check for Update

2. Choose Cloud Upgrade or Local Upgrade. ¢ Cloud Upgrade

Click Check for Update. The system checks for updates.

e |f updates are available, the new version number and its build date are displayed. Click Upgrade to

start.
e If no updates are available, the system indicates that the current version is already the latest. ¢

Local Upgrade
Select the upgrade file in the USB storage device, click Upgrade to start.

@ Note: If the upgrade failed, the failure cause will be displayed, and the device will restart
automatically. Fix the problem and then try again.

NVR Upgrade

Disk Type O Cloud Upgrade ® Local Upgrade
Refresh

Partition USB-sdz4

Location /
Name Modify Time Delete
il Previous Level 2022-08-15 12:25:50
I backup
- CaptureReport

B ¢th0_20220815_163632.pcap

2022-08-11 14:56:47
2022-07-26 20:09:20

100.1MB 2022-08-15 16:36:34

Upgrade

11.7.2 IPC Upgrade
Upgrade the firmware of the IPC. This function is only applicable to cameras connected via the Private protocol.

1. Go to Menu > Maintenance > Upgrade > IPC Upgrade.
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IPC Upgrade

Firmware Version Latest Version Cloud Up... Local

(OJcamera ID Camera Name Model
b9 IP Camera 09 ALI-PT40-UAIS

GIPC-B6202.5.92.C00762.NB..

Note: Before upgrading a camera, make sure the disk is in normal status; before upgrading by cloud, please check if update is available

Refresh Check for Update Local Upgrade

2. Choose Cloud Upgrade or Local Upgrade. ® Cloud Upgrade
Click Check for Update. The system checks for updates.

¢ If updates are available, the new version number and its build date are displayed. Click “* to
upgrade a camera, or select multiple cameras and then click Upgrade to upgrade in batches.
¢ If no updates are available, the system indicates that the current version is already the latest. o

Local Upgrade
Click - to upgrade a camera, or select multiple cameras and then click Local Upgrade.

Upgrade Camera

Partition USB-sdz4 Refresh

Location /
Modify Time Delete

2022-08-15 12:25:50 =

Name
‘ﬁ Previous Level

' backup

‘ CaptureReport

2022-08-11 14:56:47
2022-07-26 20:09:20

100.1MB 2022-08-15 16:36:34

! eth0_20220815_163632.pcap

Upgrade

(1)
(2) On the Upgrade Camera page, select the upgrade file in the USB storage device, and then click

Upgrade.

11.8 HDD Check

Perform S.M.A.R.T. test and bad sector detection. The actual functions available may vary with device.

11.8.1 Run S.M.A.R.T. Test
S.M.A.R.T. tests the hard disk including its head, platter, motor, circuit, etc. and evaluates the disk health status.

1. Go to Menu > Maintenance > HDD > S.M.A.R.T. Test.
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Maintenance

Run SMAR.T. Test | [ r D

(D continue to use the disk when it fails to pass evaluation

Select Disk Slotl

Test Type Short

Test Status Not tested Disk Temperature(°C) 38
Manufacturer SEAGATE Operation Time(day) 208
Model ST8000VX009-2ZP188 Self-Evaluation Pass
Firmware Version CcVio0 Overall Evaluation Healthy

Attribute Name Status Flag Threshold Value Worst Raw Value

Raw_Read_Error_Rate Healthy 0x000f 6 80 64 104417750
Spin_Up_Time Healthy 0x0003 0 92 91 (0]
Start_Stop_Count Healthy 0x0032 20 100 100 22
Reallocated_Sector_Count Healthy 0x0033 10 100 100 0

Seek_Error_Rate Healthy 0x000f 92 60 1431591504

Start Test

2. (Optional) Select @ .50

the device can continue using the hard disk even if the disk fails in the self assessment. However, this may
incur great risks. Please choose carefully.

3. Choose the disk slot and test type.
e Short: Less test contents, faster speed.
e Extended: More comprehensive and thorough, longer time.
e Conveyance: Detects problems in data transmission.

4. Click Start Test. The Status column shows the real-time progress, for example, Testing: 10%. View test results
after the test is completed.

The overall evaluation provides three kind of status: Healthy, Failure, Bad Sectors. It is recommended to
replace faulty disks immediately. Contact our technical support for more information.

11.8.2 Bad Sector Detection
The device system detects bad sectors in hard disks in a read-only manner.
1. Go to Menu > Maintenance > HDD > Bad Sector Detect.
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Bad Sector Detect

Select Disk Slotl

Detect Type Key Area

Disk Capacity
Block Capacity
Status

Error Count

Start Test

I Normal Damaged

2. Choose the disk slot and detection type.
3. Click Start Test. To stop the detection, click Stop Test.

Select Disk Slotl

Detect Type Key Area
Disk Capacity
Block Capacity
NEIH
Error Count

Start Test

B Normal Damaged

o means the detected area is in good condition.

7

4

452.04 GB
.66 GB

Not detected

0

7452.04 GB
4.66 GB
Detection completed

0

o [ means the detected area is damaged. The detection stops automatically when the error count

reaches 100.
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11.9 Open Source Notices

View our open source notice. Go to Menu > Maintenance > Open Source Notices.

Open Source Notices

Legal notices and Open Source Software Licenses

A . INTELLECTUAL PROPERTY NOTICES

1. Patent Notices

The device and methods used in association with the device may be covered by one or more patents or pending patent applications.
2. Copyright Notices

The device software are Copyright 2011-2018 Zhejiang Uniview Technologies Co. Ltd.All rights reserved.

B . NOTICE RELATING TO OPEN SOURCE SOFTWARE

This product contains software ("Open Source Software") that is provided to you under open source licenses. Some open source licenses give
you the right to obtain a copy of source code.

OFFER TO PROVIDE SOURCE CODE

This product contains software ("GPL-Licensed Software") that is provided to you under the GNU General Public License ("GPL"). A copy of
the GPL is included in this file. You can get a copy of the source code for the gpl-licensed software by sending us an email.

E-mail address : security@uniview.com

Please write "source for software on product X, version Y" in your request, where X is the name and generation of the product and Y is the
operating system version number. Be sure to provide a return address.

C . NOTICES FOR CERTAIN SOFTWARE COMPONENTS
1. Notices for Software Components Licensed Under the GNU General Public License(GPL).

Please see Appendix 1 and Appendix 2 below for the terms of this license

One-Click Collection
Collect NVR and camera diagnosis information.

Go to Menu > Maintenance > One-Click Collect.

One-Click Collect
IPC diagnosis info All
Collect Time 3Days

Information to collect includes NVR diagnosis info, IPC diagnosis info, and operation

t :
Eatgl logs.The export may take a long time if you choose All

Choose the camera and select a number of days of diagnosis information to be collected. NVR diagnosis
information is always collected.

Click Export to collect camera diagnosis information, NVR diagnosis info, and operation logs.

Note: Choose the days according to the actual requirements. The export process may take a long time if
you choose All.




12 Playback

12.1 Instant Playback

Instant playback plays the video recorded during the last 5 minutes.

Make sure that the video is recorded during the last 5 minutes. Instant playback does not work if there's no
recording during this time.

In the preview page, select the target window, and click. 1. on the window toolbar.

Drag the slider on the progress bar to fast forward. CIickn 2.

to pause.
Click n to exit the playback. 3.

12.2 Normal Playback

Normal playback plays all recordings of the selected camera(s).

1. In the preview page, right-click the desired window and select Playback. The system plays the video of the selected
camera. You can also choose other cameras to play videos in this page.

* You can choose multiple cameras for synchronous playback.

e Click Max. Cameras to select the maximum number of cameras allowed. The performance may vary with NVR
model.

e Click Close All to stop playback for all cameras.
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3 Name

V11

D12(211)
D13(212)
D14(N5)
D15(NS)
D16(N3)
D17(N5)
D18(N5)
D19(N5)
D20(NS)

D21(NS5)

Nommal) Smart Corridc

¥ 4 O0)w« = o I

Double-click the desired date, or select the date and then click to start playback. By default, the system
2. plays the video of the current day.

@ Note: The calendar uses different flags to indicate different recording types: blue for normal recording,
red for event-triggered recording, and no flag for none.
3. The NVR plays HD videos by default. You can switch to SD mode if SD videos are stored.
The supported video clarity depends on the storage mode, and HD videos are supported by all the storage mode.
To store SD videos, go to Menu > Camera > Encoding to set the storage mode. See Encoding Settings for details.

@ Note:

e If noimages are displayed in the preview page in SD mode, it indicates SD videos are not stored.
e |f SD video is available in SD playback mode, SD video is played by default; it switches to HD video
automatically when you double-click the window to maximize it in a multi-window layout.
Table 12-1: Playback Toolbar

Button Description

Show playback progress.
E* Note:

* . indicates 4 cameras are selected. . indicates the
playback progress in the first window. . indicates the
playback progress in the second window, and so on.

Different colors on the progress bar mean different recording
types: blue for normal recording, red for event-triggered
recording, green for smart event recording.

Timeline.

[E? Note: In normal playback mode, hover over the timeline to view a
thumbnail image to quickly pinpoint an event.

Zoom in or out on the timeline. Alternatively, click on the timeline and use
the scroll wheel to zoom in or out.

Button Description

File saved on a USB storage device.
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Start/stop clipping video.

Manage files (clips, snapshots, locked files, tags); indicates
there is a newly saved file.

Take a snapshot. The window borders will flash white.

Rewind/forward 30s, or choose from the drop-down list.

Reverse.

Stop playback and return to the start point.

Play/pause.

Slow down/speed up.

Note: Click to restore the normal playback speed after clicking

m, and vice versa.

Forward by frame.

Set the video clarity, including HD or SD.

Enable/disable POS. When enabled, POS OSD appears on the screen,
and some toolbar buttons are deactivated.
= Note:

e This function is available for certain NVRs.

e The button only appears in normal playback mode and POS
playback mode. In normal playback mode, POS OSD is
displayed for 5s. In POS playback mode, the time is
configurable.

Full screen.

Exit the playback screen.

Click a playback window to show the window toolbar.

Take a snapshot.

Add a tag at the current time point.

Digital zoom. See Digital zoom for details.
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(]x [ﬂl\l Turn on/off audio.

Adjust the sound volume.

Button Description

Lock.

12.3 Smart Playback

In smart playback mode, the system searches smart events in the recording and adjusts the playback speed
accordingly. If smart results are detected such as motions, the video plays at normal speed; otherwise, the video
plays at 16x speed to save time.

@ Note:

e This function is available for cameras that support smart functions.

e By default the system searches motion in video.
e Only one camera can be selected for smart playback.
1. Inthe playback page, select Smart.
laybac v T5/08/2022 00:00:08

D11(D18)

D12(N52.11)

2. Select the desired camera.

3. Double-click the date you want to play, or select the date and then click or . to start playback.

4. Set smart search rules. The default smart search area is the full screen. To specify a smart search area, follow
the steps below.

(1) Click to go to the Smart page.
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28 ok
A

2) Click - to clear the existing areas, then click and drag on the image to specify an area.

Table 12-2: Smart Search Buttons

Button Description

Button

Description

Motion detection: Full
screen.

Clear the specified areas.

Start search smart playback

of the specified areas.

Exit the Smart page.

Sensitivity ( Adjust detection sensitivity.

12.4 Corridor Playback

Corridor playback plays recordings in corridor mode in multiple windows. Up to 3 cameras can be selected in

corridor mode.
1. Inthe playback page, select Corridor.
2. Select the desired cameras you want to play.

3. Double-click the desired date, or select the date and then click

D30(NS(
D31(N5(2.31))

D32(N5(232))

D34(N5(234))
D35(N7)

D36(N3(2.36))

Video Retrieval b 3( B4 0O
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12.5 External File Playback

This function allows you to play recordings stored in an external storage devices such as USB drive or portable

hard drive.

= In the playback page, click on the screen toolbar.

2. Click Refresh and then wait for the NVR to read the external storage device.

3. Double-click the desired recording file, or select the file and then click

File
. Previous Level

@ CaptureReport

B D5.520220811144

12.6 Tag Playback

Use tags to mark specific events in the video for quick location and playback.

Add Tag
In the playback page, select the desired camera and date, and cIick to start playback.

Click anywhere on the image, and then selects in the pop-up toolbar.

Tag Time 2022-08-15 00:00:28

Tag Name

Cancel

3. Enter the tag name. Tag time cannot be edited, which is the time when the tag was added.
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4. Click OK to save the settings.

Tag Management

The added tags are saved to File Management. To view the newly added tag, click on the screen toolbar.

To rename a tag, click . To delete a tag, click .

File Management

Camera ID Tag Name Time Delete

D27 7) 2022-08-16 00:00:05

Total: 1 Page:1/1

Cancel

Playback by Tag
1. In the playback page, click Video Retrieval, select Tag Search from the drop-down list in the upper left corner.

2022-08-16 00:00 : 34

ct Camera Name

D1(D016M2250)
D2(400W)
D3(NS(2.50))
DA4(N3)
D5(2.241)

D6( 247 )

D7(N5(25))

D8(NS)

B8

DI(N5)
DI10(NS)

D11(D18)

00

Normal Event

|>:<1|:|@«11-1»

2. Select the desired cameras with tags, enter keywords, set the time period, and then click Search.
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3 Double-click the tag you want to play, or select the tag and then click or . to start playback.

12.7 Playback by Search

This function allows you to search and play recordings by an event type, such as motion detection, human body
detection, alarm input, video loss, VCA, tag, POS, and people present alarm.

@ Note: Before playback, make sure that the alarm and alarm-triggered storage for the event are
enabled.
1. In the preview window, right-click and select Playback.
2. Inthe playback page, click Video Retrieval, select the type and sub type, and enter keywords.

me e
D1(D016M2250)

D2(400W)

] O 0O 0

D3(N5(2.50))

D4(N3)

D5(2.241)

D6(247)

D7(25)

D8(NS5)

D9(N52.7)
D10(N52.9)

D11(D18)

D%EE@ < = - b : 0 @K B

3. Select the desired camera(s) and time period, and then click Search.

4. Double-click the result you want to play, or select the result and then click or. to start playback.

12.8 File Management
File management allows you to manage video clips, tags, snapshots taken during playback, and lock/unlock files.
Video Clip
You may clip and back up videos during playback. See Video Clip Backup for details.
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Playback Snapshot
You may take a snapshot during playback and then back up the snapshot. See Playback Snapshot Backup for

details.

Locked File

You may lock, unlock, and back up a recording file.
1.

In the playback page, select the desired camera and date, and click to start playback.

2. Drag the slider to play the desired part of the video, click on the image to display the toolbar, and then select

&l

Locking a recording file will prevent all the files stored in the same disk partition (254.4MB in size) from being
overwritten.

Click on the screen toolbar to view the locked file in the Locked File tab.

To unlock a file, cIickB,and then the icon changes to

To back up a file, select the file and then click Backup.

File Management

Locked File

(Jcamera ID Time Size
(Jb11 2022-08-15 23:52:46--00:09:51 254.5MB

Total: 1 Page:1/1

Space required: 0.0 MB

Backup Cancel

Tag
You may view, edit, or delete tags as needed. See Tag Management for details.

13 Shutdown

This chapter describes device shutdown, logout, and restart.

Shutdown refers to turn off the operating system of the device with power supply connected. Please disconnect
the power supply if the device will be shut down for a long time.
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Menu

Playback

Logout

Restart

Shutdown

®

¢ To shut down the NVR, long press the power button on the front panel (if available) for more than 3 seconds
till an on-screen message appears, and then click Yes.

e To shut down, log out, or restart the NVR, hover the mouse at the bottom of the preview page to display the

screen toolbar, click m and then select shut down, log out, or restart as needed.

@ Note: Unsaved settings will be lost if the NVR is shut down unexpectedly, for example, due to a power
failure. A shutdown during a system upgrade may cause startup failures.

14 Web-Based Operations

You may access and manage the NVR remotely using a web browser on your PC (through the Web interface).

14.1 Preparation
Check the following before you begin:
e Access will be authenticated during login, and operation permissions will be required.
e The NVR is operating properly and has a network connection to the PC.

e A Web browser is installed on the PC. Chrome 60 or later is recommended. Firefox 60 or later, Microsoft
Internet Explorer 10.0 or later, Edge 79 or later are also supported.

e The PC uses an operating system of Windows 7 or later.
A 32-bit or 64-bit Web browser is required if you are using a 64-bit operating system.

[ ]
@ Note:

e The parameters that are grayed out on the Web interface cannot be edited. The parameters and values
displayed may vary with NVR model.

e The figures below are for illustration purpose only and may vary with NVR model.
14.2 Login
Follow these steps to log in to the Web interface (take IE10 browser as an example).

1. Open a Web browser on your PC, enter the IP address of the NVR in the address bar (192.168.1.30 by
default), and then press Enter.

2. Install the plug-in.

¢ You need to install the plug-in as prompted at your first login, which is mainly used for processing media
streams. Close all the Web browsers when the installation starts. Follow the on-screen instructions to
complete the installation and then open the browser again to log in.

_!_BPlease click here to Download and install the latest plug-in. Close your browser before installation.

e You may also find the plug-in manually by entering HTTP://IP address/ActiveX/Setup.exe in the address
bar, and press Enter.

3. Inthe login page, enter the default username and password (admin/123456) and then click Login.
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> A |_| B |.ALI-NR321P-8

English v

Username

Password Forgot Password

Login Reset

=P Note: The default password is intended only for your first login. You are strongly recommended to set a
strong password to ensure account security.

e Strong password: At least 9 characters including all three elements: letter, special character, and
digit.

e Weak password: Less than 9 characters including two or less of the three elements: letter, special
character, and digit.

14.3 Live View

The Live View page is displayed when you are logged in. Select the desired channel on the left, and view the live
video.

H Playback % Setup

NVRRis i
e DiIN3
8 D2
@ D3
® D4
@ D6
e D7
5DS
e D9
e D10
e D11
@ D12
e D13
e D14

@l D15

(Bt R R A B B R B A= R R R R

ORIE () ©fps] Obpsl [0x0) (0.00%)

The operations may vary with NVR model.

Table 14-1: Live View Window Control Buttons

Button Description Button Description
Two-way audio 3/3/ ZJ-) Main/sub/third stream
b/ = St.art/stop live video in all “ /D Previous/next screen
windows
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mam Switch screen layout e Select stream type

] —

Button Description Button Description

/ Q Enable/disable intelligent mark prerrerosrmrTsy  Frame rate/bit rate/
resolution/packet loss

Open/close the control panel Take a snapshot

Local recording Digital zoom

Q Turn on/off audio p/ﬂ Start/stop two-way audio

3D positioning Full screen
Multi-sensor preview _ Fisheye mode
@ Note:
right to device name means two-way audio with the NVR. right to channel name means two-

way audio with the camera.
Only the main stream E0 is displayed when the camera is offline or it supports only one stream.

Snapshots are saved in a snapshot file folder named with the IP address, and snapshot files are named in
Camera ID_ time format and saved in this directory: \Snap\IP\Camera ID_time. The time is in
YYYYMMDDHHMMSSMS format.

Local recordings are saved in a recording file folder named with the IP address, and recording files are
named in Camera ID_S recording start time_E recording end time format and saved in this directory:
\Record\IP\Camera ID_S recording start time_E recording end time. The recording start and end times
are in YYYYMMDDHHMMSSMS format.

14.4 Playback

Click Playback to go to the Playback page. You can select the playback type, clarity, and camera to view recorded

videos.

® LiveView B Playback 2% Setup

Max. Cameras

Close All

& D1(N3) 2 A
® D2(N3face(290) &
@ D3 s
@ D4 3
@ D5 (IP Camera 05) 3
® D6 R 3
@@ o7 *
®l D8 (PCamerate) &
® Do 3
@ p10 k3
@ on 3
® p12 3
@ D13 £ ™
“4 202V Y 8[v[m »»
Su Mo Tu We Th Fr Sa
1 2 3 4 3 6
789 10]11 13
14 15 16 17 |18 19 20
21122 123|24]|25|26 |27
28|29 30| 31
x al o A

Table 14-2: Playback Control Buttons

Button

Description Button Description
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u/m Play/pause n Stop
n Reverse n/u Slow down/speed up

Button Description Button Description

Rewind/forward 30s. You can m/m Rewind/forward by frame
change the time as needed.

E Set the display ratio, including

full or original

Take a snapshot

Enable/disable digital zoom Add a custom tag

Start/stop clipping video E Save video clip

g /E Zoom in/out on the timeline (],) ~ Adjust sound volume; turn

on/ off sound
Previous/next period

14.5 Configuration

Click Setup on the top, and set the relevant parameters.

®  Live View B Playback %  Setup

Client v Basic Setup

System A

» Basic Setup Device Name [NVRE3-s3m ‘

Preview Device ID [ ]

Time Device Language English v
Lt Model NVRES-Z5R
Holiday
Serial No. 210235C3N8321B000054

Serial
Security Firmware Version NVR-WLIW LB | R IR
Hotspais Build Date 2022-07-29
POS Operation Time 0 Day(s) 0 Hour(s) 42 Minute(s)

fof

amera ¥ T

Hard Disk ¥

Alarm v

Alert v

Network 2

Platform v

User v

Maintenance ¥

Upgrade v

Backup v

14.6 Smart

Click Smart on the top, and configure the relevant parameters. See VCA Configuration for details.
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®  Live View E  Playback

1VCA Config
Select Camera D1

Face Recognition

Perimeter Protection

Exception Detection & Statistics

| Auto Tracking o

® Camer.

NVR Side Analy...

15 Appendix FAQ

® Camera Side A.. () NVR Side Analy... © Camera Side A...

Cross Line Detection & E Intrusios

) Camera Side A..  ® NVR Side Analy... () Camera Side A...

# Setup

Intelligence Usage v

O B Face Detection & [} m Face Comparison o]

O NVR Side Analy...

n Detection o ™ a Enter Area o ™ Q Leave Area o

® NVR Side Analy... ® Camera Side A (INVR Side Analy... ® Camera Side A.. () NVR Side Analy..

era Side A NVR Side Analy Camera Side A NVR Side Anal

Problem

Possible Cause and Solution

Forgot the login password.

Click Forgot Password in the login page as admin, then follow the on-screen
instructions to retrieve password.

Cannot load the Web plugin.

e Close your web browsers when the installation starts.

¢ Disable the firewall and close the anti-virus program on your PC.

e Enable your Internet Explorer (IE) to check for newer versions of the
stored pages every time you visit the webpage (Tools > Internet Options
> General > Settings).

e Add your NVR's IP address to the trusted sites in your IE (Tools > Internet
Options > Security).

e Add your NVR's IP address to the Compatibility View list in your IE (Tools
> Compatibility View Settings).

e Clear your IE's cache.

No images are displayed in live
view on the Web interface.

Check if the bit rate is OMbps in the live view window.

¢ |If yes, check if the firewall/anti-virus program is disabled on your PC.

¢ If not, check if the graphics card driver on your PC is working properly. Try
installing the driver again.

A camera is offline, and No Link
is displayed.

Click Menu > Maintenance > System Info. The cause is displayed under
Status. Common causes include disconnected network, incorrect username
or password, weak password, and insufficient bandwidth.

e Check network connection and other configuration.

e |Ifitindicates incorrect username or password, check that the camera
password set in the NVR is the one used to access the camera's Web
interface.

e |Ifitindicates denied access for weak password, log in to the camera's
Web interface and set a strong password.

¢ |f itindicates insufficient bandwidth, delete other online IP devices on the
NVR.

The NVR displays live video for
some cameras and No Resource
for others.

e Set the camera to encode the sub stream, and decrease its resolution to
D1.

e Set the NVR to use the sub stream first for live view.
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A camera goes online and
offline repeatedly.

e Check if network connection is stable.

e Upgrade the software version of the camera and NVR. Contact your
dealer for the latest versions.

Live view is normal, but the
recording cannot be found.

e Check if a recording schedule is properly configured.

e Check if the time and time zone configured in the NVR are correct.
e Check if the hard disk storing the recording is damaged.

e Check if the desired recording has been overwritten.

Motion detection is not
effective.

properly configured.
e Check that detection sensitivity is properly set.
e Check that the arming schedule is properly configured.

A hard disk cannot be identified
by the NVR.

e Use the power adapter delivered with the NVR.

again.

e Try another disk slot.

Problem Possible Cause and Solution

The disk is not compatible with your NVR. Contact your dealer for a list of
compatible disk models.

The mouse does not work. .

Use the mouse delivered with your NVR.
Make sure no cable is extended.
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e Check that motion detection is enabled, and the motion detection area is

e Disconnect the power supply of the NVR, and then mount the hard disk




